
Board of Management 
Audit Committee 

11 September 2018 at 4.30pm 
Fort William (G35) and by VC (50625@uhi.ac.uk) 

Agenda 

1. Appointing meeting convenor

2. Apologies

3. Declarations of interest

4. Minutes of the Audit Committee meeting of
11 June 2018

5. Matters Arising (none)

6. Any Other Business

7. Review of Risk Register Principal For endorsing 
INSERTED 

8. Internal Audit Reports:

Business Continuity Planning 
KPIs 
HR Change Management 
Staff Learning & Development 
GDPR 
Follow up review 

VP Finance For endorsing 
Page 7 
Page 9 
Page 22 
Page 33 
Page 43 
Page 53 
Page 69 

9. Internal Auditors Report for 2017-18 For endorsing 
Page 88 

10. Internal Audit Plan 2018-19 VP Finance For endorsing 
Page 94 

11. Annual Complaints Report Principal For information 
INSERTED 



12. Data Breach Report VP Finance For information 
Page 106 

13. FOI log VP Finance For information 
Page 109 

14. Recommendation for Audit Committee
convenor

Convenor 

15. Date of next meeting: Wednesday 28
November 2018 at 4pm (plus joint meeting
with F&GP at 5pm)
Discuss



Audit Committee 
Minutes 

UNAPPROVED Minute of the meeting of the Audit Committee  
held on 11 June 2018 

in Fort William and by VC 

Present: Hilary Stubbs (Convenor), Gordon Bushnell, Ann Lloyd, Robert Kelly, Christine 
Mackay 

Attending: Gill Callaghan (TIAA), Stuart Inglis (Henderson Loggie), Nigel Patterson (to be 
appointed as Support Staff member), Lydia Rohmer (Principal), Matt Simpkinson (Director of 
Finance and Estates) Claire Wylie, College Secretary (Minutes)  

Christine was congratulated on her new position as a managing partner within MacPhee and 
Partners. 

1. Apologies

Duncan Ferguson

2. Declarations of interest

Stuart Inglis from Henderson Loggie declared an interest in (item 10) on the
agenda.

3. Minutes of the previous meetings

The minutes of the Audit committee meeting of 29 November 2017 were
approved, and the joint F&GP/Audit minutes of the same date were noted.

4. Matters Arising

There were no matters arising which did not appear on the agenda.

5. Any Other Business

There were no items of other business

6. Review of Risk Register

The Principal was intent on undertaking a full review of the risk register prior
to the Board but thought it best to do this after the risk management training
next week, and the development of a risk appetite statement. In the
meantime she took the committee through suggested changes to the ratings
to both the College and the UHI common risk registers. With regard to the
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risk concerning the UHI Strategic Review, it was decided to postpone 
discussion on this until the Board had been fully updated on recent 
developments. All other suggested changes were recommended to the 
Board. 

There was a separate discussion regarding risks around National Bargaining 
and it was agreed that this matter would be helpful to discuss as part of the 
risk management training. 

7. Internal Audit Reports

At the time of the circulation of the Committee papers, only three of the six
expected reports had been received, of which just two had arrived on time.
All had now been received by the College and the Director of Finance would
work through them in order to produce management responses prior to the
forthcoming Board meeting. Audit Committee members would be circulated
with the drafts prior to the Board.

A discussion was held regarding the performance of the internal auditors
which was problematic in two respects. Firstly, the tardy receipt of the
reports, which was not in accordance with the contract with TIAA. Gill
Callaghan, on behalf of TIAA, apologised for this and would monitor future
communications and timetables closely. Secondly, there were proper closure
meetings for only two of the six audit areas, whereas it would be helpful to
both parties to hold these meetings at the conclusion of every audit. This too
would be monitored more closely with the expectation that closure meetings
are always held.

ACTIONS:
MS - Circulate draft management responses to the Audit reports before the
next Board meeting
CG – monitor report conclusion and completion in accordance with contract

8. Audit plans for 2018-19

8.1 Internal Audit Plan for 2018-19

The areas to audit in 2018-19 were drafted in Annex A of the current year
plan, and these were still regarded as appropriate by the Committee (Board
Effectiveness follow-up, Commercial Income Generation, Curriculum
Development and Management, CEST Project, Staff Performance Review
Framework, and general Follow Up).

8.2 External Auditors Plan for y/e July 2018

Stuart Inglis from Henderson Loggie discussed the Audit Plan to cover the
accounts for the year end, and listed the items to which HL would give
particular attention as the accounts were prepared. These included an
examination of the HE recruitment shortfall, the preparation of the accounts
(being done in-house for the first time), and the early stages of the two
significant capital projects.

In their first year with the College (year ending July 2017), there had been
some pinch-points in the timetable for producing the annual accounts. With
the accounts being brought in-house, it was expected that the flow would be
smoother and tighter.

Audit 11.Sept.18 Page 4



It was noted that in addition to their role as external auditors, Henderson 
Loggie would be leading the risk management training in the College; this 
was an entirely separate contract between the firm and the College. 

9. Review of the Audit Committee effectiveness

Subject to a couple of points to update, the members thought the Review to
be a fair reflection of their assessment of the Committee’s performance and
this would now be submitted to the Board.

ACTION:
CW – update completed form (‘Yes’ to members understanding their role,
and availability of training to Audit Committee members).

10. Review of External Auditors

The Committee’s overall Review, and that of the Director of Finance, were
endorsed and would be forwarded to the Board for approval. Stuart Inglis
was pleased to note the Committee’s satisfaction with Henderson Loggie.

11. UHI Audit Chairs’ meeting

The minutes of the most recent meeting were noted.

12. Board Development Plan update

The latest updates to the Plan were reviewed.

(4) it was agreed that this might be closed off, subject to discussion with the
person who had requested the training;
(13) it was suggested that the slides prepared by the Director of Finance for
the training earlier in the day should be circulated to all Board members for
information.

ACTION:
CW – (i) update the Plan (ii) circulate the College finances training slides

13. OSCR and safeguarding advice

The recent advice and list of actions from OSCR was received by the
Committee, and it reviewed a possible Board response to the actions.

With regard to the suggestion that safeguarding policies are reviewed once
every 12 months, members were content to recommend to the Board that
the current three-year cycle was adequate.

Further to discussions elsewhere regarding which WHC policies should be
applicable to the Board, it was noted that Safeguarding, and other relevant
policies such as Travel, are the ones to which Board members would be
subject. As had been noted before, when approving any policy the Board
should be alert to whether or not members should be subject to it.

14. Audit Scotland report on Colleges: WHC input

The Principal’s ‘fact-checking’ input to the forthcoming Audit Scotland report
was noted. The report was due to be published on 21 June 2018.
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15. Complaints

The latest report on complaints was received by the Committee. The
Director of Finance undertook to revise the wording of the first of the key
issues in order to clarify the intention of recording significant conversations
with students, not every conversation.

ACTION:
MS – revise wording of the first key issue.

16. FOI log

It was noted that requests for five years’ data on the Principal’s expenses
had been refused on the grounds of costs, but that the same information,
only referring back two years, had been supplied.

17. Date of next meeting

Tuesday 11 September 2018
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: Audit 

110918/7 
Subject West Highland College UHI Risk Register – review 

Purpose of paper 

The attached risk register contains the WHC risk register, and the 
new UHI common risk register, cross-referenced and rated within 
the WHC context.  

The college has updated all recommendations made following 
Risk Management Training and Board meeting in June 2018. No 
further changes are proposed to risk rating or mitigation at this 
stage. 

A number of additional sheets have been introduced to reflect 
these changes, including ‘risk appetite statement’, ‘risks removed’ 
and ‘risks converted to issues’. The main WHC risk register has 
been sorted by risk category for ease of reading and review.  

Following receipt of the risk management workshop evaluation 
report in August 2018, two further reviews could take place: 

1) To review if any UHI risks could be merged with WHC
risks. However, neither risk description not impact of UHI
risks can be altered, so WHC Board would have to adopt
the UHI risk in its specific wording

2) A review and possible consolidation of financial risks: all
financial risks relate to inability to balance accounts or
inability to achieve financial sustainability; however, the
detail of WHC’s current financial risks remains valid.

The Audit Committee and the Board are invited to review the 
preferred approaches to the above two points.  

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐

2. Excellence for All ☐

3. Other strategies ☐

4. Risk management ☒

5. New opportunity/change ☐

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            N/A 

Risk implications 

Yes  The Board needs to identify major risks which could impact 
detrimentally on its ability to deliver the college’s strategy; the 
college executive are responsible for identifying and managing 
mitigation to reduce identified risks to ensure the college achieves 
its strategic aims and performs effectively. 

Date paper prepared 07/09/2018 
Date of meeting 11/09/2018 



 

Author Lydia Rohmer  
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
N/A     

Action requested 
(tick those that apply) 

For information ☐ 
For discussion    ☒ 
For endorsing    ☒ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
 
Describe here 
Board members attending Risk Training Day on 21 June 2018 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 

 
* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
 
 
 
 
 
 
 
 
 

http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf


West Highland College UHI Risk Appetite Statement 

Last approved by Board on: 27 June 2018

The Board’s appetite to risk reflects an openness to innovative and enterprising approaches to the provision of a range of 
excellent learning opportunities for students and communities across the breadth of the West Highlands, which is underpinned by 
a more risk averse attitude to the arrangements required to maintain a sustainable and well governed organisation. 



West Highland College UHI Risk Register

Last reviewed by Board on: 27-Jun-18
For Review by Board on: 03-Oct-18 Last approved by Board on: 27-Jun-18

Each risk is rated, based on likelihood of the risk happening (5 = frequent or very likely; 1 = infrequent or very unlikely) and its level of impact (5 = catastrophic; 1 = insignificant).
Ratings: RED - 20-25; AMBER: 12-19; GREEN: 11 and under

Ref ID
Risk 

Status
Category Risk Description Impact/Evidence

Link to WHC 
Strategy 2016-

2021
Risk Owner

Rating (Likelihood x 
Impact)

RAG Mitigation/Control Residual Risk Rating RAG Review of Mitigation
Date of Next 

Review by 
Board

Change in residual RAG

WHC 1 active financial

reduction of core grant funding from Scottish 
Government in context of comprehensive spending 
reviews

reduction in core grant income potentially 
leading to reduction in breadth of FE and HE 
course provision; may lead to reduction in 
staffing; could affect viability of some college 
centres; impact could affect long-term 
viability of college; SA1 Principal 5x4=20

External liaison via UHI to influence funding 
settlement; work with Colleges Scotland to influence 
input to spending review to SG as well as FE funding 
review, including remoteness and access/inclusion 
funding; work with UHI EO to review HE RAM funding 
model; ensure college cost review, monitoring and 
control in place; continue to increase commercial 
income generation; 4x4=16

Whilst mitigation in college's control is 
working well, economic uncertainty 
persists; long term planning is 
impossible due to year on year 
comprehensive  annual spending 
reviews with uncertain outcomes. 
Unknown economic impact of Brexit 
on public funding exacerbates 
uncertainty. Core Grant FE Funding 
increases for 17/18 and 18/19 
exclusively reserved for national 
bargaining funding; modest increase 
to region in rurality funding for 18/19; 
the college will have to continue to 
negotiate an annual share of funding 
within the regional context. 27/06/2018

RED to AMBER          
(March 2018)

WHC 2 active financial
Implications from introduction of national pay 
bargaining

Significant increase of staff costs through 
potential national harmonisation of staff 
pay, terms and conditions; worst case 
scenario will affect college's mission, estate 
and income to a business critical extent

People         
Finanical 
Sustainability Principal 5x5=25

Together with FERB and Colleges Scotland Board and 
Principals Group, influence shape of national pay 
bargaining model, transition and funding 4x4=16

short term mitigation has been 
effective in ensuring financial needs 
are fully captured by Employers 
Association and SFC; intention to fully 
fund college needs underpins 18/19 
SFC indicative funding; long term risk 
still extant regarding clarity over SFC 
funding policy beyond harmonisation; 
if funding not fully consolidated, 
potentially business critical risk in 
medium to longer term (3-5 years) 27/06/2018

RED to AMBER          
(March 2018) also see UHI 
risk 7

WHC 5 active financial
Failure to secure sufficient capital funding to provide 
necessary facilities for  planned curriculum growth 

Inability to deliver agreed 3 year curriculum 
plan; inability to deliver agreed esatets 
development priorities; inability to deliver 
college's business plan for growth

SA1 and 3       
Estates and 
Infrastructure

Principal 
with FD 4x4=16

Fully utilise existing estate; utilise reserves to 
facilitate planned curriculum growth; seek relevant 
external/commercial partnerships to invest in 
facilities and equipment ; ensure political and key 
agency lobby to support college investment plans 4x4=16

availability of capital funds uncertain 
in current eceonomic climate; access 
routes/processes to capital funding via 
regional strategic body remains 
unclear, although RSB is a contributor 
to funding the Business Case 
development for CEST 27/06/2018

WHC 6 active financial
Failure to secure reliable ICT infra-structure for VC 
meetings and online course delivery

Inability to deliver contracted delivery; 
Inefficient access to curriculum and class 
size; inefficient communications

SA1 and 2      
Estates and 
Infrastructure    
Finanical 
Sustainability

Principal 
with FD 5x4=20

Shared services project for ICT is likely to deliver 
improved UHI ICT strategy, distribution of resource; 
BT investment in broadband in West Highlands 4x4=16

UHI shared services project on hold; 
some investment to improve ICT 
infrastructure made by LIS and 
through SWAN 27/06/2018

WHC 7 active financial
Failure to realise planned Phase 2 student 
accommodation block at St Mary's (FW)

Inability to provide sufficient student 
accommodation in Fort William, leading to 
inability to attract students from outwith 
Fort William to study on degree and FE 
courses

SA1           Estates 
and Infrastructure       
Financial 
Sustainability

Principal 
with FD 5x4=20

representation of needs through UHI Student 
Residencies Partner Board, FERB and Court 3x4=12

City Heart planning permission in 
place as of March 18; progression of 
project still to be clarified due to 
increased project costs and current 
UHI risk review of all residences 27/06/2018

WHC 8 active financial Under-utilisation of Learning Centres

Lack of demand for curriculum. Inability to 
impact positively on local 
economy/opportunity; Reduced student 
numbers; reduced income; inability to 
deliver core funded activity; staffing 
implications; impact on viability of centres

SA1       Financial 
Sustainability ELT 3x4=12

Student activity apportioned across centres. Effective 
curriculum planning and monitoring of demand. 
Marketing strategy in place. Liaison with Highland 
Council and other providers over public transport 
provision, particularly in Skye and Wester Ross 3x3=9 mitigation and controls working well 27/06/2018 reduced risk from 16-12

WHC 9 active financial
Overprovision of curriculum delivered to Schools which 
is double-funded by Local Authority

Reduction in funded activity; potential 
reduction in courses and inability to meet 
Credit target

SA1 and 3      
Financial 
Sustainability

Principal 
with VPAA 3x4=12

Develop curriculum strategy and review 
methodology; set college limit on schools activity as 
overall percentage of FE activity in context of DYW; 
liaise with Highland Council on strategic alignment of 
college and Education Directorate strategic plans for 
senior phase delivery; work with Colleges Scotland on 
'Learner Journey' lobby to SFC and SG 3x3=9

college controls working well; 
outcome of HC strategic review of 
schools;  outcome of SFC/SG review of 
the learner journey published May 
2018 - contains no proposal for 
funding reduction 27/06/2018



WHC 10 active financial Failure to meet planned student recruitment targets Loss of income with budget implications
SA1       Financial 
Sustainability VPAA 3x4=12

Develop and implement appropriate quality, 
marketing and recruitment plans.  Ensure good 
experience to aid student retention. Regular 
monitoring through ELT. 3x4=12

met target for FE in 2015/16 and grew 
HE FTE; on course to meet and exceed 
growth targets for FE and HE in 
2016/17; expected to meet FE targets, 
but failure to meet HE targets in 
17/18, likely incurring deficit budget 
for 17/18. 27/06/2018

reduced risk from 12-9 
(Move from AMBER to 
GREEN)

WHC 13 active financial failure to effectively plan for business continuity
Inability to respond to business disruption 
appropriately

Financial 
Sustainability Principal 3x4=12

assurance through internal audit; annual internal 
testing and training; partnership-wide testing and 
training 2x4=8

UHI training and testing undertaken in 
April 2018; WHC training and testing 
undertaken in February 2018; WHC 
internal audit carried out in spring 
2018 27/06/2018

increased risk form 9 to 12 
(Move from GREEN to 
AMBER)

WHC 14 active financial Lack of business engagement

Reduction in input to courses so less 
relevance and student placement on 
courses. SA3 VPAA 4x4=16

Ensure full engagement with the business community 
through BEST and DYW West Highland Employer 
Group, as well as Employability Development Team 3x3=9 mitigation implemented 27/06/2018

WHC 15 active financial Lack of retention of students

Student withdrawals.Reputational 
damage.Reduction in recruitment.Reduced 
funding for Bursaries.

SA2       Financial 
Sustainability VPAA 4x4=16

Ensure best possible learning experience. Monitor 
Retention via the Learning and Teaching 
strategy.Implement HE and FE retention plan; Advise 
Students at application stage that bursaries are 
means tested and that funds are limited. Student 
engagement formalised through HISA and college 
resource 2x4=8

Retention consistently above national 
and regional average for FE, with non-
continuation rates in HE better than 
UHI average; monitoring and 
management of retention and student 
success consolidated as part of college 
quality culture 27/06/2018

WHC 20 active financial
Removal of ESIF Funding (2014-2020) for 
FE/HE/Research

Expect no change to 16/17 plan; medium 
term: Funding stream at risk. Risk to 
consolidation of FE/HE Growth; risk to ESIF 
funded PHD studentships; Risk to curriculum 
plan for growth, only funded from core.

SA1-3   Financial 
Sustainability Principal 5x4=20

work with UHI to lobby for retention of current ESIF 
funding levels for as long as possible; work with 
Colleges Scotland on lobby to SG; review curriculum 
plans 4x4=16

mitigation active, but not yet known if 
effective; significant financial 
contraction could ensue, but unlikely 
to be business critical in itself 27/06/2018

revised risk and risk rating 
from 15 to 8 (move from 
AMBER to GREEN)

WHC 21 active financial
Removal of Centre for Recreation and Tourism Research 
(CRTR) EU Funding/Inability to access new EU funding

Current EU funding secure for 16/17. Future 
Funding streams based in EU funding 
schemes at risk. Potential threat to 
continued existence of CRTR; threat to WHC 
research activity/profile and research-
informed learning and teaching in outdoor 
and adventure tourism SA2 and 3 Principal 5x4=20

Ensure CRTR staff contracts are linked to funding; 
seek alternative non-EU funding opportunities within 
UK and globally (this requires additional investment); 
continue to support PGT and research degrees for 
staff; work with UHI, US and CS on retention of 
funding levels; 4x3=12

mitigation active, but not yet known if 
effective; whilst significiant, not 
business critical for whole college 
operations; Brexit discussions and 
prelimiary  agreements highlighting 
need to protect access to EU research 
funding for UK 27/06/2018 reclassified risk

WHC 22 active financial Loss of EU students

Risk that EU students applying for HE 
courses starting 16/17 defer or withdraw 
due to uncertainty; EU students will become 
international students required to pay 
international fees - likelihood of significant 
reduction of EU student numbers SA1 Principal 4x4=16 review EU, RUK and international strategy with UHI 4x4=16 mitigation not yet implemented 27/06/2018

reclassified and reduced 
risk from 12 to 8 (move 
from AMBER to GREEN) 

WHC 24 active financial Loss of ERASMUS - staff and student mobility

loss of funding to support staff and student 
mobility; impact on EU students studying at 
the college; impact on WHC students wishing 
to study abroad; impact on funding for 
scholarship, research and conferences

SA2 and 3   
People     Principal 4x3=12

ensure WHC lobbies mitigation of impact via UHI, CS 
and US to Scottish Funding Council and Government 4x3=12 mitigation impact not yet known 27/06/2018

WHC 12 active governance Failure to comply with legal obligations Litigation.High levels of external scrutiny
Financial 
Sustainability Principal 2x4=8

regular review of statutory requirements; policy 
review in collaboration with Secretary to Board 2x4=8 mitigation implemented 27/06/2018

WHC 16 active governance
Number of Board members with insufficient skills to 
provide necessary scrutiny

Lack of detailed scrutiny and lack of focus on 
strategic direction SA1-3

College 
Secretary to 
Board 3x4=12

Effective Board recruitment process and training 
(initial and on-going) of Board members, linked to 
Committee responsibilities; ensure Relevant expertise 
across all strategic areas - legal, HR, finance, audit, 
academic, skills matrix 3x3=9

mitigation reviewed and in 
implementation 27/06/2018

WHC 17 active governance
Board members fail to exercise due 
diligence/independent scrutiny Potential mission drift SA1-3

College 
Secretary to 
Board        
Principal 3x4=12

Identify Board performance issues through Board self-
evaluation; implement Code of Good Governance 3x3=9

mitigation reviewed and in 
implementation 27/06/2018

Risk extant; Query to 
Board: revise risk in 
context of ongoing 
governance change 
proposals within UHI?

WHC 18 active governance Failure to comply with Code of Good Governance

breach of RSB Finanical Memorandum 
leading to increased scrutiny by RSB, SFC and 
SG; may lead to reputational damage and 
loss of funding; SA1-3

Chair      
College 
Secretary to 
Board 3x4=12

review requirements of Code of Good Governance 
and assure compliance 3x3=9

mitigation reviewed and in 
implementation 27/06/2018

RED to AMBER          
(March 2018) reclassified 
risk



WHC 19 active governance Impact of UHI Strategic Review

Change to UHI articles;Change to post-16 Act 
and current regional governance 
arrangements;Potential loss of influence on 
partnership working within UHI;Potential 
loss of influence to secure adequate 
resources to meet the needs of the West 
Highlands; SA1-3

Chair      
Principal 4x4=16

WHC participation in UHI SWG; Working through 
FERB to secure fair and transparent governance 
throughout the region; work with EO on fair 
implementation of UHI strategic plan 2015-2020 to 
secure regional perspective, including recognition of 
the needs of the West Highlands;Work towards a 
strategic alliance with other colleges in the West 
Highlands to enhance ability to secure resources to 
meet the needs of West Highland communities for 
further and higher education. Principal in newly 
created dual  role as VP Tertiary means college 
perspective is at heart of UHI SMT, and can influence 
regional development. 4x4=16

Outcomes of SWG agreed with 
Scottish Government and 
implementation under way; potential 
changes regarding governance  not yet 
known at this stage; behavioural 
change programme in process of being 
articulated, outcome as yet not 
known. 27/06/2018

RED to AMBER          
(March 2018) reclassified 
risk

WHC 4 active organisational Failure to ensure effective and efficient staffing capacity

Increased cost of delivery; insufficient 
leadership and professional capacity; impact 
on student experience; impact on business 
continuity;

SA1, 2, 3       
People       
Finanical 
Sustainability ELT 4x4=16

Regular monitoring of relevant KPIs for staffing; full 
development of college's People Strategy 2x4=8 27/06/2018 reclassified risk

WHC 11 active organisational
Failure to fully implement key systems. (Finance, HR, 
ICT, Quality)

Poor quality delivery; inefficiencies in 
delivery and admin; inability to progress 
WHC to standard required

People      Estates 
and Infrastructure      
Financial 
Sustainability   ELT 3x4=12

Systems identified and adopted. Relevant resources 
allocated in Plan.Training plans in place. 2x4=8 mitigation implemented 27/06/2018 reclassified risk

WHC 23 active organisational Loss of key staff

Loss of current EU staff and specialist skills, 
including Principal, if no automatic right to 
remain for current EU citizens once Brexit 
activated People

Chair    
Principal 4x4=16

support EU staff through relevant HR information, 
and support to apply for residence permits, work visa 
and citizenship applications; collaborate with UHI, CS 
and US on lobby to SG and UK Gov 4x4=16 mitigation not yet implemented 27/06/2018 reclassified risk



WHC Risks converted to Issues

WHC 25

de-activated 
27/6/18 and 
converted to 
issue Brexit

continued economic 
uncertainty

Long term instability - no coherent 
plan for sector funding, including 
potential funding of college capital 
and curiculum plans SA1-3 Principal 4x4=16

ensure WHC lobbies 
mitigation of impact 
via UHI, CS and US to 
Scottish Funding 
Council and 
Government 4x4=16

mitigation 
impact not 
yet known 27/06/2018

Query to 
Board: 
remove as 
risk and 
list as 
'issue'?



Removed Risks

Ref ID
Risk 
Status

Category Risk Description Impact/Evidence

Link to 
WHC 
Strategy 
2016-
2021

Risk 
Owner

Rating 
(Likelihood x 
Impact)

RAG Mitigation/Control
Residual 
Risk 
Rating

RAG
Review of 
Mitigation

Date of Next 
Review by 
Board

Change in 
residual RAG

WHC 3

de-
activated 
27 June 
2018 financial

Implications of 
introduction of new 
funding model for FE

Reduction of 18 funding 
groups to 4 or 5, plus 
price efficiencies, may 
lead to reduction in 
college income based on 
the college's credit 
profile; this may in turn 
lead to reduction of FE 
courses and staffing; SA1 Principal 5x4=25

Together with FERB, 
Colleges Scotland Board 
and Colleges Scotland 
Principals'  Group, 
influence detail, timing 
and transition of 
proposed funding 
reform; model impact 
once relevant detail is 
available from SFC

risk has 
moved on, as 
SFC have 
published 
new approach 
to 
remoteness 
funding; SFC 
have also 
confirmed 27/06/2018

suggestion to 
remove the risk 
and 
reformulate 
financial red 
risks, following 
Board risk 
training 
workshop in 
June 2018



UHI  Common Risks for review by WHC Board (October 2018)

UHI Risk 
No

Link to 
WHC Risk Date

Risk 
Status Category Description Causes Impact Owner likelihood impact gross risk RAG Mitigation

residual 
likelihood

residual 
impact

residual 
risk RAG Review of Mitigation

Date of 
next review 
by Board

UHI 01 WHC 10 30/03/2017 active financial College does not achieve allocated HE student 
number targets. 

Failure to recruit sufficient students due to 
various factors such as: over ambitious PPF 
target, poor marketing, curriculum gaps, poor 
NNS results etc 

loss of income with budget implications VPAA 3 4 12

Develop and implement 
appropriate quality, marketing and 
recruitment plans.  Ensure good 
experience to aid student retention. 
Regular monitoring through ELT.

3 4 12 significant growth in HE 
numbers year on year since 
2010 (from 35 to 280 FTE); 
targets mostly met, but 
undershot by 50FTE in 
2017/18; full analysis and 
mitigation plans in place for 
18/19;

03/10/2018

UHI 02 WHC 10 30/03/2017 active financial College does not achieve allocated FE Credit 
targets. 

Failure to recruit sufficient students due to 
various factors such as: over ambitious target, 
curriculum gaps, ineffective marketing and 
engagement with local schools/employers.  

loss of income with budget implications VPAA 3 4 12

Develop and implement 
appropriate quality, marketing and 
recruitment plans.  Ensure good 
experience to aid student retention. 
Regular monitoring through ELT.

2 4 8

FE targets met and exceeded 
for last 6 years; on course to 
meet FE targets again for 
17/18

03/10/2018

UHI 03 WHC 15 30/03/2017 active organisation
al

The institution has a poor reputation. Significant or sustained adverse publicity, 
governance/management failure, negative 
comments on social media, poor academic 
results, poor performance in league tables, 
significant withdrawal rates   

Inability to recruit students or attract and retain 
high calibre staff, inability to attract funding 
and/or develop strategic partnerships  

Principal 3 5 15 ensure best possible learning 
experience through quality 
enhancement, student support 
strategy plus people, estates, 
communications and student 
engagement strategy

2 4 8 strategy framework in place for 
quality, people, studet support 
and communications; HISA 
partnership established. 
Retention plan in place

03/10/2018

UHI 04 WHC 23 30/03/2017 active organisation
al

Disruption to services/projects and/or 
partnership working resulting from loss of a key 
staff member.    

Retirement, resignation or death in service of 
key staff member(s). Inadequate succession 
planning. Over reliance on indivduals. 
Associated knock on impacts resulting from 
transition arrangements with staff acting up 
and possible failure of backfill solutions.  
Brexit affecting EU staff's leave to remain, 
including Principal.

Projects delayed due to loss of continuity, 
corporate knowledge gaps and disruption/loss of 
established relationships and contacts.   Loss of 
leadership/operating capacity in key areas.

Principal and 
Chair

4 4 16 People strategy, including talent 
management and succession 
planning to enhance resilience. 
Brexit: support EU staff through HR 
and support for residence/work 
permits; collaborate with UHI, CS 
and US to lobby Scottish/UK Govs.

4 4 16 people strategy in place, but 
impact of Brexit unknown

03/10/2018

UHI 05 WHC 12 30/03/2017 active organisation
al

Non-compliance with relevant statutory 
regulations.

Lack of awareness of relevant laws and 
penalties. Management failures. E.g new 
General Data Protection Regulation from 25th 
May 2018, Bribery Act, Health and Safety 
Regulations etc. 

GDPR will provide new rights for individuals and 
impose additional obligations on data controllers 
and processors. GDPR will also introduce an 
increasesd penalty framework for non-
compliance/data breaches and includes new 
requirements for authorities to ensure that they 
maintain evidence to demonstrate compliance 
with the Law.   

Principal 2 4 8 regular review of statutory 
requirements; policy review in 
collaboration with Secretary to 
Board

2 4 8 mitigation implemented 03/10/2018

UHI 06 WHC 16,17, 
18

30/03/2017 active organisation
al

Governance Failure.  Governing body does not have an appropriate 
balance of skills and experience. Role of a 
governor/director is onerous and it is difficult 
to attract a broad range of high calibre 
individuals to serve for non-remunerated roles 

Recent advertisements for new members have 
attracted few applications

College 
secretary

3 4 12 effective board recruitment and 
training processes; implementation 
of self and external effectiveness 
evaluation; implementation of Code 
of Good Governance

3 3 9 mitigation implemented 03/10/2018

UHI 07 WHC 
1,2,3,8,10

30/03/2017 active financial Financial failure/operating loss. Inability to 
achieve a balanced budget.      

Increased pay costs (national bargaining), 
pensions and NI contributions. Efficiency 
savings are not achieved quickly enough to 
counteract reductions in income.            

Services cut resulting in reduction of teaching 
expertise and/or research capacity leading to a 
reduction in service quality leading to student 
dissatisfaction and risk of reputational damage. 

Principal 5 5 25 working with FERB and CS influence 
funding settlement and 
shape/transition to national 
bargaining; ensure cost control 
system in place

4 4 16
#REF!

short term mitigation has been 
effective in ensuring financial 
needs are fully captured by 
Employers Association and 
SFC; intention to fully fund 
college needs underpins 18/19 
SFC indicative funding; long 
term risk still extant regarding 
clarity over SFC funding policy 
beyond harmonisation; if 
funding not fully consolidated, 
potentially business critical risk 
in medium to longer term (3-5 
years)

03/10/2018

UHI 08 WHC 5,6 30/03/2017 active financial College estate not fit for purpose. Lack of investment in capital 
maintenance/new capital project expenditure. 
Rapid growth of student population without 
investment in new expanded facilities. 

Inability to deliver agreed 3 year curriculum 
plan; inability to deliver agreed esatets 
development priorities; inability to deliver 
college's business plan for growth

Principal 
with FD

4 4 16

Fully utilise existing estate; utilise 
reserves to facilitate planned 
curriculum growth; seek relevant 
external/commercial partnerships 
to invest in facilities and equipment 
; ensure political and key agency 
lobby to support college investment 
plans

4 4 16
#REF!

availability of capital funds 
uncertain in current eceonomic 
climate; access 
routes/processes to capital 
funding via regional strategic 
body remains unclear, 
although UHI is contributor to 
WHC FBC for a Centre for 
Science and Technology in Fort 
William

03/10/2018

UHI 09 WHC 15, 10 30/03/2017 active organisation
al

Academic quality is sub standard Difficulty recruiting and retaining high calibre 
staff. Conditions and terms of employment 
are not competitve with limited scope for 
career progression. Infrastrucure/estate is 
unsuitable or not fot for purpose..  

Poor performance in quality 
monitoring/assurance reviews. Loss of staff to 
competitor institutions. Poor attainment levels, 
high level of withdrawal and poor retention.    
Damage to reputation. 

Principal 
with ELT

3 4 12 People strategy, including 
attraction, talent management, 
performance and organisational 
development strategies; also 
estates and communication 
strategies

3 3 9 mitigation in implementation 03/10/2018

UHI 10 WHC 06, 15 30/03/2017 active organisation
al

Poor Student Experience  Poor college estate. Dispersed campus with 
limited facilities for social interaction.  
Technology failures. Limited teaching/library 
resources.  

Poor performance in national student 
satisfaction surveys. Reputational damage. 
Impact on ability to recruit future cohorts. Risk to 
core income streams.

Principal 
with ELT

4 4 16 student engagement and retention 
improvement plans; together with 
estates/IT and communication 
plans

3 4 12 mitigation active, but 
improvement required in 
Estates and IT infrastructure 
together with UHI

03/10/2018



UHI 11 WHC 21 30/03/2017 active organisation
al

Research outputs are sub standard Failure to publish sufficient quality papers and 
upload to PURE. Loss of key staff. Lack of 
funding. Inadequate resources allocated to 
research staff. Terms and conditions of 
employment are not comparable with 
competitor organisations. Impact of Brexit on 
access to European projects.  

Damage to reputation. Brexit. Poor performance 
in next REF. Inability to retain staff and research 
teams. Reduced income. Current EU funding 
secure for 16/17. Future Funding streams based 
in EU funding schemes at risk. Potential threat to 
continued existence of CRTR; threat to WHC 
research activity/profile and research-informed 
learning and teaching in outdoor and adventure 
tourism

Principal 5 4 20 Ensure CRTR staff contracts are 
linked to funding; seek alternative 
non-EU funding opportunities 
within UK and globally (this requires 
additional investment); continue to 
support PGT and research degrees 
for staff; work with UHI, US and CS 
on retention of funding levels;

5 4 20 mitigation active but not yet 
known if effective

03/10/2018

UHI 12 09/08/2017 Active Financial Institutional, personal and sensitive data is 
corrupted, lost, stolen or misused or servcies 
are disrupted through malicious and illegal 
activities by external individuals or bodies. 

Poor IT security measures.  Equipment with 
security holes. Poor patching regime. Anti-
virus is not up-to-date and comprehensive. 
Firewalls are configured incorrectly. 
Coordinated DDOS attack on university 
infrastructure. Increasing number of security 
alerts. DDOS attacks on UK academic 
institutions up to 527 in 2015 - Janet CSIRT. 
Increase in cyber attacks such as ransomware 
reported in national media. 

Information Commissioner fine of up to £20M 
under new GDPR regulations. Adverse press 
coverage. Loss of confidence by regulators, 
stakeholders and HE sector. Ransomware 
encryption has been detected on UHI network. 

Principal 
with FD

4 4 16
1

Firewalls and proxy filters 
automatically updated regularly. 
Proactive internal and external NVT 
and external scanning for at risk 
devices. Anti-virus software 
deployed to all corporate devices. 
Wi-Fi BYOD on segregated VPN. 
WSUS servers in place for regular 
MS Windows updates. Use of Janet 
Security advice service and 
UHIHelpdesk issues alerts for 
known attacks. UHI IT security 
group formed to share intelligence 
and react to published alerts. 
OpenDNS applied to fcache filetring 
with added protection functionality 
against botnet, malware etc.. Real 
IP address ranges reduced. Out of 
hours password reset enabled. 

3 3 9
2

UHI IT Security Policies 
Adopted by WHC Board in June 
2017; staff mandatory training 
in Information Security and 
Data Protection (85% 
complete) with remaining staff 
to complete as part of 
induction/performance 
management; GDPR plan being 
rolled out at present; SLA with 
UHI Data Protection Officer

03/10/2018
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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT OVERALL CONCLUSION 

 

Review of the current Emergency Management and Business Continuity 
Plan noted that an outstanding audit action to reference IT arrangements 
in the plan has not yet been completed. 

The EMBC Plan has not been formally reviewed and approved by senior 
management as required. 

Outcomes from incidents/tests are not reported formally to management 
as required by the EMBC Plan. 

 

RATIONALE AND SCOPE ACTION POINTS 

Rationale 
It is imperative that the College has appropriate business continuity plans in place to 
ensure that it can continue to operate and/or be operational as soon as possible 
following a serious incident causing a major business interruption. Failure to have 
appropriate plans in place could lead to financial loss and reputational damage. 
Scope 
The review considered the arrangements for business continuity planning including 
policy/strategy and procedures, organisational responsibility, plan details for various 
scenarios and testing. The scope of the review did not include providing assurance 
that the business continuity planning covers all the risks faced, or that the 
arrangements proposed operate continuously and effectively. 

Urgent Important Routine Operational 

0 1 3 1 
 

 
Audit 11.Sept.18 Page 10



Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

3 Operational Business Continuity Planning is not 
reported regularly to the Board or any 
sub-committee, or the CMG. Reporting 
is by exception where issues or 
recommendation for change to the plan 
or approach are identified. The DFE 
confirmed that outcomes from 
incidents/tests are reported informally 
to management on an exceptions basis, 
however the EMBC plan states that 
such outcomes will be reported and 
reviewed formally. 

It be ensured that outcomes from 
test and real incidents are formally 
reported to and reviewed by 
management as required by the 
EMBC Plan. 

2 Accept – we will add this to standing 

item for ELT. 

01/08/18 Vice Principal 

Finance & 

Corporate 

Services 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

1 Operational The internal Audit Follow Up review in 
April 2017 reported that the College's 
business continuity plan did not 
reference IT arrangements. It was 
recommended that the plan be updated 
to include reference to IT arrangements 
and make clear that IT network facilities 
are maintained by UHI and they have 
their own documented disaster 
recovery and business continuity plans 
in place. The target implementation 
date for this action was by 31st July 
2017. Review of the current Emergency 
Management and Business Continuity 
Plan noted that the action has not yet 
been completed. 

The outstanding internal audit 
recommendation regarding 
referencing the IT continuity 
management arrangements in the 
Emergency Management and 
Business Continuity Plan be 
completed. 

3 Accept. 01/08/18 Estates & 

Facilities 

Manager 

2 Operational The Emergency Management and 
Business Continuity Plan was last 
reviewed in November 2017. It was 
noted that this review was informally 
carried out by the DFE and Estates and 
Facilities Manager (EFM) and the Plan 
has not been formally reviewed and 
approved by senior management as 
required. 

The Emergency Management and 
Business Continuity Plan be 
formally reviewed and approved by 
the College Executive Leadership 
Team. 

3 Accept. 01/08/18 Estates & 

Facilities 

Manager 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

4 Operational The EMBCP section 12 stated that prior 
to the implementation of the Plan, all 
members of staff with a responsibility 
within the plan will be provided with 
guidance and training. All members of 
the CMG attended the scenario test 
training session on 25th January 2018; 
it was noted in discussion with 
management that the induction process 
for new staff requires to be reviewed by 
the EFM and HR team to ensure 
business continuity arrangements are 
covered through the process. 

A firm date for revision and update 
of the new staff induction process be 
set. 

3 Accept. For all key positions BCP 

will form part of induction. 

01/08/18 Estates & 

Facilities 

Manager, HR 

Manager 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 
Comments 

1 Operational Consideration be given to developing a summarised "action card" or similar 
format of the EMBCP for use in an emergency in a hardwearing format e.g. 
laminated for access at College locations or to be retained by ERT/BCT 
members and Learning Centre Managers. 

This will be considered and rolled out if appropriate. 
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Detailed Findings 
 

INTRODUCTION 

1. This review was carried out in March 2018 as part of the planned internal audit work for 2017/18. Based on the work carried out an overall assessment of the overall 
adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

KEY FINDINGS & ACTION POINTS 

2. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 
Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

SCOPE AND LIMITATIONS OF THE REVIEW 

Rationale 

3. It is imperative that the College has appropriate business continuity plans in place to ensure that it can continue to operate and/or be operational as soon as possible 
following a serious incident causing a major business interruption. Failure to have appropriate plans in place could lead to financial loss and reputational damage. 

Scope 

4. The review considered the arrangements for business continuity planning including policy/strategy and procedures, organisational responsibility, plan details for 
various scenarios and testing. The scope of the review did not include providing assurance that the business continuity planning covers all the risks faced, or that 
the arrangements proposed operate continuously and effectively. 

5. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

DISCLAIMER 

6. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report 
and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 
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RISK AREA ASSURANCE ASSESSMENTS 

7. The definitions of the assurance assessments are: 

Substantial Assurance From a review which did not consider the internal control arrangements the expected practices and processes are in place. 

Reasonable Assurance From a review which did not consider the internal control arrangements some of the expected practices and processes are in place, although improvements 
could be made to the arrangements. 

Limited Assurance From a review which did not consider the internal control arrangements a small number of the expected practices and processes are in place. Significant 
improvements to the arrangements are required. 

No Assurance From a review which did not consider the internal control arrangements there is a fundamental absence of the expected practices and processes are in 
place. Immediate action is required to improve the arrangements. 

ACKNOWLEDGEMENT 

8. We would like to thank staff for their co-operation and assistance during the course of our work. 

RELEASE OF REPORT 

9. The table below sets out the history of this report. 

Date draft report issued: 9th May 2018  

Date management responses received: 29th June 2018  

Date final report issued: 11th July 2018  
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10. The following matters were identified in reviewing the Key Risk Control Objective: 

Operational Risk: Failure to identify opportunities to operate more efficiently or to be prepared for forthcoming changes. 

10.1 The Board receives business continuity and incident updates where exceptional issues arise; management confirmed that there have been none in recent 
years. 

10.2 The previous Internal Audit Follow Up review in April 2017 reported that the College's business continuity plan did not reference IT arrangements. It was 
recommended that the plan be updated to include reference to IT arrangements and make clear that IT network facilities are maintained by UHI and they 
have their own documented disaster recovery and business continuity plans in place. The target implementation date for this action was by 31st July 2017. 
Review of the current Emergency Management and Business Continuity Plan noted that the action has not yet been completed. 

Recommendation: 1 Priority: 3 

The outstanding Internal Audit recommendation regarding referencing the IT continuity management arrangements in the Emergency 
Management and Business Continuity Plan be completed. 

10.3 The College’s Risk Register was last updated on 21.3.18 in preparation for discussion by the Board at its meeting on 28.3.18. Risk WHC13 is Failure to 
develop a Disaster Recovery policy, leading to inability to respond to business disruption appropriately. The mitigation measures are identified as: disaster 
recovery policy and procedures developed but not yet approved by Board; training commenced, but not yet fully implemented; part of operational plan 2016-
17. The gross and mitigated risk level is assessed as Amber under the RAG system. The DFE advised that training took place in January 2018 through a 
desktop test scenario for all members of the College Management Group. There were some actions identified as required in response, mainly for 
departmental emergency contact lists to be updated and made available. 

10.4 The Director of Finance and Estates (DFE) has overall responsibility for management of the process, with the Estates and Facilities Manager (EFM) having 
day to day responsibility for monitoring the process supported by key colleagues in the College Management Group and Centre Managers at local centres. 

10.5 The Emergency Management and Business Continuity Plan (EMBC Plan) was last reviewed in November 2017. It was noted that this review was informally 
carried out by the DFE and EFM and the Plan has not been formally reviewed and approved by senior management as required. 

Recommendation: 2 Priority: 3 

The Emergency Management and Business Continuity Plan be formally reviewed and approved by the College Executive Leadership Team. 

10.6 No specific reference is made to Business Continuity in the current WHC UHI Strategy 2016-21. The Strategy does refer to key objectives around ensuring 
delivery of resilient learning facilities and a resilient ICT infrastructure for the College. 
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10.7 The EFM is the designated business continuity/Disaster Recovery Officer, and has responsibility with the remit for Health & Safety. Within the role job 
description this is stated as being responsible for Emergency Management & Business Continuity planning, with a duty to develop a policy and ensure staff 
awareness of policy and procedures. 

10.8 It was advised that the DFE and EFM informally provide cover for each other in relation to coordinating the BCP arrangements. 

10.9 The DFE advised that none of the insurance policies in place require there to be a BCP or that one be tested regularly. The DFE advised that in arranging 
the current insurance through RSA, the College discussed BCP arrangements with the company and no specific requirements were made around this. 

10.10 Review of the insurance policy document confirmed that this does not require immediate notification of a major incident. The FD advised that in practice the 
College takes a cautious approach and would contact the insurer immediately to determine appropriate steps and information requirements should a major 
incident occur. Review of the EMBCP noted that key actions for the Emergency Response Team (ERT), made up of members of the ELT and appropriate 
departmental managers, include liaison with the College’s insurers and loss adjusters, and the appointment of an independent loss adjuster to act on behalf 
of the College at the recovery stage following an incident. 

10.11 The College does not utilise the services of external consultants for advice on its business continuity arrangements. However the EFM advised that she 
discusses BCP aspects and practice at regular UHI Facilities Management meetings with colleagues of academic partners to share good practice and ideas. 

10.12 It was advised that there are no formal arrangements in place such as Service Level Agreements in place with key suppliers. The provision of ICT network 
facilities is crucial to the sustained operation of learning provision and maintenance of business critical functions. These as defined in the EMBCP are 
functions within the College that would have a serious impact on the business if they were unavailable for a limited period of time (Estates, IT & 
Communications, Curriculum, and Finance). 

10.13 The EMBCP details that upon identification of a serious incident, the Emergency Response Team (ERT) has a range of duties including establishing a 
system for identification of any casualties and their whereabouts, and to coordinate actions to sensitively inform staff and learners. Under the Emergency 
Actions list in the plan, at stage 2 where the details of an incident have been established, the document details steps to be taken in informing the next of kin 
including determining arrangements and private location for doing so, and taking Police advice as appropriate where the incident occurs away from a College 
site. The guidance extends to cover the period following the closure of the incident and longer term considerations such as support needs for affected 
individuals, the impacts of legal enquiries and news stories, and anniversary considerations. 

10.14 The EMBCP identifies that the Emergency Response Team has responsibility for media contact and liaison. The ERT is required to provide accurate and 
regular updates to the Marketing Manager, and to liaise with press/media. All press releases must be approved by the Principal, or if not available by another 
member of the Executive Leadership Team. Under the Emergency Actions list, the EMBCP advises that at initial action stage following an incident, the 
Principal or nominated member of the ELT should initially arrange to be prepared for media enquiries and establish administrative support arrangements 
and with the Estates Team a suitable location for receiving these. The Plan also specifically advises that it is especially important that if names of those who 
may have been involved in the incident are known these must not be released to anyone, before those identities are formally agreed and next of kin are 
informed. 
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10.15 The format of the EMBCP available to staff is electronically through the College shared network and also available from the website. It is not held in physical 
formats in key locations currently as management view the digital availability as appropriate in light of the remote access available to the UHI network to 
management and staff. Making a summarised version available to obtain in hard copy or a hardwearing format would add a level of security should a major 
IT failure occur. 

Operational Effectiveness Matter: 1 

Consideration be given to developing a summarised "action card" or similar format of the EMBCP for use in an emergency in a hardwearing 
format e.g. laminated for access at College locations or to be retained by ERT/BCT members and Learning Centre Managers. 

10.16 Copies of the Plan are held online with contact details of the ERT/BCT members attached in an appendix. These include personal contact numbers for at 
least one staff member. The FD advised that the document had previously been available to the general public via the College website and following the 
scenario testing exercise in January 2018 issues were raised regarding the confidentiality of these numbers being publicly available. 

10.17 The EMBCP definitions include that of a "Major Incident": An event, or events, usually sudden, which involve experiencing significant personal distress to a 
level which potentially overwhelms normal responses and procedures and which is likely to have organisational and emotional consequences. More broadly 
the Plan identifies the scope for when the plan will be invoked, and examples of the types of incidents that would apply both inside and outside College 
premises. The document states that the Plan may be invoked when an incident is likely to, or will affect the business operations of the College. Members of 
the Emergency Response Team will be placed on amber alert and be ready to react should the incident require a red alert response. The Plan may also be 
activated during an externally occurring incident that impacts the College’s personnel or business operations. 

10.18 It was noted that the Plan provides example incidents that would trigger the process but is clear that the list is not exhaustive. It states that the plan will be 
activated when: 

 Access to any College building, in part or total, is denied due to an incident. 

 The College's business systems are interrupted. 

 A Health & Safety incident affects staff, students and/or the local community and/or environment. 

10.19 The Plan does not identify specific actions for each type of incident, but instead considers the characteristics and issues posed for the College by incidents 
and sets out actions required of the ERT, BCT and College Centre managers. Actions are set out for each stage in the Plan activation process. The 
Emergency Action list then sets out required actions by the Principal or SMT member, Emergency Response Team, Business Critical Support Team, and 
Administrative Support Team. 

10.20 The Plan sets out in table/flowchart format the process to be followed by senior management from when an incident occurs/is identified, this includes 
specifying the stage at which the Chair must be notified that the Plan has been invoked, i.e. following determination of the incident status by the Emergency 
Response Team.  
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10.21 The Plan states that where an incident occurs out of business hours, two locations for the Emergency Response Centre (ERC) have been specified, one at 
the College building in Fort William and one in Portree on the Isle of Skye, as it may be more appropriate if the ERC is located closer to the incident in the 
event of the incident occurring in the Skye locality. 

10.22 Under the Plan when the Emergency Response Team is activated, the ERT is required to establish contact with the College Management Team, and activate 
the identified First Response Officers as detailed in the appended contact list, to attend the College (e.g. IT/Communications, H&S, Marketing, Estates). 

10.23 Testing arrangements are set out in section 13 of the Plan. Bi-annual testing is required in order to scrutinise those parts of the plan that are factual and 
measurable by either a pass or fail. The aspects of the plan that will be tested bi-annually are: 

 The emergency contact list 

 The plan documentation (the forms to be used in the event of the plan being activated) 

10.24 The bi-annual test includes a talk-through test whereby staff who have a responsibility within the plan will be questioned about their understanding of their 
role.  An annual test is also to be carried out where the Principal conducts a hypothetical walk through test. This may involve the Health and Safety 
Officer/EFM establishing an emergency situation and activation of the plan, establishing the ERT and ‘walking’ through the appropriate actions. The 

emergency contact list will also be reviewed annually. It was confirmed that a scenario test was last carried out in January 2018; staff contact lists updates 
were coordinated by the EFM in May 2017.  

10.25 In relation to review of the handling of incidents and any lessons to be learned, the Plan states that there will be an immediate debriefing, with all operational 
staff involved, once an incident has been successfully responded to in order to feedback problems that will be fresh in people’s minds. An additional debriefing 
session will take place within two weeks of the end of an incident, covering the Emergency Response Team and Business Continuity Team, the Emergency 
Management Plan and process of responding to the incident in order to determine the plan's effectiveness. Proposals for changes and additions to the plan 
will be notified to the Director of Corporate Services. These will be considered by the Senior Management Team who will then update the master document 
and circulate the amendments to all plan holders. Management confirmed that no changes were identified as being required following weather related 
disruptions since the Plan was last reviewed. 

10.26 It was advised that reporting on business continuity is directed to the Board on an exceptions basis. A copy of the terms of reference for the Board was 
obtained for review, from which it was noted that the Board has broad responsibility for approval of the College policies and strategies. 

10.27 The current EMBCP was prepared by the EFM, in conjunction with guidance and advice provided by FM colleagues from the WHC academic partners. 

10.28 As noted above business continuity planning is not reported regularly to the Board or any sub-committee, or the CMG. Reporting is by exception where 
issues or recommendation for change to the plan or approach are identified. The DFE confirmed that outcomes from incidents/tests are reported informally 
to management on an exceptions basis. However the EMBC plan states that such outcomes will be reported and reviewed formally. 

Recommendation: 3 Priority: 2 

It be ensured that outcomes from test and real incidents are formally reported to and reviewed by management as required by the EMBC Plan. 
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10.29 IT infrastructure and support is provided by UHI to WHC and all UHI academic partners. 

10.30 The EMBCP section 12 states that prior to the implementation of the Plan, all members of staff with a responsibility within the plan will be provided with 
guidance and training. All members of the CMG attended the scenario test training session on 25th January 2018; it was noted in discussion with management 
that the induction process for new staff requires to be reviewed by the EFM and HR team to ensure business continuity arrangements are covered through 
the process. 

Recommendation: 4 Priority: 3 

A firm date for revision and update of the new staff induction process be set. 

 

--------------- 
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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT OVERALL CONCLUSION 

 

The College has an appropriate framework for reporting and monitoring KPIs 
within various levels of the organisation and this is operating effectively with 
regards to student focussed indicators. 
However, there is currently a lack of regular monitoring and reporting of 

HR related performance indicators which require development. 
All KPIs are clearly defined and measurements are appropriate and useful 

in most cases. The strategic measure for staff satisfaction was found to 
have no appropriate measurement or supporting data. 

KPIs are effectively cascaded down through the organisation and 
incorporated into operational and team plans and performance 
monitoring. 

Sample testing confirmed the accuracy and timeliness of the KPIs 
reviewed. 

 

RATIONALE AND SCOPE ACTION POINTS 

Rationale 
The College requires a robust corporate performance management framework in 
place to ensure that performance is adequately reported and monitored so that the 
College meets its objectives and that corrective action is taken where targets are not 
being met. 
Scope 
This review set out to evaluate the effectiveness of the processes for measuring and 
monitoring corporate performance to ensure that the College’s corporate objectives 

are met. 

Urgent Important Routine Operational 

0 2 0 1 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

1 Directed The majority of measurements are 
appropriate and useful for management 
information with the exception of staff 
satisfaction. The current status of this 
strategic measurement was noted as 
follows: "Established formal Staff 
Information and Consultation Group 
(SICG) which is well attended and has 
formalised process for communication 
of information." This provides no 
indication of the level of staff 
satisfaction and a survey would be 
required for this purpose. 

Staff satisfaction be measured and 
reported based on survey data to 
provide supporting evidence of 
performance reported. 

2 IIP Survey completed in June 2018. 

Use of ongoing “pulse” surveys to 

be agreed with the board and 

timings to be confirmed. 

31/07/2019 HR Manager 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

2 Directed One area of weakness identified was 
the lack of regular KPI reporting relating 
to staff resources. Staff is a key 
resource to the College and it is 
therefore important to monitor staffing 
performance and issues. Failure to 
monitor HR KPIs regularly increases the 
risk that issues are not identified and 
addressed in a timely manner. Regular 
HR KPIs to be reported could include 
staff turnover, absence rates, training 
hours, CPD, staff satisfaction, etc.  
There have now been discussions 
around reporting this to College 
Management Group every 6 weeks but 
these KPIs have still to be developed. 

A suite of HR KPIs be developed for 
regular reporting to the College 
Management Group. 

2 Accept. We will work on this and 

look for reporting to be in place in 

18/19. 

01/08/2018 HR Manager 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 
Comments 

1 Operational Conditional formatting be used to automate the current RAG system based on 
agreed parameters for red, amber and green. This will result in a more efficient 
process and remove the risk of human error. 

In place across the majority of sheets, will look to implement for this one specific 

report. 
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Detailed Findings 
INTRODUCTION 

1. This review was carried out in May 2018 as part of the planned internal audit work for 2017/18. Based on the work carried out an overall assessment of the overall 
adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

MATERIALITY 

2. Based on performance on the first 6 months of 2017/18, a deficit of £51,836 was forecasted for the end of the current year. 

KEY FINDINGS & ACTION POINTS 

3. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 
Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

SCOPE AND LIMITATIONS OF THE REVIEW 

Rationale 

4. The College requires a robust corporate performance management framework in place to ensure that performance is adequately reported and monitored so that the 
College meets its objectives and that corrective action is taken where targets are not being met. 

Scope 

5. This review set out to evaluate the effectiveness of the processes for measuring and monitoring corporate performance to ensure that the College’s corporate 

objectives are met. The review focussed on the following areas: 

 Policies and procedures covering the collection and reporting of performance information; 

 Roles and responsibilities;  

 The arrangements for setting and approving KPIs in line with corporate objectives; 

 The arrangements in respect of collecting and collating information concerning the achievement/non-achievement of KPIs;  

 The arrangements to ensure the accuracy of the information being received and for the timely submission of data; 

 The arrangements for monitoring and reviewing the achievement/non-achievement of KPIs; and  

 The reporting protocols and arrangements to ensure the Board and key stakeholders are aware of the operating performance of the College. 

6. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 
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DISCLAIMER 

7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report 
and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 

RISK AREA ASSURANCE ASSESSMENTS 

8. The definitions of the assurance assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed 
and process objectives achieved.  

Limited Assurance The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 
managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

ACKNOWLEDGEMENT 

9. We would like to thank staff for their co-operation and assistance during the course of our work. 

RELEASE OF REPORT 

10. The table below sets out the history of this report. 

Date draft report issued: 15th May 2018  

Date management responses received: 29th June 2018  

Date final report issued: 11th July 2018  
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11. The following matters were identified in reviewing the Key Risk Control Objective: 

Directed Risk: Failure to direct the process through approved policy & procedures. 

11.1 Corporate performance management and KPIs have a wide scope and are therefore relevant to most risks identified in the College's risk register and wider 
risk management arrangements. The format of the risk register facilitates the appropriate assessment, control and monitoring of risks identified. 

11.2 The College has a policy statement on Managing College Performance which outlines roles and responsibilities and arrangements for agreeing key 
performance indicators and targets. The Performance Management Policy and Procedure was approved by the Board in October 2016 and is due for review 
in October 2019. This outlines the performance management framework which cascades to departmental and individual levels, encompassing links to the 
Strategic Plan and the College's vision, mission and values. 

11.3 The performance monitoring strategy is adequately covered within the College's Strategic Plan 2016-21. The strategic plan sets out the college's strategic 
aims and corresponding objectives and uses key performance indicators to reinforce a commitment to improving performance and ultimately achieving the 
aims and objectives defined. This approach ensures that performance monitoring is appropriately aligned to business planning and risk management which 
facilitates an effective performance management framework. 

11.4 The Executive Leadership Team (ELT) and College Management Group (CMG) initially agree the KPIs defined as strategic measures on an annual basis 
with discussions from other specialist groups such as the Academic Affairs group who review all student focussed KPIs. Performance targets are agreed at 
management level within the College and reported to the Board for approval of the measures and targets for the upcoming year. KPIs were last reviewed by 
the Board at its most recent meeting in March 2018 when performance for 2016/17 was reported and targets for 2017/18 set. It is expected that 2018/19 
college targets will be set in the near future and details are to be reported to the Board for approval. No amendments to the last proposed measures for 
2017/18 were made by the Board. 

11.5 It was advised by management that a forward looking approach is taken and, whilst only the next year's target is documented, consideration is given for the 
next three years and the progress required each year to reach aspirations for the third year. 

11.6 The College's strategy is discussed at the Staff Information and Consultation Group and published on the website. Staff briefings also cover KPIs with a 
focus on student facing and public measures and reporting points. There is also an effective system for cascading KPIs through the organisation and this is 
effectively used to make all staff aware of the College's KPIs. Annual operational plans are devised to support the strategic measures and regularly used 
KPIs are used for student focussed performance. The operational plans are broken down team plans and performance indicators are incorporated into the 
College's self-evaluation arrangements.  

11.7 In addition to the Strategy and policy documents, details documented procedures have been developed for updating KPI reports and running a range of 
reports from the Bridge reporting system. These procedures are made available to all staff on a shared drive. A review of procedures in conjunction with 
discussion with staff confirmed that these procedures are up to date and reflective of current practice. 

11.8 At a senior level, responsibilities are shared amongst the ELT and CMG for performance monitoring and there are subsequently adequate contingency 
arrangements in the event of key staff absence. At an operational level, reports are produced by the Quality Assurance team. Requests for performance 
information are sent to a Quality team email that can be picked up by three members of staff and adequate cover is therefore present. 
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11.9 KPIs are adequately defined and measurements are clear to ensure a consistent interpretation of the indicators. 

11.10 The majority of measurements are appropriate and useful for management information with the exception of staff satisfaction. The current status of this 
strategic measurement was noted as follows: "Established formal Staff Information and Consultation Group (SICG) which is well attended and has formalised 
process for communication of information." This provides no indication of the level of staff satisfaction and a survey would be required for this purpose. The 
current response merely outlines arrangements for supporting staff morale and involvement. 

Recommendation: 1 Priority: 2 

Staff satisfaction be measured and reported based on survey data to provide supporting evidence of performance reported. 

11.11 KPI information is extracted from the Bridge reporting system which incorporates a comprehensive range of reports. This covers student focussed 
performance reporting with separate systems in place for student satisfaction and destination data. KPI information relating to staffing can be extracted from 
the Cascade HR system. 

11.12 The Quality Administrator runs monthly KPI reports which is akin to a dashboard for student focussed KPIs. A report is exported from the Bridge reporting 
system and formatted to be added to an Excel spreadsheet which then populates the KPI cover sheet. Each KPI has the source data available to verify its 
accuracy. 

11.13 There are adequate quality control and checking arrangements in place to ensure the accuracy of performance information reported. The Quality 
Administrator advised that all KPIs are checked against a summary report run from the Bridge reporting system to verify the accuracy of the monthly KPI 
report. These checks can be undertaken by another member of the Quality Assurance team if there is availability but this is often checked by the Quality 
Administrator. 

11.14 One challenge with many of the College's strategic performance measures and KPIs is that the performance data is only available on an annual basis. Some 
of these statistics are not available until after the end of the academic year. It is therefore important that there is regular reporting internally of management 
information to identify and address any performance issues or concerns at an early stage. The College do achieve this through the regular monitoring of in-
year performance. The CMG regularly review internal KPIs which are updated on a monthly basis. At a lower level, department specific KPIs are considered. 
One point of good practice identified in the College's Evaluative Report was the good use of KPI trends and outcome data over time within teams as part of 
the self-evaluation processes that have been embedded across the organisation.  

11.15 KPIs are effectively used as part of the self-evaluation framework and development of evaluative report and enhancement plan. Use of KPIs on a regular 
basis throughout the year at departmental levels is demonstrated within the College's Quality Enhancement Activity Plan Cycle. KPIs are also incorporated 
in other reporting. For example, quarterly Academic Affairs report to the Board makes appropriate use of KPIs. 

11.16 One area of weakness identified was the lack of regular KPI reporting relating to staff resources. Regular KPI reporting has been student focussed and has 
not taken account of HR KPIs. Staff is a key resource to the College and it is therefore important to monitor staffing performance and issues. Failure to 
monitor HR KPIs regularly increases the risk that issues are not identified and addressed in a timely manner. Regular HR KPIs to be reported could include 
staff turnover, absence rates, training hours, CPD, staff satisfaction, etc.  There have now been discussions around reporting this to College Management 
Group every 6 weeks but these KPIs have still to be developed. 
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Recommendation: 2 Priority: 2 

A suite of HR KPIs be developed for regular reporting to the College Management Group. 

11.17 KPI targets are initially set by management and approved by the Board. There is some difficulty in setting targets for some performance measures depending 
on the nature of the indicator which may be for information only. However, targets have been set where relevant. 

11.18 A RAG system has been utilised to clearly identify the achievement or non-achievement of targets. 

11.19 There are currently no areas of underperformance relating to the strategic measures. However the report does facilitate the provision of further information 
to be provided in the event of underperformance to explain any underlying reasons. 

11.20 KPI reporting includes trends over the past 4 years. Most KPIs are annual figures and this is therefore the most appropriate approach. 

11.21 Statistical reports from the SFC facilitate benchmarking across the sector on a national level. This information is appropriately used when setting KPIs and 
is also utilised by teams within the College's self-evaluation framework. 

11.22 The UHI Quality Forum includes all UHI partners and is used to identify areas of strength and weakness in the College's performance. The forum is used to 
learn from each other, identify where performance may be higher or lower than partners and use this to share best practice and advice with an ambition to 
subsequently improve UHI performance and impact. 

11.23 All benchmarking does have to take into account the different demographics and context of each College and subsequent impact this has on KPIs. 
Benchmarking is subsequently undertaken more informally with some peer organisations focussed on in these benchmarking exercises. 

11.24 KPIs are reported to the SFC who publish official statistics on college performance on an annual basis. The college's SFC KPIs are published in January 
each year. The College is also required to produce an Evaluative Report and Enhancement Plan on an annual basis. The first report and plan were developed 
by management and endorsed by the Board in October 2017. This process includes authorisation controls to ensure the accuracy of information reported. 
The report follows the Education Scotland template. The Board previously endorsed annual quality plans which were provided to the SFC prior to the 
implementation of the Education Scotland template.  

11.25 The reporting of performance data to the SFC as part of annual returns uses staff resources across the organisation in some aspects and there should be 
sufficient cover in place to provide contingency arrangements for the submission of data to the SFC within the designated timescales.  

 

Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses. 

11.26 A review of recent KPI reporting confirmed that annual data for the past 4 years was used to facilitate trend analysis. The information provided is sufficient 
to highlight downturns in performance. 

11.27 A review of regular KPI reporting and discussions around performance found that the data and reasons for performance accord with information reported to 
the Board. 
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11.28 Analysis of the KPIs found that there have been some drops in student retention against previous years. There have been discussions around this in the 
academic affairs group and College Management Group. Supporting information is included in the document to breakdown these to specific courses to see 
where retention is high or low and there has been sufficient analysis undertaken to identify key areas. 

11.29 A sample of KPIs was examined to verify the accuracy of the performance information reported based on the source data. This test recalculated the KPIs 
where applicable and confirmed that these were reported accurately. 

11.30 For the above, it was also confirmed that these KPIs were reported in a timely manner. Staff advised that have been no major issues with the timeliness of 
reporting.  

11.31 A review of KPIs confirmed that each KPI is clearly linked to at least one WHC strategic objective as well as SFC objectives and UHI strategic plan where 
applicable. 

11.32 Whilst it is accepted that there are difficulties in setting targets for some indicators, an assessment of the targets set concluded that these were realistic 
whilst sufficiently challenging to encourage continuous improvement. 

11.33 Reports required by the SFC were confirmed to be submitted and published within the stated timescales. 

11.34 It was confirmed that relevant KPIs are aligned to the SFC reporting requirements where appropriate and measurements are consistent for internal and 
external reporting. 

 

Operational Risk: Failure to identify opportunities to operate more efficiently or to be prepared for forthcoming changes. 

11.35 Manual formatting of KPIs is required to colour cells based on the RAG criteria. This involves the assessment of all KPIs to determine which colour the cell 
should be and then formatted manually. The use of conditional formatting would automate this following initial set up and RAG parameters could be updated 
on an annual basis. 

Operational Effectiveness Matter: 1 

Conditional formatting be used to automate the current RAG system based on agreed parameters for red, amber and green. This will result in 
a more efficient process and remove the risk of human error. 

 

--------------- 
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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT OVERALL CONCLUSION 

 

Arrangements for HR Change Management have shown to be robust and 
effectively managed within the College with a high level of open 
communication with staff. 
There have been regular communications with all staff to keep them 

informed and up to date with changes and decisions taken. 
The Staff Information and Consultation Group has been used as an 

effective mechanism for consultation throughout the process of change 
management. 

The impact of national pay bargaining has been fully considered within the 
College’s financial and business planning. 

Key decisions have been approved by the Board based on sufficient 
analysis and reporting. 

 

RATIONALE AND SCOPE ACTION POINTS 

Rationale 
The implications of the introduction of national pay bargaining will have a significant 
impact on the College’s finances as a result of increases in pay as well as lead to 

changes in staff terms and conditions which could potentially affect staff morale and 
the overall culture of the organisation. It is therefore essential that appropriate plans 
are put in place to manage the changes, which should be handled sensitively and that 
staff are adequately consulted on any changes. 
Scope 
This review focussed on the College’s plans to manage the changes resulting from 

national bargaining to ensure that the changes are implemented smoothly and 
effectively. 

Urgent Important Routine Operational 

0 0 1 0 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

1 Directed Minutes of the SICG meetings are 
published on the College's intranet but 
there is no mechanism to make staff 
aware that these are available. Staff are 
required to look within a specific area of 
the intranet to find the minutes and 
there is a risk that not all staff are aware 
of the availability of minutes. A link 
emailed to all staff would ensure that all 
staff are aware and use of a link, rather 
than attachment in an email, would 
facilitate the monitoring of staff access 
to the minutes of meetings.  

Notification be given to all staff with 
a link provided when SICG minutes 
are published. 

3 Agree. 01/08/18 HR Manager 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 
Comments 

No Operational Effectiveness Matters were identified. 
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Detailed Findings 
INTRODUCTION 

1. This review was carried out in May 2018 as part of the planned internal audit work for 2017/18. Based on the work carried out an overall assessment of the overall 
adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

BACKGROUND 

2. The effect of national pay bargaining is a significant challenge for the college. As a non-incorporated college the college has not signed up to national bargaining but 
has committed to shadowing the outcomes subject to sufficient funding. 

MATERIALITY 

3. National pay bargaining is likely to result in an increase of £1.3-1.4 million to the College's cost base before pensions. 

KEY FINDINGS & ACTION POINTS 

4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 
Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

SCOPE AND LIMITATIONS OF THE REVIEW 

Rationale 

5. The implications of the introduction of national pay bargaining will have a significant impact on the College’s finances as a result of increases in pay as well as lead 

to changes in staff terms and conditions which could potentially affect staff morale and the overall culture of the organisation. It is therefore essential that appropriate 
plans are put in place to manage the changes, which should be handled sensitively and that staff are adequately consulted on any changes. 

Scope 

6. This review focussed on the College’s plans to manage the changes resulting from national bargaining to ensure that the changes are implemented smoothly and 
effectively. 

7. The audit focussed on the following areas: 

 Review of staff terms and conditions and their approval; 
 Co-ordination with financial management; 
 Revised organisational structure; 
 Communications and consultation with staff; 
 The effect on support staff and the overall culture of the College; and  
 Management information and reporting arrangements. 
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8. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

DISCLAIMER 

9. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report 
and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 

RISK AREA ASSURANCE ASSESSMENTS 

10. The definitions of the assurance assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed 
and process objectives achieved.  

Limited Assurance The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 
managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

ACKNOWLEDGEMENT 

11. We would like to thank staff for their co-operation and assistance during the course of our work. 

RELEASE OF REPORT 

12. The table below sets out the history of this report. 

Date draft report issued: 15th May 2018  

Date management responses received: 29th June 2018  

Date final report issued: 9th July 2018  
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13. The following matters were identified in reviewing the Key Risk Control Objective: 

Directed Risk: Failure to direct the process through approved policy & procedures. 

13.1 The implications from the introduction of national pay bargaining have been identified as a key risk to the College due to increased staff costs through 
harmonisation of staff pay, terms and conditions. The short term impact of this risk has been mitigated by ensuring the financial demands are captured by 
the Employers Association and Scottish Funding Council (SFC) with an intention to fully fund the College needs in this respect during the harmonisation 
period. However, the long term risk still remains with the SFC’s funding policy beyond harmonisation is currently unclear. 

13.2 All staff at West Highland College have previously been under the same terms and conditions but the national pay bargaining is introducing changes for 
lecturing staff including annual leave and contact hours. These changes have not yet been fully implemented in staff terms and conditions but this is something 
currently being progressed with the shadowing of national pay bargaining having already been approved by the Board. It is expected that changed terms 
and conditions will go to College Management Group (CMG) for approval before being issued to all staff prior to the start of the next academic year. Letters 
are due to be issued to all staff detailing amendments to pay and terms and conditions for that individual. It was advised that the template letter should be 
approved by CMG in next couple of weeks. The College will then look to issue all staff with new contracts. 

13.3 Staff have been consulted on changes to terms and conditions primarily through the Staff Information and Consultation Group (SICG) with communications 
in staff briefings and it has always been made clear that feedback is welcomed. The increase in annual leave has presented a minor problem with the 
planning of this over the summer period with teaching staff entitled to an additional 11.5 days in the current year. The summer period can be busy with 
recruitment and a meeting was recently held with Curriculum Area Leads to discuss the approach to taking this additional leave and the flexibility required. 
It was advised that staff have been open and supportive to the requirements. 

13.4 Changes in terms and conditions has had an impact on UHI partners and communication with partners has discussed national pay bargaining and its impact. 
This is primarily facilitated through the HR Practitioners Group and Finance Directors Group. It has been noted that some partners are less affected than 
others as, for example, Inverness College already provided 60 days annual leave to lecturing staff and the additional 2 days required is not a significant 
increase. 

13.5 There has been adequate co-ordination with financial management when considering the impact of national pay bargaining. This has been fully considered 
in budget setting and business planning. There are appropriate budget setting procedures in place with bottom up approach taken starting with each cost 
centre. It was advised that the draft budget is usually presented to the Board in March but the national pay bargaining resulted in uncertainty and the budget 
planning was appropriately delayed as a result. Whilst the majority of costs are still known for the 2018/19 budget, funding is not yet confirmed and the 
College has been prudent in waiting for confirmation before agreeing a budget. 

13.6 A full costing of national pay bargaining had been undertaken and it was calculated that a complete shift in shadowing salary uplifts and terms and conditions 
would result in a total cost of between £1.3-1.4 million each year. The indication from the Scottish Funding Council is that they would fund the pay element 
for the first 3 years then reduce the funding for the final 2 years. 

13.7 The College has been successful in securing funding for the harmonisation period but the level of funding beyond this period is still unknown. The medium 
to long term risk is being monitored within the College's risk management framework. 
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13.8 The Forecast Financial Return to the SFC was approved by the Board in September 2017. The financial forecasts cover a five year period up to 2021/22. 
Three different scenarios were considered as part of the financial modelling to highlight the different issues and risks facing the college and consider the 
options available to the College since they were not signatories to the NRPA. The SFC are due to issue guidance for the Forecast Financial Return due for 
submission in June 2018 and this will be reported to the Board. In summary, the financial forecasts found that: 

 The College would break even in 2017 

 The College would suffer a £0.5 million deficit from 2018-2020 

 The College would suffer a £1 million deficit from 2021-2022 

13.9 There are political factors also to be considered and the Scottish Government has indicated that they will support the further education sector. As is common 
in the public sector, funding for the future has been indicated but no commitment or details have been communicated. The forecasting does clearly 
demonstrate that additional funding is required beyond the harmonisation period for the College to remain a going concern. 

13.10 The Board has continuously stressed that shadowing of the national pay bargaining was subject to funding and additional funding does serve this particular 
purpose. 

13.11 There have been no changes to staff structure. However it is recognised that this may have to be addressed in the next 2 to 3 years and this is something 
to be explored in the future to ensure the College structure is lean and efficient to remain sustainable. There is increased discussion around collaboration 
with UHI partners currently focussing on student facing services and curriculum. However, this may progress towards shared resources in some support 
aspects and these discussions are likely to continue. 

13.12 There is currently a minor restructure of job roles in instructors and the HR Manager is currently working on scoping the job specifications. This is required 
to provide greater clarity over the roles and separation between teaching and support staff. This is currently being undertaken in relation to construction 
instructors who are on fixed term contracts which will terminate at the end of the current academic year. 

13.13 The College has shown to be proactive and transparent with communications with staff to ensure everyone remains informed and up to date with regards to 
changes. There have been regular staff briefings from the Principal/CEO which are broadcast live across all centres and also recorded for any staff who wish 
to watch this later. The widespread locations of centres does prevent challenges but technology is used effectively to communicate with staff and 
management do aim to have presence on various sites whenever possible. Staff updates have also been supplemented with regular email updates. 

13.14 One key strength that the College has recognised is the "One College One Team" culture. It was recognised at an early stage that moving support and 
lecturing staff to different terms and conditions may have a detrimental effect on the College's culture and this has been a key consideration throughout the 
process. Open communication has been a key part of protecting staff morale and promoting a positive culture with two-way communication encouraged at 
all opportunities. Feedback has regularly been invited to be given to staff representatives, HR or directly to the Principal. 

13.15 The SICG was establish in September 2016 and meets every 6-8 weeks. This group is used to encourage ideas and feedback to the College management 
team on all aspects of its operations and is also used as a forum for consulting with staff. The SICG has been used to consult with staff particularly in relation 
to national pay bargaining. Whilst the SICG is a key mechanism for communication and feedback, the College follows an "open-door principle" and all staff 
are encouraged to raise and discuss any issues, concerns or feedback with their manager. The remit for the SICG is appropriately defined and the HR 
Manager has been assigned responsibility to ensure regular communication with the Group. Representation covers a range of staff groups and locations 
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including representation from senior management and each area should have a support staff and an academic staff representative. All representatives are 
elected but, due to a limited pool of staff, most elections are uncontested. Each representative has a clearly defined responsibility to communicate the matters 
discussed to all members of staff in their operational area. 

13.16 Minutes of the SICG meetings are published on the College's intranet but there is no mechanism to make staff aware that these are available. Staff are 
required to look within a specific area of the intranet to find the minutes and there is a risk that not all staff are aware of the availability of minutes. A link 
emailed to all staff would ensure that all staff are aware and use of a link, rather than attachment in an email, would facilitate the monitoring of staff access 
to the minutes of meetings.  

Recommendation: 1 Priority: 3 

Notification be given to all staff with a link provided when SICG minutes are published. 

13.17 The majority of communication and consultation with staff has been with all staff rather than separated between support staff and lecturing staff. This is in 
line with the College's "One College One Team" ethos.  

13.18 Feedback is being sought in talking to staff and as part of the SICG. It was advised that most staff understand the changes and the national harmonisation 
but some feedback has noted that it is still deflating. It is recognised by management that the transition is the key challenge and any deflation will phase out 
over time and as a result of staff turnover. Support staff have been made aware of the National Job Evaluations Scheme and pay increases are expected as 
a result of this scheme. Whilst timescales are not yet confirmed, it was confirmed at the March SICG meeting that the change will be effective from 1st August 
2018. 

13.19 The Annual Staff Conference is used to promote a positive culture. This is due to take place on 12 th June 2018 and is being planned around a theme of 
“leadership” at all levels and the conference is branded as One College One Team.  These have been successful in influencing a positive culture and it is 
hoped that this will continue. 

13.20 The Board has received regular updates on national pay bargaining with considerations given to staff morale, culture and financial impact. 

 

Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses. 

13.21 There has been adequate consultation with staff regarding the changes which has been undertaken directly with staff and through the SICG. The auditor 
attended the SICG meeting on 4 May 2018 to obtain feedback on the communication and consultation relating to national pay bargaining. The feedback 
received was very positive. Management have shown to be open and honest and encouraging of feedback. The SICG has been an effective forum for all 
staff to direct feedback and it was advised by staff that they find senior management approachable. 

13.22 There is evidence of regular staff briefings and communications which are sufficient to ensure staff are kept up to date on the changes, action being taken 
and the impact on the college, teams and individuals. 
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13.23 The Board has been kept informed on staff feedback as part of regular updates pertaining to national pay bargaining. Senior management have encouraged 
feedback and attend SICG meetings. 

13.24 A review of Board papers confirmed that there has been adequate and regular reporting pertaining to national pay bargaining. 

13.25 It was confirmed that the Board approved all changes made including shadowing national pay bargaining. 

13.26 A review of the financial modelling undertaken confirmed that the financial forecasts have taken account of the possible changes and impacts with different 
scenarios planned to fully assess varying impacts. 

13.27 The assumptions made in financial modelling were found to be reasonable at the time of planning but it was recognised that an update to these assumptions 
is required. The SFC issued detailed planning assumptions for the Forecasted Financial Return to ensure a consistent approach is adopted by all colleges. 
New guidance is expected from the SFC for financial modelling to be undertaken in June. 

 

--------------- 
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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT OVERALL CONCLUSION 

 

The College has established processes in place for staff learning and 
development with a strategy which provides focus on CPD. Processes have 
been established for allocating funding for training however records of 
training completed could be improved. 
The ELT has ultimate responsibility for staff learning and development 

with the Assistant Principal for Quality Learning and Teaching oversees 
the L&D Team and co-ordinates the arrangements for staff learning and 
development. 

Cascade is used for recording staff training completed, with individual 
officers responsible for updating the system, however from review it was 
found these records were not complete and do not enable full monitoring 
to be undertaken. 

There is appropriate segregation of duties in place for approving funding 
for individuals’ training with a staff committee responsible for making 
decisions on the allocation of funding. 

Evidence of ongoing monitoring and reporting of performance in relation 
to staff learning and development was provided. 

 

SCOPE ACTION POINTS 

Scope 
The review included consideration of policies and procedures relating to training and 
development, identification of training and development needs, professional and 
vocational training, training techniques, training expenditure and external funding (if 
appropriate), evaluation of training, and monitoring and reporting of training activities. 
This review did not cover the staff performance review framework as this will be the 
subject of a separate review. 

Urgent Important Routine Operational 

0 0 3 0 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

1 Compliance The College’s policy on learning and 
development requires all staff to commit 
to undertaking 30 hours of CPD each 
year. Although this requirement has 
been established it was noted that there 
is no formal process in place for 
recording individuals’ acceptance of this 
commitment.  

A formal process for recording 
officers’ commitment to thirty hours 
CPD each year be established. 

3 Accept. 31/07/19 Assistant 

Principal 

Quality, 

Learning & 

Teaching 

2 Compliance From review of a sample of 19 
employees it was found that only two 
had details recorded as evidence of 
completion of the 30 hours CPD and in 
ten cases there was no record of any 
training being completed in 2017/18.  

The need for all training and 
development activities be recorded 
on Cascade by each employee be 
made mandatory. 

3 Accept that recording of activity 

needs to be improve, however need 

to establish whether Cascade is the 

best way. 

31/07/19 Assistant 

Principal 

Quality, 

Learning & 

Teaching 

3 Compliance From review of Cascade for the sample 
of staff selected it was identified that 
none had details of completion of an 
induction recorded. 

Management ensure that as part of 
the induction sign-off staff are 
required to update Cascade with 
details of completion of their 
induction. 

3 Accept that recording of activity 

needs to be improve, however need 

to establish whether Cascade is the 

best way. 

31/07/19 Assistant 

Principal 

Quality, 

Learning & 

Teaching 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 
Comments 

No Operational Effectiveness Matters identified. 
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Detailed Findings 

INTRODUCTION 

1. This review was carried out in March 2018 as part of the planned internal audit work for 2017/18. Based on the work carried out an overall assessment of the overall
adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary.

MATERIALITY 

2. A budget of £25,000 was approved for staff learning and development in 2017/18.

KEY FINDINGS & ACTION POINTS 

3. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and
Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented.

SCOPE AND LIMITATIONS OF THE REVIEW 

Rationale 

4. In order to ensure that students receive a high quality learning experience and that the College is administered effectively, the College needs to have in place robust
arrangements for staff learning and development. This will ensure that both academic and non-academic staff are appropriately trained so they have the relevant
skills and knowledge to perform their roles effectively and they are developed to their full potential. It is also particularly important that academic staff with industry
backgrounds hold appropriate teaching qualifications and are registered with professional bodies.

Scope 

5. The review included consideration of policies and procedures relating to training and development, identification of training and development needs, professional
and vocational training, training techniques, training expenditure and external funding (if appropriate), evaluation of training, and monitoring and reporting of training
activities. This review did not cover the staff performance review framework as this will be the subject of a separate review.

6. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan.

DISCLAIMER 

7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report
and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.
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RISK AREA ASSURANCE ASSESSMENTS 

8. The definitions of the assurance assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed 
and process objectives achieved.  

Limited Assurance The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 
managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

ACKNOWLEDGEMENT 

9. We would like to thank staff for their co-operation and assistance during the course of our work. 

RELEASE OF REPORT 

10. The table below sets out the history of this report. 

Date draft report issued: 7th June 2018  

Date management responses received: 29th June 2018  

Date final report issued: 9th July 2018  
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11. The following matters were identified in reviewing the Key Risk Control Objective: 

Directed Risk: Failure to direct the process through approved policy & procedures. 

11.1 A Staff Learning and Development Strategy and Policy has been documented by the College. This was last reviewed and approved by the Board of 
Management in June 2017.  

11.2 The strategy and policy is available to all staff on the intranet. From review of the document it was identified that it includes details of the College's commitment 
to a culture of lifelong learning for all.  

11.3 It was noted that when developing the strategy the College undertook a consultation with staff, there was also a review by the College Management Group 
(CMG) and the strategy was reported to both the Audit Committee and then the Board for ultimate approval. 

11.4 From discussions and review it was confirmed that the one policy is relevant to both academic and support staff, with all off icers treated equally. It was 
advised that the main difference is that academic staff receive two to three days specifically for curriculum learning, such as in-service days. 

11.5 From review it was confirmed that the College has appropriate procedures in place in relation to staff learning and development. The College has produced 
various forms for managing staff learning and development. This includes Mandatory Training Forms, Guides for Types of Mandatory Training and a guide 
for managers completing the 2018/19 Staff Learning and Development Template. Each of these documents include guidance for staff/managers advising of 
the processes to be followed. Officers undertaking training are also required to complete Conditions of Undertaking Forms for most mandatory training 
courses and funded training courses. These again provide guidance to officers on processes for completion/submission. 

11.6 The Executive Leadership Team (ELT) have ultimate responsibility for staff learning and development. The Assistant Principal for Quality, Learning and 
Teaching oversees the Learning and Development (L&D) Team and co-ordinates the arrangements for staff learning and development. The Staff L&D team 
is a dedicated team for co-ordinating and monitoring staff learning and development. The team liaises with line managers, through the College Management 
Group (CMG). Line Managers have responsibility for identifying individual staff members’ training needs and monitoring to ensure completion of the required 
training.  

11.7 The Staff L&D team is led by the Assistant Principal for Quality Learning and Teaching and includes a Staff L&D Officer and an Administration Assistant.  

11.8 It was advised that the CMG receives regular reports from the Staff L&D team advising of completion of mandatory training courses. An annual summary 
report is also produced. 
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Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses. 

11.9 An annual process is undertaken to identify staff learning and development needs. The first stage is for the College's priorities to be identified including 
identification of mandatory training courses, consideration of courses being delivered by the College and the SQA's (Scottish Qualification Authority's) 
identified teaching qualification/CPD requirements to ensure these are met and consideration of any other relevant factors. These priorities are reviewed and 
approved by the CMG. The College has then implemented a Performance Management Policy and from both staff self-evaluation of training needs and their 
performance management reviews with each officer’s line manager individual staff training needs are identified.  

11.10 All line managers are required to complete a Staff Learning and Development Template listing each of their staff members and the training identified. Where 
a member of staff has more than one course identified each item is to be allocated a priority.  

11.11 It was noted that most mandatory training courses are available to staff online through the Virtual Learning Environment (VLE) however, for courses where 
there are cost implications for attendance, a bid document must be completed and submitted to the Staff Committee who will discuss and approve the 
allocation of funding.  

11.12 The staff committee is comprised of staff members from throughout the College and chaired by the Assistant Principal for Quality, Learning and Teaching. 
From this process an Annual L&D Plan is produced and endorsed by the CMG. 

11.13 A budget of £25,000 was set for staff learning and development in 2017/18. The budget holder is the Assistant Principal for Quality Learning and Teaching. 
The Finance Team provide regular updates on spend to date and this is monitored by the Staff Learning and Development Officer to ensure training approved 
does not exceed the budget. 

11.14 From discussion and review it was identified that the College has in place a variety of methods of providing training to staff. As well as mandatory training 
being provided through online courses the College also provides both in-house and external training to staff. Staff are allowed to request support for studying 
towards professional qualifications linked to their area of work. Staff are also able to apply to attend conferences and are encouraged to utilise webinar 
training where available, and the College also holds an annual staff conference and a learning and teaching conference which staff can attend. 

11.15 As well as attending formal training courses and completion of online training, the College has established a Skills Transfer and Knowledge Exchange which 
enables staff who have attended courses to share the information learned with colleagues. 

11.16 The College utilises Cascade as their HR System. Each staff member is entered onto Cascade and is able to update the system with details of the training 
courses they have completed. A sample of twenty staff was selected and from review it was confirmed that each staff member has a training log maintained 
in Cascade. 
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11.17 The College’s policy to learning and development requires all staff to commit to undertaking 30 hours of CPD each year. Although this requirement has been 
established it was noted that there is no formal process in place for recording individuals’ acceptance of this commitment. This could result in staff being 
unaware of/not complying with this requirement. 

Recommendation: 1 Priority: 3 

A formal process for recording officers’ commitment to thirty hours CPD each year be established. 

11.18 From review of the records on Cascade for the 20 employees in the sample it was identified that one officer had not yet started at the College and so was 
not required to have completed the CPD, however for the other 19 it was found that only two had details recorded as evidence of completion of the 30 hours 
CPD and in ten cases there was no record of any training being completed in 2017/18. It was noted that staff have been advised that they are not required 
to record all mandatory training on Cascade as completion of the majority of these is recorded in the online systems used for providing the training and this 
is then noted in a tracker maintained by the Staff L&D team to ensure mandatory courses are completed. However, with staff not recording all training 
completed in Cascade, the result is that there is no overall record of staff learning and development for each employee and there is no process available for 
management to confirm that the 30 hours CPD commitment is being achieved and action being taken where this is not. 

Recommendation: 2 Priority: 3 

The need for all training and development activities to be recorded on Cascade by each employee be made mandatory. 

11.19 It was advised that each employee has responsibility for their own learning and development and ensuring their CPD and professional qualification 
requirements are met. This is discussed with line managers at performance review meetings. For the courses taught which require academic staff to have 
specific training or qualifications, this is detailed on the Course Arrangements Document, one of these is held by the Course Leader for each SQA course. It 
is the responsibility of the Course Leader to ensure all staff in their team have met the specific CPD requirements for their courses. External verifiers who 
visit the College will include a review of CPD in their inspections and seek evidence of completion of the relevant CPD requirements. 

11.20 A template has been created for staff to use when bidding for training which requires funding. A copy of the template was provided for review. A listing of all 
staff undertaking funded training was provided and from this a sample of seven officers was selected. In all but one case the course was approved. From 
review of the six approved cases in the sample it was confirmed that in each case a bid document was submitted. The bid documents were correctly approved 
and all had completed an appropriate Conditions of Undertaking form and completed the training. 

11.21 As part of the bid process officers are required to provide details of the cost of the course, any other costs and the cost of travel. As part of the staff committee 
assessment a decision is made as to what elements of the costs will be funded by the staff L&D budget. 
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11.22 For each bid for funding the officer and line manager must include within the funding application details of the course applied for, the awarding body, the 
qualification to be obtained, how the training will assist with developing the individual’s capacity and professional practice relevant to their role, how the 
course will extend/enhance the officer’s skills to improve quality of learning and teaching and services to support learners, relevance to the College's core 
values and links to the College's strategic aims. The staff committee then assesses each of the responses and scores each bid. This score is used to 
determine if the funding will be approved. 

11.23 The staff committee meets three to four times a year to review and assess funding bids. As part of the review process the committee considers spend to 
date, the cost of the training requested, the spend to date on that, or similar, training, the spend to date on the particular employee to ensure the training 
budget is committed equitably and directed at meeting the College’s training priorities. It was noted that the staff committee meetings are not minuted, instead 
the scoring and outcome of each bid assessment is recorded directly on the bid document and these are retained as evidence. 

11.24 From the sample of seven employees provided funding for training it was identified that one of these employees had since left the employ of the College. In 
line with the signed Condition of Undertaking the College reclaimed the cost of the course with payment made by the individual in instalments. 

11.25 From discussions it was confirmed that where possible the College obtains external funding towards staff learning and development. Discounts are also 
received from some providers. This includes funding and discounts through being members of UHI (University of the Highlands and Islands). 

11.26 It was advised that the College was in the process of developing an induction folder for each centre and allocating a dedicated officer at each centre to meet 
with all new employees at that centre and go through the folder. Once completed the staff member will be required to sign as evidence of completion. It was 
noted from review of Cascade that of the 30 staff selected in the sample above, none had details of completion of an induction recorded. 

Recommendation: 3 Priority: 3 

Management ensure that as part of the induction sign-off staff are required to update Cascade with details of completion of their induction. 

11.27 From review of Cascade for the samples selected it was noted that part of the record of training includes an evaluation of the training. It was advised that 
training evaluations are not required in all instances as the aim it to obtain qualitative information which can assist with staff learning and development in the 
future and in some instances capturing feedback would not add any value. 

11.28 Copies of recent reports on staff learning and development performance were provided as evidence of ongoing monitoring and reporting of performance and 
achievement of training targets. 

 

--------------- 
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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT OVERALL CONCLUSION 

 

There is no documented process or strategy in place that sets out the 
plans for preparing for the adoption of the GDPR. 

The Records Management and Archiving Policy and Procedure is overdue 
for review. This was put on hold pending this review and development of 
the approach to meeting the GDPR. 

There is no formally programmed GDPR training or awareness campaign 
currently in place. 

Completion of departmental Data Processing Registers has been delayed 
due to the geographical spread of staff locations and availability of staff, 
and the delayed issue of the UHI GDPR toolkit. 

The College has not yet prepared new procedures on providing 
information to individuals in various formats and deleting data on 
individual request. 

 

RATIONALE AND SCOPE ACTION POINTS 

Rationale 
The General Data Protection Regulation (GDPR) became enforceable from 25th May 
2018. The Regulation provides for harmonisation of data protection requirements 
throughout the EU and non-compliance can result in financial penalties as well as 
reputational damage. 
Scope 
The review assessed the arrangements the College has in place to ensure 
compliance with the GDPR when it comes into effect. This included consideration of 
the action taken to identify changes necessary in relation to policies, procedures, staff 
training, arrangements for identifying what information is required, how this is held 
securely and disposed of when it is no longer required, monitoring and arrangements 
for remaining aware of changes in legislative requirements. The review did not 
consider the source of any information obtained by the College, how it was collected 
or the validity and quality of the information held. 

Urgent Important Routine Operational 

1 8 4 0 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

1 Directed The FD advised that there is no 
documented process or strategy in 
place that sets out the plans for 
preparing for the adoption of GDPR. It 
was advised that UHI has been 
developing a GDPR toolkit to guide 
academic partner colleges in the 
process and planned to distribute this in 
January 2018 but this had not yet been 
circulated.  

An implementation plan be 
documented to formally set out the 
actions and steps being taken to 
adopt and ensure ongoing 
compliance with the GDPR to 
include how the changes impact the 
organisation in terms of updating 
policies and procedures, DP staff 
resources, staff training and 
awareness. 

1 Accept that we have not had a 

documented plan. Working with UHI 

Data Protection Officer to train and 

develop approach. 

31/12/18 Vice Principal 

Finance & 

Corporate 

Services 

2 Directed There is a documented Records 
Management and Archiving Policy and 
Procedure, which was last reviewed in 
September 2014. The document sets 
out the approach to retention and 
disposal of records by West Highland 
College UHI. There is also a 
documented Data Protection policy, last 
reviewed in June 2017 and next due for 
review in 2019. It was noted that the 
policies do not reference or address the 
requirements of GDPR. 

A GDPR Policy be documented and 
Data Protection and Records 
Management and Archiving policies 
be updated and developed to cover 
the requirements of GDPR. 

2 Accept. Records Management & 

Archiving policy went to board in 

June 18.  

31/07/19 Vice Principal 

Finance & 

Corporate 

Services 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

3 Directed The FD advised that there has not been 
a formally programmed awareness 
campaign put in place, instead 
information has been circulated via 
SharePoint updates on GDPR and links 
to ICO guidance on an ad hoc basis, as 
and when information is updated or 
publicised by ICO/UHI. 

A formal awareness and training 
programme be developed to 
support the implementation of the 
GDPR. 

2 Accept. Training sessions with the 

new UHI DPO have taken place 

(26/06/18) with more to be included 

in staff updates. Visibility and 

awareness campaign has been in 

place. 

31/07/19 Vice Principal 

Finance & 

Corporate 

Services 

4 Directed The College will be implementing a 
shared service approach to obtaining a 
DP Officer, planned across UHI 
partners. No firm decisions have been 
made in respect of resourcing issues at 
present, with management of the view 
that resource requirements will be 
reviewed once actual demand for 
information becomes clearer. At 
present there are no additional 
resources planned aside from that 
through the planned shared DP Officer 
service arrangements. 

It be ensured that the College has 
appropriate resources in place in 
relation the implementation of 
GDPR and the work required to 
ensure compliance. 

2 The DPO is now in place. The 

internal resource required to 

implement falls to existing teams 

and this is crucial to ensure that this 

is embedded in the culture and 

processes. 

Complete Vice Principal 

Finance & 

Corporate 

Services 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

5 Compliance WHC is in the process of completing 
Data Processing Registers for each 
service area/department within the 
College as part of an information audit. 
The FD advised that the completion of 
the registers has been delayed due to 
the geographical spread of staff 
locations and availability of staff, and 
the delayed issue of the UHI GDPR 
toolkit. 

Outstanding departmental Data 
Processing Registers be completed 
as part of a full information audit. 

2 Complete. Complete Vice Principal 

Finance & 

Corporate 

Services 

6 Compliance The WHC Marketing Manager is 
working on consent based privacy 
notices for Marketing.  It was advised 
that the new College HR Manager 
started work in March, so HR privacy 
notices are still to be reviewed. For 
students the FD advised that WHC is 
looking to UHI to provide a standardised 
format and guidance relating to meeting 
GDPR. 

Privacy notices be reviewed and 
changes made to meet the specified 
requirements of the GDPR. 

2 Accept. DPO has provided guidance 

on privacy notices and we are 

working through them all. 

31/12/18 Vice Principal 

Finance & 

Corporate 

Services 

9 Compliance In terms of establishing the legal bases 
for processing personal information and 
reviewing how this may be affected by 
GDPR, as noted above WHC 
departmental teams have been 
preparing Data Processing Registers 
for the data held in their areas. However 
these have not yet been completed. 

It be ensured that that for all data 
processing undertaken the legal 
basis for processing this data is 
known and documented. 

2 Accept – completed in the data 

registers. 

Complete Vice Principal 

Finance & 

Corporate 

Services 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

10 Compliance The FD advised that the College is 
confident that arrangements in relation 
to consent are adequate. The College 
has not relied upon opting out clause 
and has focussed on obtaining explicit 
consent. However there is recognition 
that there is a need to map and link all 
potential outputs from that consent 
which are being used. There also needs 
to be a consistent approach across the 
College to ensure that GDPR consent 
requirements are consistently being 
met. 

It be established how a consistent 
approach can be taken to ensure 
the tighter consent requirements 
imposed by GDPR will be met, 
including the need to record all 
consent given. 

2 Accept. This is now complete with 

Marketing having set out the 

approach. 

Complete Vice Principal 

Finance & 

Corporate 

Services 

12 Compliance In relation to data breach protocols, the 
FD confirmed that the policy and 
procedural arrangements require to be 
revised to set out arrangements for the 
identification and reporting of data 
breaches. To date these have not been 
worked through in detail, it was noted 
that there has been little guidance from 
UHI regarding IT arrangements to this 
point. 

Policy and procedures be revised to 
set out arrangements for the 
identification and reporting of data 
breaches.  

2 Accept. Complete Vice Principal 

Finance & 

Corporate 

Services 

7 Compliance The College has not yet prepared new 
procedures on providing information to 
individuals in various formats and 
deleting data on individual request. 

A procedure for providing 
information to individuals in various 
formats, correcting inaccuracies 
and deleting data on request be 
documented and made available to 
all relevant staff. 

3 Accept. All staff have been informed 

that any data protection queries are 

routed to VP Finance. 

31/12/18 Vice Principal 

Finance & 

Corporate 

Services 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

8 Compliance It was advised that the College is not 
planning to put any extra resources in 
place to manage Subject Access 
Requests. However, the increased 
awareness around GDPR may result in 
an increase to SARs.  

Guidance be updated in relation to 
Subject Access Requests and how 
these are to be responded to and 
ensuring adequate consideration 
has been given to the increased 
administrative burden complying 
with these requirements may have. 

3 No plan to increase the resource 

until there is evidence that it is 

required. All staff informed of the 

process should someone request 

data. 

N/A Vice Principal 

Finance & 

Corporate 

Services 

11 Compliance The College must ensure that it has 
processes in place for ensuring the age 
of individuals on which data is 
processed is known and that if under 13 
parental/guardian consent is obtained 
and the child’s individual rights are 
made clear and complied with. 

It be ensured that processes are in 
in place to identify information held 
on children and for this information, 
it be ensured that it can demonstrate 
parental/guardian consent was 
obtained in order to ensure 
compliance with GDPR. 

3 Accept. Working with DPO on the 

data sharing agreement with 

Highland Council for schools activity 

and the data that may be collected 

on funding forms. 

31/12/18 Vice Principal 

Finance & 

Corporate 

Services 

13 Compliance As noted above the College plans to 
use the services of a shared DP Officer 
with UHI partners but, at the time of the 
review, arrangements had not yet been 
put in place. This was being progressed 
by UHI. 

It be ensured that there is a 
structure and coordinated 
arrangements in place in order to 
ensure that the requirement for a 
DPO is met. 

3 Complete. Complete Vice Principal 

Finance & 

Corporate 

Services 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 
Comments 

No Operational Effectiveness Matters were identified. 
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Detailed Findings 
 

INTRODUCTION 

1. This review was carried out in March 2018 as part of the planned internal audit work for 2017/18. Based on the work carried out an overall assessment of the overall 
adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

MATERIALITY 

2. The potential fines for non-compliance with GDPR have been increased with a possible fine of 20 million Euro or 4% of annual global turnover. 

KEY FINDINGS & ACTION POINTS 

3. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 
Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

SCOPE AND LIMITATIONS OF THE REVIEW 

Rationale 

4. The General Data Protection Regulation (GDPR) became enforceable from 25th May 2018. The Regulation provides for harmonisation of data protection requirements 
throughout the EU and non-compliance can result in financial penalties as well as reputational damage. 

Scope 

5. The review assessed the arrangements the College has in place to ensure compliance with the GDPR when it comes into effect. This included consideration of the 
action taken to identify changes necessary in relation to policies, procedures, staff training, arrangements for identifying what information is required, how this is held 
securely and disposed of when it is no longer required, monitoring and arrangements for remaining aware of changes in legislative requirements. The review did not 
consider the source of any information obtained by the College, how it was collected or the validity and quality of the information held. 

6. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

DISCLAIMER 

7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report 
and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 
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RISK AREA ASSURANCE ASSESSMENTS 

8. The definitions of the assurance assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed 
and process objectives achieved.  

Limited Assurance The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 
managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

ACKNOWLEDGEMENT 

9. We would like to thank staff for their co-operation and assistance during the course of our work. 

RELEASE OF REPORT 

10. The table below sets out the history of this report. 

Date draft report issued: 6th June 2018  

Date management responses received: 29th June 2018  

Date final report issued: 9th July 2018  
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11. The following matters were identified in reviewing the Key Risk Control Objective:

Directed Risk: Failure to direct the process through approved policy & procedures. 

11.1 The Finance Director advised that there is no documented process or strategy in place that sets out the plans for preparing for the adoption of GDPR. It was 
advised that UHI has been developing a GDPR toolkit to guide academic partner colleges in the process and planned to distribute this in January 2018 but, 
at the time of the review, this had not yet been circulated. However it is important that the College has a plan in place to meet the requirements of the GDPR. 

Recommendation: 1 Priority: 1 

An implementation plan be documented to formally set out the actions and steps being taken to adopt and ensure ongoing compliance with 
the GDPR to include how the changes impact the organisation in terms of updating policies and procedures, DP staff resources, staff training 
and awareness. 

11.2 There is a documented Records Management and Archiving Policy and Procedure, which was last reviewed in September 2014. The FD advised that the 
document was due for review in September 2017 but this has been put on hold pending this review and development of the College approach to meeting 
the GDPR. The policy aims to promote best practice and to allow the College to comply with its statutory obligations, mainly under the Freedom of Information 
(Scotland) Act 2002 and the Data Protection Act 1998. The document sets out the approach to retention and disposal of records by West Highland College 
UHI, to ensure records are managed in a systematic and cost- effective manner. There is a documented Data Protection policy, last reviewed in June 2017 
and next due for review in 2019. It was noted that the policy does not reference or address the requirements of GDPR. The development of a GDPR policy 
and updates of existing policies are required in order to ensure compliance with the requirements of GDPR. This should include the following considerations: 

 Responsibilities and accountabilities. (Management and
staff);

 Process flow diagram(s);

 Privacy Impact Assessments;

 Data Subject rights (e.g. Right to be forgotten);

 Data Classification and Asset management;

 Data Security;

 Breach Management;

 Governance;

 Consent;

 Data Controllers & Processors;

 Staff training and awareness of the process. Other documented
policies and procedures will also require review where any
personal data is used.

Recommendation: 2 Priority: 2 

A GDPR Policy be documented and Data Protection and Records Management and Archiving policies be updated and developed to cover the 
requirements of GDPR.  
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11.3 The FD advised that there has not been a formally programmed awareness campaign put in place, instead information has been circulated via SharePoint 
updates on GDPR and links to ICO guidance on an ad hoc basis, as and when information is updated or publicised by ICO/UHI. A copy of the College 
Management Group Meeting minutes from 27th November 2017 was provided, which noted that the Information Development Manager from Inverness 
College presented briefings on GDPR requirements and measures. Thereafter high level briefings were provided to departmental teams on that day to give 
an overview of the main changes brought in by GDPR. GDPR is being followed up by verbal updates from the FD and departmental managers at scheduled 
College Management Group meetings, every four to six weeks. 

Recommendation: 3 Priority: 2 

A formal awareness and training programme be developed to support the implementation of the GDPR. 

11.4 In terms of considering how future demand might impact on staff resources, the FD advised that the College will be implementing a shared service approach 
to obtaining a DP Officer, planned across UHI partners. No firm decisions have been made in respect of resourcing issues at present, with management of 
the view that resources requirements will be reviewed once actual demand for information becomes clearer. At present there are no additional resources 
planned aside from that through the planned shared DP Officer service arrangements. 

Recommendation: 4 Priority: 2 

It be ensured that the College has appropriate resources in place in relation the implementation of GDPR and the work required to ensure 
compliance. 

Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses. 

11.5 The FD confirmed awareness of the ICO 12 step guide for preparing for the GDPR. This has not been used formally to set up a structured approach as noted 
above. 

11.6 At the time of the review, WHC was in the process of completing Data Processing Registers for each service area/department within the College as part of 
an information audit. Each register is excel based and records details of Type of Information, Purpose, Legal Basis for Processing, Categories of Personal 
Data, Data Subjects, Details of Transfers or Sharing of Data, Retention Period, and Security Measures in Place. The FD advised that the completion of the 
registers has been delayed due to the geographical spread of staff locations and availability of staff, and the delayed issue of the UHI GDPR toolkit. 
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Recommendation: 5 Priority: 2 

Outstanding departmental Data Processing Registers be completed as part of a full information audit. 

11.7 The WHC Marketing Manager is working on consent based privacy notices for Marketing.  It was advised that the new College HR Manager started work in 
March, so HR privacy notices are still to be reviewed. For students the FD advised that WHC is looking to UHI to provide a standardised format and guidance 
relating to meeting GDPR. It was noted that for suppliers there is a particular local aspect where many of the College's suppliers are individuals operating 
as businesses, so the College is looking at how to communicate setup information of new suppliers in line with GDPR. The FD advised that much of the 
business data held for payment purposes is essentially personal data. The FD advised that this information is not shared anywhere else bar the Sage 
accounts system and banking systems for paying supplier invoices. 

Recommendation: 6 Priority: 2 

Privacy notices be reviewed and changes made to meet the specified requirements of the GDPR. 

11.8 The College has not yet prepared new procedures on providing information to individuals in various formats and deleting data on individual request. The FD 
advised that In terms of deleting data most data held is obtained on a contractual or legal basis e.g. certificates. Management is looking at the option through 
the Customer Relationship Management system to develop a tool for downloads of data to provide individuals’ information. Student registration is controlled 
by UHI SITS system, and the FD advised that he is unsure of the degree of work required on this area given the controlled student registration process. It 
was advised that the College is taking a risk based approach to determining and prioritising actions on this and all areas under review ahead of GDPR 
implementation. 

11.9 In the absence of guidance on individuals' rights, there is an increased risk that the College may fail to meet the GDPR requirements for individuals’ rights 

including the need to be able to allow individuals to have inaccuracies corrected, to have information erased, to prevent direct marketing, to prevent automated 
decision-making and profiling, and to receive the data electronically and in a commonly used format. 

Recommendation: 7 Priority: 3 

A procedure for providing information to individuals in various formats, correcting inaccuracies and deleting data on request be documented 
and made available to all relevant staff. 
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11.10 The FD advised that Subject Access Requests are handled in similar way to FOI requests, with a dedicated mailbox used for receiving and monitoring 
requests, and data registers are then used to determine the direction to route requests. It was advised that the College is not planning to put any extra 
resources in place to manage SARs, activity is currently monitored by the FD and management considers it may need to revisit this depending on numbers 
received, though it was noted that the College has received only one request in the last two years and that related to a UHI student registration. However, 
the increased awareness around GDPR may result in an increase to SARs. The organisation will also need to provide some additional information to people 
making requests, such as the data retention periods and the right to have inaccurate data corrected. 

Recommendation: 8 Priority: 3 

Guidance be updated in relation to Subject Access Requests and how these are to be responded to and ensuring adequate consideration has 
been given to the increased administrative burden complying with these requirements may have. 

11.11 Step six of the process requires organisations to document the legal basis for processing personal data, taking into consideration how information is used 
and how this may be affected by GDPR. In terms of establishing the legal bases for processing personal information and reviewing how this may be affected 
by GDPR, as noted above WHC departmental teams have been preparing Data Processing Registers for the data held in their areas. However these have 
not yet been completed. 

Recommendation: 9 Priority: 2 

It be ensured that for all data processing undertaken the legal basis for processing this data is known and documented. 

11.12 The FD advised that the College is confident that arrangements in relation to consent are adequate. The College has not relied upon the opting out clause 
and has focussed on obtaining explicit consent. However, there is recognition that there is a need to map and link all potential outputs from that consent 
which are being used. There also needs to be a consistent approach across the College to ensure that GDPR consent requirements are consistently being 
met. This is of particular relevance for marketing points of contact/consent, where historically these have been multiple and not centrally controlled. Use of 
and consents for photographs is a key concern. The Marketing Manager advised that the current focus of the team is the cleansing of the photograph library 
and removing older photographs where obtaining consents is not a realistic prospect. More widely the College is looking at development of a UHI-wide stock 
photograph library to obtain approved images for future publication. The Marketing Manager noted that WHC does require high quality images to support its 
Adventure Studies courses, where stock photographs would not be suitable, and has scheduled photographic shoots for such key areas where high quality 
images are needed. There are also issues to be resolved relating to social media; the Marketing Manager noted that staff are not yet fully aware of the 
connection between consent completion and ongoing control of the subject images. It was noted that a meeting with UHI marketing representatives was 
scheduled for 28th March 2017 to discuss image control arrangements and process questions. 
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Recommendation: 10 Priority: 2 

It be established how a consistent approach can be taken to ensure the tighter consent requirements imposed by GDPR will be met, including 
the need to record all consent given. 

11.13 Children’s information is obtained and held by Highland Council where pupils are attending vocational events/courses within the College. Consent is obtained 
as part of the Council's processes. The FD noted that the College has sought to formalise a Data Sharing Agreement with the local authority but has had 
limited contact from the council to date on this matter. 

11.14 There may be cases where the College captures data on those under the age of 13. For example, on student funding applications where details of dependents 
or siblings may be given, etc. The College must ensure that it has processes in place for ensuring the age of individuals on which data is processed is known 
and that if under 13 parental/guardian consent is obtained and the child’s individual rights are made clear and complied with. 

Recommendation: 11 Priority: 3 

It be ensured that processes are in in place to identify information held on children and for this information, it be ensured that it can demonstrate 
parental/guardian consent was obtained in order to ensure compliance with GDPR. 

11.15 In relation to data breach protocols, the FD confirmed that the policy and procedural arrangements require to be revised to set out arrangements for the 
identification and reporting of data breaches. To date these have not been worked through in detail and it was noted that there has been little guidance from 
UHI regarding IT arrangements to this point. It was advised that data breaches may be added as a standing item on CMG agendas in future. In terms of 
informing individuals of breaches, the FD advised there are relatively unlikely to be financial losses incurred, however staff and HR records require to be 
reviewed. The bulk of data held relates to student records and the detail of the required processes and protocols requires to be discussed further with UHI. 

Recommendation: 12 Priority: 2 

Policy and procedures be revised to set out arrangements for the identification and reporting of data breaches.  

11.16 A template Privacy Impact Assessment has been developed as of May 2017, adapted from the PIA Code of Practice issued by the Information 
Commissioner’s Office (ICO) to guide staff through the process in line with GDPR requirements. The document includes a series of screening questions to 
help the completing individual decide whether a PIA is necessary. The FD advised management will need to think further about changes in procedure if 
required, and the role and structure of the shared DP Officer arrangement, as the approach needs to be responsive and it is unclear as to whether independent 
review would be feasible. There is no current information management role within the staff team that could provide independent review of assessments. 
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11.17 As noted above the College plans to use the services of a shared DP Officer with UHI partners but, at the time of the review, arrangements had not yet been 
put in place. This was being progressed by UHI. 

Recommendation: 13 Priority: 3 

It be ensured that there is a structure and coordinated arrangements in place in order to ensure that the requirement for a DPO is met. 

11.18 It was advised that the last stage of the 12 step guide is not relevant to the College as they do not operate internationally, all administration is undertaken in 
Scotland. 

 

--------------- 
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Executive Summary  
INTRODUCTION 

1. This follow up review by TIAA established the management action that has been taken in respect of recommendations arising from the internal audit reviews listed 
below which were undertaken by the previous internal auditors at West Highland College. The review was carried out in April 2018. 

 

Review Year Date Presented to Audit Committee 

Follow-up 2016/17 June 2017 

Income Collection and Credit Control 2016/17 June 2017 

Corporate Governance 2016/17 March 2017 

Health and Safety 2016/17 March 2017 

Procurement 2016/17 March 2017 

KEY FINDINGS 
2. The follow up review considered whether the management action taken addresses the control issues that gave rise to the recommendations. The implementation of 

these recommendations can only provide reasonable and not absolute assurance against misstatement or loss. From the work carried out the following evaluations 
of the progress of the management actions taken to date have been identified. 

 

Evaluation Number of Recommendations 

Implemented 10 

In Process of Being Implemented 6 

Revised Target Date 4 

Considered but not Implemented 3 
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Evaluation Number of Recommendations 

No Longer Applicable - 

Not Implemented 3 

 

3. The key issue identified is that there are a number of recommendations still outstanding which require revised target dates to be set. 

SCOPE AND LIMITATIONS OF THE REVIEW 

4. The review considers the progress made in implementing the recommendations made in the previous internal audit reports and to establish the extent to which 
management has taken the necessary actions to address the control issues that gave rise to the internal audit recommendations. 

5. The responsibility for a sound system of internal controls rests with management and work performed by internal audit should not be relied upon to identify all 
strengths and weaknesses that may exist. Neither should internal audit work be relied upon to identify all circumstances of fraud or irregularity, should there be any, 
although the audit procedures have been designed so that any material irregularity has a reasonable probability of discovery. Even sound systems of internal control 
may not be proof against collusive fraud. 

6. For the purposes of this review reliance was placed on management to provide internal audit with full access to staff and to accounting records and transactions and 
to ensure the authenticity of these documents. 

RELEASE OF REPORT 

7. The table below sets out the history of this report. 
 

Date draft report issued: 7th June  2017 

Date management responses rec’d: 29th June 2018 

Date final report issued: 9th July 2018 
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Detailed Report  
FOLLOW UP 
8. Management representations were obtained on the action taken to address the recommendations. Only limited testing has been carried out to confirm these 

management representations. The following matters were identified in considering the recommendations that have not been fully implemented: 

9. System: Follow-up 2016/17 

 From the review of the documentation and checks carried out the assessment is: 

 Implemented 4 Considered but not Implemented 3 

 In Process of Being Implemented 2 No Longer Applicable - 

 Revised Target Date - Not Implemented 2 

 

Recommendation: Priority: High 

Disaster Recovery and Business Continuity Planning - IT Systems (February 2015) 
We recommend that the College update the business continuity plan to include IT systems and make reference 
that LIS are responsible for this and have their own documented disaster recovery and business continuity plan 
in place.  

Action taken:  

A copy of the Business Continuity Plan was provided and from review it was noted that there was no reference 
made to the UHI Learning and Information Services in the document other than being listed as a holder of a 
copy of the BCP. It was also noted from review that specific IT systems and responsibility for recovery of these 
in the event of a disaster were not detailed.  
A review of Business Continuity Planning was undertaken earlier in 2017/18 which identified the same issue 
and made a subsequent recommendation for this to be implemented. 

Audit Observation: : 

Recommendation not yet implemented. Revised target date for completion needed. 01/08/18 
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Recommendation: Priority: Medium 

Smart Phones and Devices – IT Systems (February 2015) 
We recommend that the College seeks the Board's approval of the policy and procedure document. 

Action taken: 

It was advised that the IT Security Policy was reported to the Board in June 2017 for approval. A copy of the 
Board Papers for the June 2017 meeting were provided and from review it was confirmed the policy was 
included in these. From review of the meeting minutes it was confirmed that the policy was approved. 

Audit Observation: 

Recommendation Implemented 

 

Recommendation: Priority: Medium 

Data Leakage Prevention - IT Systems (February 2015) 
We recommend that the College carry out a formal review to determine what data is deemed as being sensitive 
and who has access to this data. From here the College should review what controls are in place with regard 
to data being leaked and decide on the level of risk that they are willing to accept. Any requirements for controls 
over data leakage prevention should be added to the IT Security and Acceptable Use Policy. 

Action taken: 

It was advised that the College has worked with LIS (UHI Learning and Information Systems) regarding data 
registers which are being established through work undertaken to enable compliance with EU GDPR 
requirements. It was advised that the UHI have very specific policies on this and all systems in use by the 
College are owned and administered by the UHI. It was also advised that all personal data held has now been 
mapped. 
A review of EU GDPR identified that work in relation to data breaches and protocols to be followed for identifying 
and reporting breaches has still to be completed and a recommendation has been made in relation to this. 
From review of the Acceptable Use Policy and the Data Protection Policy found there was no reference to data 
leakage given in these documents or the controls in place to prevent data leakage. 

Audit Observation: 

In process of being implemented – revised target date for implementation required. 31/12/18 
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Recommendation: Priority: Medium 

Access Control Policy – Data Protection (June 2015) 
We recommend that the College implements a formal Access Control Policy and a procedure to provide better 
control and management over data access requests. 

Action taken: 

It was advised that a formal Access Control Policy is not yet in place, however a process has been established. 
As part of work undertaken in relation to achieving compliance with EU GDPR, folder access and processes 
for requesting this has been reviewed and brought up to date. 
It was advised that each folder has a folder owner with the College Management Group Manager being the 
officer with responsibility for providing authorisation for accessing folders. This is administered by the Estates 
and Facilities Manager who oversees IT internally. 
It was confirmed that the Estates and Facilities Manager is the only officer who has ability to provide access to 
the folder system. Requests are generally in email or part of the set-up of a new employee.  

Audit Observation: 

In process of being implemented – revised target date for implementation required. 
 

Recommendation: Priority: Low 

Security Breach Management Plan - Data Protection (June 2015) 
We recommend that the College develop a data security breach management plan to provide guidance and an 
appropriate course of action in the event of a breach. 

Action taken: 

It was advised that this recommendation has still to be implemented. 
The College is seeking guidance form the UHI on this issue and the UHI has appointed a DPO shared service 
however the College has not yet defined the process for breach management. A recommendation in relation to 
this has also been made in the EU GDPR review.  

Audit Observation: 

Recommendation not yet implemented. Revised target date for completion needed. 
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Recommendation: Priority: Medium 

Records Management and Data Destruction - Data Protection (June 2015) 
We recommend that the College implements a standardised convention for the naming of files. 

Action taken: 

Regarding the standard convention for naming of files, it was advised that the College has no intention of this 
being implemented as individuals who create the files name the files using their own conventions in their own 
service areas and it is felt that a standard convention for this is not required. It was advised that the focus for 
the College is on ensuring each manager is aware of their responsibilities of disposing of data once it is no 
longer required. 
In relation to this it was advised that all managers with responsibility for destruction of data have been made 
aware of their responsibilities and issued with updated guidance on retention of documents. 
It was also advised that the Records Management and Archiving policy is in the process of being reviewed. 
The College is however waiting for all GDPR issues to be resolved prior to this. 

Audit Observation: 

Considered but not implemented 

 

Recommendation: Priority: Low 

Board Risk Management Training – Risk Management, (April 2016) 
We recommend that the College consider the training requirements for the Board of Management in relation to 
Risk Management. 

Action taken: 

It was advised that the Board of Management have risk management training scheduled for 21st June 2018.  
This training was identified through Board Member self-evaluation which is used to identify training 
requirements of members of the Board of Management. 

Audit Observation: 

Recommendation implemented 
 

  

 
Audit 11.Sept.18 Page 75



 

Recommendation: Priority: Medium 

Policies and Procedures - Catering (May 2014) 
We recommend that the College implement formal procedures for all processes involved in the catering 
function. 

Action taken: 

It was advised that formal documented procedures for all processes in relation to the catering function are not 
considered appropriate. However, Health and Safety and basic processes have been documented and these 
are subject to annual review by the external consultant and/or the Estates and Facilities Manager.  

Audit Observation: 

Recommendation implemented. 
 

Recommendation: Priority: Low 

Marketing and Feedback - Catering (May 2014) 
We recommend that the College look to implement a marketing strategy for the Café once it has been launched. 

Action taken: 

It was advised that the College has no plans for an actual marketing strategy as it was viewed that this would 
not be appropriate for such a small operation. 
It was noted that an Annual Student Survey is undertaken in October/November each year and as part of this 
the College requests feedback on service provision in relation to the Café. It was also advised that the College 
will continue to consult with students on their expectations for the Café and obtain feedback and use this to 
ensure the Café operation meets their needs. 

Audit Observation: 

Considered but not implemented 
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Recommendation: Priority: Medium 

Energy/Green/Environmental Policy – Energy Costs & Control Mechanisms (June 2015) 
We recommend that the College seeks the Board's approval of the draft Environmental Policy Statement, 
Environmental & Sustainability Policy and Environmental & Sustainability Plan. 

Action taken: 

It was advised that the Environmental and Sustainability Policy went to the Board of Management in June 2017 
for approval. Copies of the papers for this were viewed as evidence. 

Audit Observation: 

Recommendation implemented 
 

 

 

Recommendation: Priority: Low 

Energy Monitoring – Energy Costs & Control Mechanisms (June 2015) 
We recommend that the College consider implementing energy monitors. This would provide the College with 
the opportunity to see where it is using the most energy and where improvements can be made. This information 
would allow the College to develop a meaningful strategy for cutting energy usage.  

Action taken: 

The management response to this recommendation advised that the implementation of energy monitors was 
considered however found that this would not be cost effective.  
The College acknowledges that while these monitors would be desirable, due to the cost they cannot 
implement. Instead the College is looking to identify other ways to monitor usage. 
From discussion it was confirmed that usage is being monitored through viewing bills received rather than doing 
it through smart meters or equivalent. 

Audit Observation: 

Considered but not implemented 
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10. System: Income Collection and Credit Control  

 From the review of the documentation and checks carried out the assessment is: 

 Implemented 1 Considered but not Implemented - 

 In Process of Being Implemented - No Longer Applicable - 

 Revised Target Date 1 Not Implemented 1 

 

Recommendation: Priority: Low 

Documented income procedures  
We recommend that the College formally documents the processes for the recording of income.  

Action taken: 

It was advised that this recommendation has not yet been implemented. A new Finance and Compliance 
Manager has recently been appointed and will be responsible for completion of this recommendation. Due to 
competing priorities implementation has been delayed however it was advised that action on this will now be 
taken. 

Audit Observation: 

Recommendation not yet implemented, revised target date required. 

 

  

 
Audit 11.Sept.18 Page 78



Recommendation: Priority: Low 

Debt Management Policy & Procedures  
We recommend that the College review and update the Debt Management Policy & Procedures as planned to 
bring it into line with current practice.  

Action taken: 

It was advised that there is currently a UHI process in place for standardising policies. Due to this it was advised 
that the College does not intend to update its own policies until this work has been completed. There is currently 
no date set for when the UHI policy will be reviewed. However a revised target date of 30th June 2019 has been 
set for this recommendation to allow time for the UHI project to be completed. 

Audit Observation: 

Not yet implemented, revised target date set. 

Recommendation: Priority: Low 

Bad debt sage classification  
We recommend that any bad debts encountered by the College are recorded within a bad debts code on the 
Sage Accounting system.  

Action taken: 

From discussion and review it was confirmed that the code 8100 on Sage has been established for the recording 
of bad debts. 

Audit Observation: 

Recommendation implemented. 
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12. System: Corporate Governance 

 From the review of the documentation and checks carried out the assessment is: 

 Implemented 3 Considered but not Implemented - 

 In Process of Being Implemented - No Longer Applicable - 

 Revised Target Date - Not Implemented - 

 

Recommendation: Priority: Medium 

Review of Board of Management performance  
We recommend that the Board of Management carry out an annual self-review as per the Code of Good 
Governance.  

Action taken: 

A copy of the Annual Timetable for the Board of Management and Sub-Committees was provided. From review 
of this it was confirmed that an annual review of Board Effectiveness is scheduled for each year. 
From review of Board papers it was confirmed that an external review was undertaken by Wylie and Bisset 
between February and April 2017 with recommendations made for improvement. Progress on implementation 
of these recommendations was hen reported to the Board in December 2017. 

Audit Observation: 

Recommendation implemented. 
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Recommendation: Priority: Low 

Programme of work  
We recommend that the programme of work is finalised and that this is monitored throughout the year at each 
meeting.  

Action taken: 

A copy of the Annual Timetable, which provides a programme of work for the Board of Management and the 
Sub-Committees was provided. It was noted that this was last reviewed/updated in December 2017 and the 
Board Secretary and Committee Conveners are responsible for ongoing review. 

Audit Observation: 

Recommendation implemented. 

Recommendation: Priority: Low 

Anti-Bribery Policy  
We recommend that the College review and update the Anti Bribery Policy. 

Action taken: 

The Anti-Bribery Policy for the College is held on the College website for all to access. The policy was viewed 
along with Board Papers and it was noted that the policy was last reviewed and approved by the Board of 
Management on 4th October 2017 with the next review due in 2020. 

Audit Observation: 

Recommendation implemented. 
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13. System: Health and Safety 

From the review of the documentation and checks carried out the assessment is: 

Implemented 1 Considered but not Implemented - 

In Process of Being Implemented 1 No Longer Applicable - 

Revised Target Date - Not Implemented - 

Recommendation: Priority: Medium 

Register of risks assessments 
We recommend that the College produce a central register of risk assessments to provide central management 
control over the risk assessment process. This register should be reviewed regularly to ensure risk assessments 
are still fit for purpose.  

Action taken: 

It was advised that this recommendation is in the process of being implemented. SHE Health and Safety 
Software is being implemented, it is currently used for incident reporting and the College is in the process of 
rolling this out for risk assessments. A revised target date of 31st July 2018 has been set for implementation. 

Audit Observation: 

In process of being implemented. 
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Recommendation: Priority: Low 

Incomplete accident logs  
We recommend that the accident log forms are fully completed at the time of the incident.  

Action taken: 

It was advised that the Estates and Facilities Manager is responsible for the review of all Accident Log forms. 
If any sections of the form are incomplete the Estates and Facilities Manager will go back to officer and obtain 
the omitted information.  
It was also advised that once SHE is fully implemented the system will prevent the user from submitting the 
form without providing all required information. 

Audit Observation: 

Recommendation implemented 

14. System: Procurement 

 From the review of the documentation and checks carried out the assessment is: 

 Implemented 1 Considered but not Implemented - 

 In Process of Being Implemented 3 No Longer Applicable - 

 Revised Target Date 3 Not Implemented - 
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Recommendation: Priority: High 

PECOS System and Authorisation  
We recommend that all purchases are put through the PECOS system which will ensure they have been 
authorised by the appropriate personnel.  

Action taken: 

It was advised that this recommendation has still to be implemented. 
The delay in recruitment of the Finance and Compliance Officer has delayed progress with this 
recommendation. A revised target date of 1st August 2018 has been set. 

Audit Observation: 

Not yet implemented, revised target date set. 

Recommendation: Priority: Medium 

Monitoring of contractor’s performance 

We recommend that the College begin to monitor the performance of contractors to ensure they are receiving 
the level of quality set out in the terms of the contract.  

Action taken: 

It was advised that the Estates and Facilities Manager is currently working with APUC (Advanced Procurement 
for Universities and Colleges) who are providing support to determine how this should be done. Further work 
on this will be undertaken and a revised target date for completion is required. 

Audit Observation: 

In process of being implemented – revised target date required. 
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Recommendation: Priority: Medium 

Procurement Policy and Strategy  
We recommend that the College create a Procurement Strategy to ensure they are following best practice and 
that the current Procurement Policy is updated to reflect this.  

Action taken: 

It was confirmed that a Procurement Strategy was reported to the Board of Management in June 2017. It was 
advised that the Procurement Policy was not yet due for updating, however it will be updated to reflect changes 
in processes once PECOS is implemented. 

Audit Observation: 

In process of being implemented – revised target date required. 

 
Recommendation: Priority: Medium 

Register of Contracts  
We recommend that the College create a register of contracts to ensure all contract information is readily 
available.  

Action taken: 

It was confirmed that the College utilises Hunter (the APUC system used for listing contracts). It was advised 
that this has been updated with all contracts now listed. A link to the register is available on the website and 
from review it was confirmed to be in place. 

Audit Observation: 

Recommendation implemented. 

 
  

 
Audit 11.Sept.18 Page 85



Recommendation: Priority: Medium 

Documented preferred supplier list 
We recommend that the College create a preferred supplier document that states who the preferred supplier 
for items are and that this document is placed on the staff intranet. We also recommend that staff are not 
permitted to purchase from a non-approved supplier unless a suitable reason is given and that this is properly 
approved.  

Action taken: 

It was advised that work on this is currently being undertaken. The aim is to produce a preferred supplier list 
based on suppliers in use by various departments and locations. The majority of the College’s procurement is 
undertaken by the Estates and Facilities Manager and therefore the College wants to ensure the preferred 
supplier listing includes any suppliers that others are likely to procure from. 

Audit Observation: 

In process of being implemented – revised target date required. 

Recommendation: Priority: Low 

Procurement Process  
We recommend that the College update the Procurement Policy to incorporate the procedure being followed 
using a Procurement Support and Shared Service Provider.  

Action taken: 

It was advised that this recommendation has not yet been implemented. A revised target date of 31st December 
2018 has been given. 

Audit Observation: 

Not yet implemented – revised target date given. 
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Recommendation: Priority: Low 

Documented procurement training list  
We recommend that the College prepare a register of training document to show that staff have had the 
appropriate training.  

Action taken: 

It was advised that due to the delay in recruitment of the Finance and Compliance Officer progress with this 
recommendation has been delayed. A revised target date of 1st August 2018 has been set. 

Audit Observation: 

Not yet implemented – revised target date given. 

--------------- 
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Internal Audit Annual Report 
 

INTRODUCTION 

This is the 2017/18 Annual Report by TIAA on the internal control environment 
at West Highland College. The annual internal audit report summaries the 
outcomes of the reviews we have carried out on the organisation’s framework 

of governance, risk management and control. This report is designed to assist 
the Board in making its annual governance statement. 

 

HEAD OF INTERNAL AUDIT’S ANNUAL OPINION  

TIAA is of the opinion that, for the areas reviewed during the year at 
West Highland College, there is reasonable assurance that effective 
risk management, control and governance processes are in place to 
manage the achievement of its objectives.  

 

INTERNAL AUDIT PLANNED COVERAGE AND OUTPUT  

The 2017/18 Annual Audit Plan approved by the Audit Committee was for 21 
days of internal audit coverage in the year. During the year there were no 
changes to the Audit Plan. 

All planned work has been carried out and the reports have been issued 
(Annex A). 

There was no work carried out which was in addition to the work set out in the 
Annual Audit Plan. 

 

 

 

ASSURANCE 

TIAA carried out five reviews, which were designed to ascertain the extent to 
which the internal controls in the system are adequate to ensure that activities 
and procedures are operating to achieve the organisation’s objectives. For 
each assurance review an assessment of the combined effectiveness of the 
controls in mitigating the key control risks was provided. Details of these are 
provided in Annex A and a summary is set out below. 

Assurance Assessments Number of Reviews 

Substantial Assurance 2 

Reasonable Assurance 2 

0Limited Assurance 1 

No Assurance - 

The areas on which the assurance assessments have been provided can only 
provide reasonable and not absolute assurance against misstatement or loss 
and their effectiveness is reduced if the internal audit recommendations made 
during the year have not been fully implemented. 

We made the following total number of recommendations on our audit work 
carried out in 2017/18.  

Urgent Important Routine 

1 11 11 
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AUDIT SUMMARY 

Control weaknesses: There was one area reviewed by internal audit where 
it was assessed that the effectiveness of some of the internal control 
arrangements provided only limited assurance.  

Recommendations Made: We have analysed our findings/recommendations 
by risk area and these are summarised below. 

Risk Area Urgent Important Routine 

Directed 1 5 1 

Compliance - 5 7 

Operational - 1 3 

Reputational - - - 

 

Value for Money: Value for money issues are considered as a matter of 
course during our work and any VFM issues identified were reported to the 
College during the year. 

Overall there was evidence to support the College’s achievement of value for 

money with regard to economy, efficiency or effectiveness of the systems 
reviewed. This assessment is based solely on the matters that came to the 
attention of TIAA during the course of the internal audit reviews carried out in 
2017/18. 

During the year we provided advice on opportunities to enhance the 
operational effectiveness of the areas reviewed and the number of these 
opportunities is summarised below. 

Operational Effectiveness Matters 

2 

INDEPENDENCE AND OBJECTIVITY OF INTERNAL AUDIT 

There were no limitations or restrictions placed on the internal audit service 
which impaired either the independence or objectivity of the service provided. 

PERFORMANCE AND QUALITY ASSURANCE  

The following Performance Targets were used to measure the performance of 
internal audit in delivering the Annual Plan. 

Performance Measure Target Attained 

Completion of Planned Audits 100% 100% 

Audits Completed in Time Allocation 100% 100% 

Draft report issued within 10 working days of 
exit meeting 100% 33% 

Final report issued within 10 working days of 
receipt of responses 95% 100% 

Compliance with Public Sector Internal Audit 
Standards 100% 100% 

Ongoing quality assurance work was carried out throughout the year and we 
continue to comply with ISO 9001 standards. An independent external review 
was carried out of our compliance of the Public Sector Internal Audit 
Standards (PSIAS) in 2017 and in particular to meet the requirement of an 
independent 5 year review, the outcome confirmed full compliance with all the 
standards. Our work also complies with the IIA-UK Professional Standards.  

RELEASE OF REPORT 

The table below sets out the history of this Annual Report. 

Date Report issued: 29th August 2018 

Date revised report issued: 3rd September 2018 
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Annexes 

Annex A 
Actual against planned Internal Audit Work 2017/18 

System Type Planned 
Days 

Actual 
Days Assurance Assessment Comments 

EU General Data Protection Regulation Assurance 3 3 Limited Final Report Issued 

Key Performance Indicators Assurance 4 4 Reasonable Final Report Issued 

Staff Learning and Development Assurance 4 4 Substantial Final Report Issued 

Business Continuity Management Appraisal 3 3 Reasonable Final Report Issued 

HR Change Management Assurance 4 4 Substantial Final Report Issued 

Follow-up Follow-up 1 1 Final Report Issued 

2017/18 Annual Plan and Strategy 1 1 

2017/18 Annual Report 0.5 0.5 

Management, Quality Assurance and Support 0.5 0.5 

Total Days 21 21 
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West Highland College

Annual Internal Audit Plan

DRAFT
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Overview 

Introduction

The Audit Plan for 2018/19 for West Highland College (the College) has been developed
by carrying out an update audit risk assessment to ensure that the planned coverage for
the year is focussed on the key audit risk areas and where required the coverage will
enable an annual Head of Audit Opinion to be provided in the Annual Report.

Key Emerging Themes 

2018/19 will be a challenging year for further and higher education providers, both in
terms of funding, achievement of delivery targets and achieving compliance with Scottish
Funding Council and Scottish Government initiatives. We have identified a number of
key areas which require internal audit coverage.

Adequacy of the planned audit coverage 

The Audit Plan for 2018/19 provides the level of coverage to enable a head of audit
annual opinion to be made on the overall adequacy and effectiveness of the
organisation’s framework of governance, risk management and control as required by
the Public Sector Internal Audit Standards (PSIAS) and to provide an assessment of the
College’s arrangements for securing value for money as required by the Scottish 
Funding Council. 

 Figure 1 – 2018/19 Audit planning process 

 Fraud/whistleblowing – the slow economy and inflationary pressures require
organisations to ensure they have robust controls in place to prevent both internal
and external threats.

 Enactment of GDPR – this will have a significant impact on how data is held and
protected.

 Cybercrime – all the indications from 2017/18 are that there will be more
sophisticated attempts to disrupt and deny services often for no clear motive.

 Financial Viability – the reduction in core grant funding from the Scottish
Government makes it increasingly important for Colleges to generate income from
commercial activities in order to ensure their financial viability.
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Internal Audit Plan 

Audit Strategy Methodology 

We adopt a proprietary risk based approach (GUARD) to determining your audit
needs each year which includes reviewing your risk register and risk management
framework, previous internal audit work for the organisation, the Regulatory
Framework and assessment of the College, external audit recommendations
together with key corporate documentation such as your business and corporate
plan, standing orders, and financial regulations. The Strategy is based
predominantly on our understanding of the inherent risks facing the College and
those within the sector and has been developed with senior management and
Committee.

Risk Prioritisation 

Each year an updated risk assessment is carried out to ensure the Audit Strategy
remains fully aligned with the key risks facing the College. There have been no
changes to the original Audit Strategy. Your Audit Plan is set out at Annex A.

Audit Strategy and Annual Plan 

Following the risk prioritisation review the Audit Strategy remains unchanged (Annex
B) and the Annual Plan (Annex C) sets out the reviews that will be carried out, the
planned times and the scopes for each of these reviews.

The Annual Plan will be subject to ongoing review and could change as the risks
change for the organisation and will be formally reviewed with senior management
and the Audit Committee mid-way through the financial year or should a significant
issue arise.

The overall agreed time for the delivery of the Annual Plan includes: research,
preparation and issue of terms of reference, production and review of working
papers and reports and site work. The Annual Plan has been prepared on the
assumption that the expected controls will be in place.

Audit Remit 

The Audit Remit (Annex D) formally defines internal audit’s purpose, authority and 

responsibility. It establishes internal audit’s position within the College and defines
the scope of internal audit activities and ensures compliance with the PSIAS.

Reporting 

Assignment Reports: A separate report will be prepared for each review carried
out. Each report will be prepared in accordance with the arrangements contained in
the Terms of Reference agreed with TIAA and which accord with the requirements
of the Public Sector Internal Audit Standards (PSIAS).

Annual Report: An Annual Report will be prepared for each year in accordance with
the requirements set out in the Public Sector Internal Audit Standards (PSIAS). The
Annual Report will include our opinion of the overall adequacy and effectiveness of
the College’s governance, risk management and operational control processes and
an assessment of the College’s arrangements for securing value for money.

Other Briefings: During the year Client Briefing Notes, Benchmarking and lessons
learned digests will be provided. These are designed to keep the organisation
abreast of in-year developments which may impact on the governance, risk and
control assurance framework.

Assurance Mapping 

For each assurance review an assessment of the combined effectiveness of the
controls in mitigating the key control risks will be provided. The assurance mapping
process is set out in Annex E.
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Liaison with the External Auditor  

We will liaise with the College’s External Auditor, as required. Any matters in the 
areas included in the Annual Plan that are identified by the external auditor in their 
audit management letters will be included in the scope of the appropriate review. 

Performance 

The following Performance Targets will be used to measure the performance of 
internal audit in delivering the Annual Plan: 

Area Performance Measure Target 

Achievement of the plan 
Completion of planned audits. 100% 

Audits completed in time allocation. 100% 

Reports Issued 

Draft report issued within 10 working days of exit 
meeting. 

100% 

Final report issued within 10 working days of receipt of 
responses. 

95% 

Professional Standards Compliance with PSIAS Standards. 100% 

Conflict of Interest 

We are not aware of any conflicts of interest and should any arise we will manage 
them in line with PSIAS requirements, the College’s requirements and TIAA’s 

internal policies. 

Limitations and Responsibility 

Substantive testing will only be carried out where a review assesses the internal 
controls to be providing ‘limited’ or ‘no’ assurance with the prior approval of the 
College and additional time will be required to carry out such testing. The College is 
responsible for taking appropriate action to establish whether any loss or impropriety 
has arisen as a result of the control weaknesses. 

Internal controls can only provide reasonable and not absolute assurance against 
misstatement or loss. The limitations on assurance include the possibility of one or 

more of the following situations, control activities being circumvented by the 
collusion of two or more persons, human error, or the overriding of controls by 
management. Additionally, no assurance can be provided that the internal controls 
will continue to operate effectively in future periods or that the controls will be 
adequate to mitigate all significant risks that may arise in future.  

The responsibility for a sound system of internal controls rests with management 
and work performed by internal audit should not be relied upon to identify all 
strengths and weaknesses that may exist. Neither should internal audit work be 
relied upon to identify all circumstances of fraud or irregularity, should there be any, 
although the audit procedures have been designed so that any material irregularity 
has a reasonable probability of discovery. Even sound systems of internal control 
may not be proof against collusive fraud. 

Reliance will be placed on management to provide internal audit with full access to 
staff and to accounting records and transactions and to ensure the authenticity of 
these documents. 

The matters raised in the audit reports will be only those that come to the attention 
of the auditor during the course of the internal audit reviews and are not necessarily 
a comprehensive statement of all the weaknesses that exist or all the improvements 
that might be made. The audit reports are prepared solely for management's use 
and are not prepared for any other purpose. 

Audit Committee Responsibility 

It is the responsibility of the Audit Committee to determine that the number of audit 
days to be provided and the planned audit coverage are sufficient to meet the 
Committee’s requirements and the areas selected for review are appropriate to 
provide assurance against the key risks within the organisation. 

Release of Report 

The table below sets out the history of this plan. 

Date plan issued: 4th September 2018 
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Annex A: GUARD Risk Analysis 

Changes for 2018/19

In addition to the core audit work required to underpin the Head of Audit Annual Opinion (governance, risk management, core financial systems, network controls, follow up etc.) a
GUARD assessment of key risks has been completed, to identify those that are most relevant to the organisation and where internal audit assurance would be best focussed.
These are summarised below.

Area Commentary GUARD Risk
Grade

Included
in 2018/19
Audit Plan

Governance

Fraud/Whistleblowing The economic climate and Brexit potentially increases the threat of fraud, not only from external fraudsters but also internally, and
therefore processes need to be in place to identify and support staff should a fraud occur.
The continuing risks in relation to fraud will be addressed in the Strategic Plan, for example through review of Commercial Income
Generation.

ICT

Cybercrime Cybercrime – all the indications from 2017/18 is that there will be more sophisticated attempts to disrupt and deny services often
for no clear motive. IT review to be considered for future years.

Regulatory/Legislative

GDPR This became effective in May 2018 and will have a significant impact on how data is held and protected. There are significant
reputational implications as well as financial penalties for non-compliance. A review of GDPR was carried out in 2017/18.

Other

Financial Viability The reduction in core grant funding from the Scottish Government makes it increasingly important for Colleges to generate income
from commercial activities in order to ensure their financial viability. A review of Commercial Income Generation has been included
in the plan for 2018/19.



Curriculum In order to ensure the future success of the College, it is imperative that it offers a curriculum which meets the needs of students,
employers and other stakeholders. A review of Curriculum Development and Management has, therefore, been included in the
2018/19 plan.



Key to Grades
High Medium Low

 
Audit 11.Sept.18 Page 100



 

Annex B: Rolling Strategic Plan 

 
Review Area  Type 2017/18 2018/19 2019/20 
Governance     

EU General Data Protection Regulation Assurance 3   
Board Effectiveness Follow Up  2  

Strategic and Financial Planning Assurance   3 

Key Performance Indicators Assurance 4   

Equalities Assurance   3 
Finance     

Commercial Income Generation Assurance  4  
Project Management     

Centre for Science and Technology Project Assurance  4  
Operational     

Business Continuity Planning Assurance 3   

Curriculum Development and Management Assurance  4  
Quality Enhancement Assurance   4 

Staff Learning and Development Assurance 4   

Student Registry Assurance   4 
Human Resources     

HR Change Management Assurance 4   

Staff Performance Review Framework Assurance  3  

Staff Recruitment and Retention Assurance   4 
Follow Up     

Follow Up Review F/Up 1 1 1 
Management & Planning     

Strategic Plan and Annual Plan - 1 0.5 0.5 
Annual Report - 0.5 0.5 0.5 
Audit Management - 0.5 1 1 

 Totals 21 20 21 
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Annex C: Annual Plan – 2018/19 

Quarter Audit Type Days Rationale & Scope
1 Board Effectiveness Follow Up 2 Rationale

The Board is responsible for leading the College and has ultimate responsibility for
strategic planning, ensuring financial viability and scrutinising the College’s activities. 

As such, it is important to ensure that appropriate arrangements are in place to support
and maintain the Board’s effectiveness.

Scope
This review ascertains the status of the implementation of recommendations made
during the external Board Effectiveness review of April 2017.

1 Commercial Income Generation Assurance 4 Rationale
In order to remain financially viable, the College needs to develop and maximise
opportunities for generating income from its commercial activities.
Scope
The review examines the controls in place over income generated from the College’s 

commercial activities including policies and procedures covering this area; identification of
income due; arrangements to ensure income from commercial activities is maximised and
received in full; controls over the collection, recording, banking and accounting for income
received; segregation of duties; reconciliation of income received; and management
information and reporting arrangements.

2 Centre for Science and Technology
Project

Assurance 4 Rationale
Projects require to be effectively controlled so that anticipated business benefits are
delivered on time, to budget and to an acceptable level of quality.

Scope

This review focusses on the Centre for Science and Technology Project with emphasis
on the project management methodology in use; the structure of the project teams
including roles and responsibilities; project documentation; identification and
management of project risks; controls over costs associated with the project; and
progress monitoring and reporting.

 
Audit 11.Sept.18 Page 102



Quarter Audit Type Days Rationale & Scope 
3 Curriculum Development and 

Management 
Assurance 4 Rationale 

In order to continue to attract students and other stakeholders it is imperative that the 
curriculum is managed and developed effectively to ensure the courses provided meet 
the needs of students, employers and other stakeholders. 
Scope 
The review considers the arrangements in place for developing and managing the 
curriculum including course development and approval; meeting the needs of 
students, employers and other stakeholders; meeting the requirements of the relevant 
qualification authority; resources to deliver the curriculum including costing; monitoring 
and reporting on the curriculum delivered; and ensuring that obsolete courses or those 
which do not meet stakeholders’ needs are removed from the curriculum. 

3 Staff Performance Review Framework Assurance 3 Rationale 
It is essential that there is an effective Staff Performance Review framework in place 
so that staff performance is regularly monitored, training and support needs are 
identified and staff are developed to their full potential.  
Scope 
The review focusses on policies and procedures covering the staff performance 
reviews; roles and responsibilities in relation to the staff performance review; the 
performance review process including the identification of learning and development 
needs; objective setting mechanisms; management of staff performance and action to 
be taken in light of poor performance including disciplinary procedures; career 
development processes; and management information and reporting arrangements. 

4 Follow-up Follow up 1 The review ascertains the progress made with the implementation of the 
recommendations arising from the previous year’s internal audit reviews. 

1 2018/19 Annual Plan Management 0.5  

4 2018/19 Annual Report Management 0.5  

1-4 Audit Management Management 1 This time includes liaison with West Highland College’s management and overall 
contract management. 

  Total days 20  
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Annex D: Audit Remit

Role 

The main objective of the internal audit activity carried out by TIAA is to provide, in an
economical, efficient and timely manner, an objective evaluation of, and opinion on, the
overall adequacy and effectiveness of the College’s framework of governance, risk
management and control. TIAA is responsible for giving assurance to the College’s

“Governing Body” (being the body with overall responsibility for the organisation) on the 

adequacy and effectiveness of the College’s risk management, control and governance
processes.

Value for money issues will be considered as a matter of course during our work and any
VFM issues identified will be reported to the College during the year.

Our overall assessment of the College’s achievement of value for money with regard to
economy, efficiency or effectiveness of the systems to be reviewed will be provided once
all work is completed at year end.

Scope 

All the College’s activities fall within the remit of TIAA. TIAA may consider the adequacy
of controls necessary to secure propriety, economy, efficiency and effectiveness in all
areas. It will seek to confirm that the College’s management has taken the necessary
steps to achieve these objectives and manage the associated risks. It is not within the
remit of TIAA to question the appropriateness of policy decisions. However, TIAA is
required to examine the arrangements by which such decisions are made, monitored and
reviewed.

TIAA may also conduct any special reviews requested by the board, audit committee or
the nominated officer (being the post responsible for the day to day liaison with the TIAA),
provided such reviews do not compromise the audit service’s objectivity or independence,
or the achievement of the approved audit plan.

Access 

TIAA has unrestricted access to all documents, records, assets, personnel and premises
of the College and is authorised to obtain such information and explanations as they
consider necessary to form their opinion. The collection of data for this purpose will be
carried out in a manner prescribed by TIAA’s professional standards, Information Security 

and Information Governance policies.

Standards and Approach 

TIAA's work will be performed with due professional care, in accordance with the
requirements of the PSIAS.

Independence 

TIAA has no executive role, nor does it have any responsibility for the development,
implementation or operation of systems. However, it may provide independent and
objective advice on risk management, control, governance processes and related
matters, subject to resource constraints. For day to day administrative purposes only,
TIAA reports to a nominated officer within the College and the reporting arrangements
must take account of the nature of audit work undertaken. TIAA has a right of direct
access to the chair of the board, the chair of the audit committee and the responsible
accounting officer (being the post charged with financial responsibility).

To preserve the objectivity and impartiality of TIAA’s professional judgement, 

responsibility for implementing audit recommendations rests with the College’s

management.

Consultancy activities are only undertaken with distinct regard for potential conflict of
interest. In this role we will act in an advisory capacity and the nature and scope of the
work will be agreed in advance and strictly adhered to.

Irregularities, Including Fraud and Corruption 

TIAA will without delay report to the appropriate regulator, serious weaknesses,
significant fraud, major accounting and other breakdowns subject to the requirements of
the Proceeds of Crime Act 2003.

TIAA will be informed when evidence of potential irregularity, including fraud, corruption
or any impropriety, is discovered so that TIAA can consider the adequacy of the relevant
controls, evaluate the implication of the fraud on the risk management, control and
governance processes and consider making recommendations as appropriate. The role
of TIAA is not to investigate the irregularity unless commissioned to do so.

 
Audit 11.Sept.18 Page 104



Annex E: Assurance Mapping 

Corporate Assurance Risks 

We consider four corporate assurance risks; directed; compliance; operational and
reputational, and tailor the type of audit accordingly. For all types of audit we also
taken into account value for money considerations and any linkages to the
organisational Assurance Framework. The outcomes of our work on these corporate
assurance risks informs both the individual assignment assurance assessment and
also the annual assurance opinion statement. Detailed explanations of these
assurance assessments are set out in full in each audit report.

Assurance Assessment Gradings 

We use four levels of assurance assessment: substantial; reasonable, limited and
no. Detailed explanations of these assurance assessments are set out in full in each
audit report.

Benchmarking 

Where a similar review is carried out at a number of our clients we will subsequent
to the completion of the review at each of the clients we will where relevant provide
a benchmarking and lessons learned digest. This digest will include Operational
Effectiveness Matters for the College to consider.

Types of Audit Review 

The Annual Plan includes a range of types of audit review. The different types of
review focus on one or more of the corporate assurance risks. This approach enables
more in-depth work to be carried out in the individual assignments than would be
possible if all four assurance risks were considered in every review. The suite of audit
reviews and how they individually and collectively enable us to inform our overall
opinion on the adequacy and effectiveness of the governance, risk and control
arrangements is set out in the assurance mapping diagram.
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: Audit 

110918/11 
Subject Complaints Report 

Purpose of paper 

The annual report identifies the number of complaints received 
and dealt with in the academic year 17_18. Along with statistical 
analysis and trends from the previous academic period 

Key Issues, Common Themes and Lessons Learned 
1. Lecturers must ensure when communicating information to

students that they do so in a timely manner to allow 
students to plan their study for the coming academic year. 

2. Delivery of courses by new staff must have a robust
planning system in place to ensure that lecturers are fully
supported in the delivery in schools. Peer observations
and managing classroom behaviours  to be part of the
induction process for new staff with clear reporting
guidelines.

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐

2. Excellence for All ☐

3. Other strategies ☐

4. Risk management ☒

5. New opportunity/change ☐

Describe the linkage: 
Under Stage 3 of the CHP, a complainant can forward a 
complaint to the Scottish Public Services Ombudsman (SPSO) if 
they are not satisfied with the outcome of the internal 
investigation. This can subsequently result in an investigation by 
SPSO into the complaint. 

Content sensitivity Normal 
Resource implications 
Give details if yes No 

Risk implications No Further explain risk implications 
Date paper prepared 07/09/2018 
Date of meeting 11/09/2018 
Author Tracy Matheson 
Equality Impact Assessment No  If no, explain why, if yes give details of impact assessment.    

Action requested 
(tick those that apply) 

For information ☐

For discussion   ☒

For endorsing   ☐

For decision  ☐

Consultation has been carried 
out with 
Staff ☐

Students ☐

UHI and Partners ☐

External ☐

Which other committees have been consulted? 
How else have you consulted? 

Describe here 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason.
Its disclosure would substantially prejudice a programme of research ☐

Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐

Its disclosure would substantially prejudice the effective conduct of public affairs ☐

Its disclosure would constitute a breach of the Data Protection Act ☐

Its disclosure would constitute a breach of confidence actionable in court ☐

Other (please give further details) ☐

For how long should a paper be withheld? 
1. Length of time needed ☐

2. A condition is required ☐

Describe 
1. 
2. 

Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 

http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp
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HE/FE Complaint Report for the Academic Period: 1st August 2017 – 31st July 2018 

WHC_UHI_Complaints Annual Report1718_.docx 1 28/08/2017 

1. Introduction

West Highland College UHI consists of 10 discrete Learning Centres spread over a wide geographical area 
covering the North West Highlands of Scotland. The College is committed to valuing complaints and our 
aim is to resolve issues of dissatisfaction as close to the initial point of contact as possible and to conduct 
thorough and fair investigations of complaints so that, where appropriate, we can make evidence-based 
decisions on the facts of each individual case.  

The College has adopted a two stage Model Complaints Handling Policy embracing the principles issued 
from the Scottish Public Services Ombudsman (SPSO). These principles are that the complaints policy and 
process should be accessible, fair, flexible, confidential, clear, and timely. Consistent with this policy the 
College has committed to publishing quarterly and annual summaries of complaints outcomes, trends and 
actions taken to improve our services.  

2. Overview of Complaints

The following table presents figures on complaints, 5 in total, received directly by the College for the 
period 1st Aug 2017 – 31st July 2018 

Complaints received by category: HE FE 
Number of complaints considered at the frontline resolution stage 
Number of complaints closed at the frontline resolution stage within 5 working days 2 
Number of complaints where an extension to the 5 working day timeline was 
authorised 
Average number of working days to resolve complaints at the frontline resolution 
stage 
Number of complaints considered at the investigation stage 
Number of complaints resolved at the investigation stage within 20 working days 
Number of complaints where an extension to the 20 working day timeline has been 
authorised 

1 

Average number of working days to resolve complaints at the investigation stage 
 

Number of complaints upheld 
Number of complaints not upheld 1 1 
Number of complaints partially upheld 1 
Number of complaints withdrawn 
Number of complaints with extended circumstances 
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3 Year Trend Data 

WHC Feedback - Complaints and Compliments 

Complaints 15/16 16/17 17/18 
HE 1 1 1 

FE 3 4 2 

Redbutton 15/16 16/17 17/18 

Positive feedback  
requests and suggestions 

1 5 5 

Negative feedback, issues 
of concern 

24 17 6 

All feedback is cascaded to teams, on completion of 
a full investigation, any issues of concern are 
resolved. 

3. Key Issues, Common Themes and Lessons Learned in Academic Year 2017_2018:

1. Lecturers must ensure when communicating information to students that they do so in a timely
manner to allow students to plan their study for the coming academic year.

2. Delivery of courses by new staff must have a robust planning system in place to ensure that lecturers
are fully supported in the delivery in schools. Peer observations and managing classroom behaviours
to be part of the induction process for new staff with clear reporting guidelines.

As part of the single policy environment reportage of complaints from 2018/19 will be following the new 
procedures currently being implemented across UHI. 



West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: 

110918/12 
Subject Data Breach Log 
Purpose of paper Assurance on compliance with data breach reporting guidelines 
Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐

2. Excellence for All ☐

3. Other strategies ☐

4. Risk management ☐

5. New opportunity/change ☐

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            Give details about resource implications 

Risk implications No Further explain risk implications 
Date paper prepared 03/09/2018 
Date of meeting 11/09/2018 
Author Matt Simpkinson – Vice Principal Finance & Corporate Services 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☒

For discussion   ☐

For endorsing   ☐

For decision  ☐

Consultation has been carried 
out with 
Staff ☐

Students ☐

UHI and Partners ☐

External ☐

Which other committees have been consulted? 
How else have you consulted? 

. 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Choose an item. 
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* If a paper should not be included within “open” business, please highlight below the reason.
Its disclosure would substantially prejudice a programme of research ☐

Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐

Its disclosure would substantially prejudice the effective conduct of public affairs ☐

Its disclosure would constitute a breach of the Data Protection Act ☐

Its disclosure would constitute a breach of confidence actionable in court ☐

Other (please give further details) ☐

For how long should a paper be withheld? 
1. Length of time needed ☐

2. A condition is required ☐

Describe 
1. Click or tap here to enter text.
2. Click or tap here to enter text.

Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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Data Breach and near miss log

Date Classification
Reported 
by

Data 
Protectio

ICO 
Notified Description Actions taken

28/05/2018 Data Breach
Sarah 
Bruce No No Lecturer sent SB personal email address of student. 

Lecturer told not to collect personal 
email addresses and to use UHI system

31/07/2018 Data Breach
Chrissy 
Harris Yes No

File containing list of students seeking accommodation 
sent to two students seeking accommodation in error 
(rather than accommodation listing)

Email recalled and cover email sent to ask
for deletion. Called DPO to discuss and 
decided this did not warrant ICO 
notification or notification of impacted 
students (the list only includes name, 
email & phone number, not sensitive 
data)

17/08/2018 Receipt of data i Fiona Gun No No

Email containing personal information for staff 
members received after being sent to the wrong Fiona 
Gunn.

Email deleted and Inverness College 
notified

29/08/2018 Receipt of data i Fiona Gun No No

Email containing personal information for one staff 
member received after being sent to the wrong Fiona 
Gunn.

Email deleted and Inverness College 
notified
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: 

110918/13 
Subject FoI Log 
Purpose of paper Freedom of information request tracker 
Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐

2. Excellence for All ☐

3. Other strategies ☐

4. Risk management ☐

5. New opportunity/change ☐

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            Give details about resource implications 

Risk implications No Further explain risk implications 
Date paper prepared 03/09/2018 
Date of meeting 11/09/2018 
Author Matt Simpkinson – Vice Principal Finance & Corporate Services 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☒

For discussion   ☐

For endorsing   ☐

For decision  ☐

Consultation has been carried 
out with 
Staff ☐

Students ☐

UHI and Partners ☐

External ☐

Which other committees have been consulted? 
How else have you consulted? 

. 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Choose an item. 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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Request Response On Organisation Subject
Rejected 
(Y/N) Reason for rejection

Date Date Time
08/01/2018 30/01/2018 Yes Private Safeguarding procedures
11/01/2018 08/02/2018 Yes EIS Zero hour contracts
06/02/2018 08/02/2018 Yes Scottish Labour Party Contracts with outsourcing companies
07/02/2018 02/03/2018 Yes Private Paternity Leave 
12/02/2018 02/03/2018 Yes NUS Student homelessness
07/02/2018 05/03/2018 Yes NUS Student conselling
12/02/2018 05/03/2018 Yes Quantum Law Energy brokers and costs
14/03/2018 21/03/2018 Yes Sunday Herald Sexual Assault and harassment
16/03/2018 20/03/2018 Yes Private Procurement 
21/03/2018 28/03/2018 Yes Telegraph Principal's Pay Yes Refused on the grounds of cost
21/03/2018 28/03/2018 Yes Telegraph Expenditure on events Yes Refused on the grounds of cost
21/03/2018 28/03/2018 Yes Telegraph Principal travel Yes Refused on the grounds of cost
21/03/2018 28/03/2018 Yes Telegraph Principal hotel stays Yes Refused on the grounds of cost
21/03/2018 28/03/2018 Yes Telegraph Principal CPD Yes Refused on the grounds of cost
29/03/2018 27/04/2018 Yes Telegraph All the above but for 2 years not 5
09/04/2018 05/05/2018 Yes EIS Use of external managers for investigations
09/04/2018 05/05/2018 Yes EIS Running courses with benefit sanctions 
09/05/2018 17/05/2018 Yes Scottish Parliament Provision of free sanitary products
22/05/2018 29/06/2018 No University of Liverpool Diversity of applicants for jobs in Music We did not hold all of the requested info
06/06/2018 02/07/2018 Yes Scottish Labour Party Enrolments with declared disability
20/07/2018 16/08/2018 Yes Unison Assualts on staff
30/08/2018 BBC Student mental health
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