
Audit Committee

27 November 2019, 16:00 to 17:00
FW (G1/3) and by VC

Agenda

1
Apologies
2
Declara ons of Interest
3
Minutes of the Audit Commi ee mee ng of 10 September 2019

Decision

Alan Sears

 Minutes_Audit Committee_100919.pdf (2 pages)

4
Ma ers Arising
5
Any Other Business
6
Risk Register
6.1
Risk Register

Discussion

Lydia Rohmer

 Audit Committee_271119_11_Risk register.pdf (8 pages)

6.2
Report on Board risk training

Decision

Lydia Rohmer

 Audit Committee_271119_12_Report on Board Risk
Training.pdf

(15 pages)

7
CONFIDENTIAL Internal Audit Outstanding Ac ons 1819

Discussion

Paula Lister

 Audit Committee_271119_07_Internal audit
actions.pdf

(6 pages)

8
Internal Auditors' Report for 2018‐19

Endorsement

Paula Lister

 Audit Committee_271119_06_Internal auditors
annual report.pdf

(6 pages)

9
Procurement of internal and external auditors

Discussion

Paula Lister

 Audit Committee_271119_08_procurement of (2 pages)



auditors.pdf

10
Good Governance Steering Group: update

Information

Claire Wylie

 Audit Committee_271119_02_GGSG update.pdf (7 pages)

11
External Effec veness Review

Decision

Claire Wylie

 Audit Committee_271119_01_external review.pdf (3 pages)

12
Dra  Annual Audit Commi ee Report to the Board

Decision

Alan Sears

 Audit Committee_271119_03_draft audit cttee
report to Board.pdf

(9 pages)

13
Board Development Plan (update)

Decision

Claire Wylie

 Audit Committee_271119_05_Board Dev plan.pdf (5 pages)

14
Policies
14.1
Freedom of Information

Decision or Endorsement

Paula Lister

 Audit Committee_271119_14_FoI policy.pdf (8 pages)

14.2
DELAY TO Data Protection and Freedom of Information

Decision

Claire Wylie

 Audit Committee_271119_13_Policies delay.pdf (2 pages)

15
Complaints Report

Information

Lydia Rohmer

 Audit Committee_271119_04_complaints.pdf (4 pages)

16
Data Breach Log

Information

Paula Lister

 Audit Committee_271119_09_data breach log.pdf (5 pages)

17
FOI Report

Information

Paula Lister

 Audit Committee_271119_10_FOI report.pdf (3 pages)



18
Date of Next Mee ng
 Thursday 5 March 2020



Audit Committee
10 September 2019, 16:30 to 18:00
FW (G1/3) and by VC (Auchtertyre)

Attendees
Board members

Members: Alan Sears (Convenor), Duncan Ferguson, Robert Kelly, Deryck Nutley, Emma Lawson, Christine Mackay, Nigel Patterson. 
Attending: Sue Macfarlane (Depute Principal), Martin Ritchie (TIAA), Lydia Rohmer (Principal), Claire Wylie (Secretary)

Meeting minutes

1. Apologies
There were no apologies.

2. Declarations of interest
There were no declarations of interest.

3. Minutes of the Audit Committee meeting of 10 June 2019
The minutes were approved. 

 Minutes_WHC Audit Committee meeting_100619-4.pdf

4. Matters arising
There were no matters arising.

5. Any other business

5.1. Senior staff changes

Sue was congratulated on her secondment to UHI as the Director of Transformation (FE), and it was noted as showing
the College in a good light. It did mean some changes at a senior level within the College about which the Board
expressed some anxiety in terms of workload and effect on remaining staff. The Principal advised that she had made
some re-alignments at the senior level and was consulting on further changes including to the structure of meetings and
a new business development post. 

The STEM Project Director was also leaving to take up a UHI post and Lydia raised a concern about the difficulties of
recruiting to this post.

These changes were noted by the Board as being an additional risk to the College. If need be, Lydia advised that she
would be able to approach UHI for a greater level of resource. 

5.2. Risk Management Training (2)

A second risk management training day had been arranged for October 28th 2019. The Secretary asked for members to
send suggestions for any particular topics that members would like to see covered.

6. Risk register
The Principal presented a risk register, which had been marginally revised further to the discussion at the June Board. 

With regard to WHC5 capital funding, Lydia was able to tell the Committee that it had been agreed that funds from the

Decision
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Longman Campus sale would be put towards the STEM Centre costs, although it was not clear how much this would
amount to. Other potential sources of funding were being actively sought; as the conclusion of the spending review
neared, close contact with ministers was being maintained, and funding applications were being submitted. 

A short discussion was held on WHC6, regarding the ICT infra-structure. The Principal said that any ICT shared service
was on-hold at the moment. Future shared service may more likely start with Corporate Services.

The Committee approved the register.

 Audit_10Sept19_05_Risk Register.pdf

7. Internal audit reports:
Curriculum Development and Management
Follow-up Review
Internal audit tracker

Curriculum Development and Management

Martin Ritchie from TIAA said that the level of assurance in this area was Substantial. There had been lots of positive
movement in improving procedures, and more evidence-based decision making. The only routine matter to address was
regarding an Approval event not always having all the right documentation in place.

Follow-up Review

Martin reported that there was still work to be done in completing the recommendations from earlier reports. This was
acknowledged by the Principal, who explained that the change in finance directors had delayed things a little, but that
she expected the next review to close off many of the items.

Alan's view was that the Audit Committee would like to see in-roads being made into the list of recommendations and
would monitor the internal audit-tracker to check progress.

Internal Audit Tracker

This was being offered to the Audit Committee for the first time, and was welcomed by Martin and Committee members
alike. TIAA would not examine completion of recommendations until its next Follow up Review expected in June 2020, so
the Audit Committee's oversight of this over the course of the year would be useful. 

The reports were approved by the Committee and short versions would go to the Board for its information.

 Audit_10Sept19_02_Internal audit reports.pdf

Decision

8. Complaints annual report
This was received for information. The small increase in complaints was noted, although the number was still very small. 

 Audit_10Sept19_01_Complaints.pdf

Information

9. Data breach report
Noted for information. Ways to improve data security going forward were welcomed.

 Audit_10Sept19_04_Data Breach Report.pdf

Information

10. FoI report
Noted.

 Audit_10Sept19_03_FOI report.pdf

Information

11. Date of next meeting
Wednesday 27 November 2019 (and joint meeting with F&GP Committee)
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no:  

Audit 271119/11 
Subject West Highland College UHI Risk Register – review  

Purpose of paper 

 
The attached risk register contains the WHC risk register, and the 
new UHI common risk register, cross-referenced and rated within 
the WHC context.  
 
There are no new proposals for risk changes.  
 
This paper links to the report on the Board’s recent risk training 
day and considerations for changes. Any changes to the risk 
register or reporting will be incorporated into the next iteration, 
following discussion and agreement of those changes at the 
December 2019 Board meeting.  
 
 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage:  

Content sensitivity Normal 
Resource implications 
Give details if yes No            N/A 

Risk implications 

Yes  The Board needs to identify major risks which could impact 
detrimentally on its ability to deliver the college’s strategy; the 
college executive are responsible for identifying and managing 
mitigation to reduce identified risks to ensure the college achieves 
its strategic aims and performs effectively. 

Date paper prepared 22/11/2019 
Date of meeting 27/11/2019 
Author Lydia Rohmer, Principal and Chief Executive 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
N/A     

Action requested 
(tick those that apply) 

For information ☒ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
 
Describe here 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1.  
2.  

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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West Highland College UHI Risk Appetite Statement 

Last approved by Board on: 27 June 2018

The Board’s appetite to risk reflects an openness to innovative and enterprising approaches to the provision of a range of excellent learning 
opportunities for students and communities across the breadth of the West Highlands, which is underpinned by a more risk averse attitude 
to the arrangements required to maintain a sustainable and well governed organisation. 
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West Highland College UHI Risk Register

Last reviewed by Board on: 02-Oct-19
For Review by Board on: 01-Dec-19 Last approved by Board on: 02-Oct-19

Each risk is rated, based on likelihood of the risk happening (5 = frequent or very likely; 1 = infrequent or very unlikely) and its level of impact (5 = catastrophic; 1 = insignificant).
Ratings: RED - 20-25; AMBER: 12-19; GREEN: 11 and under

Ref ID
Risk 

Status
Category Risk Description Impact/Evidence

Link to WHC 
Strategy 2016-

2021
Risk Owner

Rating (Likelihood x 
Impact)

RAG Mitigation/Control Residual Risk Rating RAG Review of Mitigation
Date of Next 

Review by 
Board

Change in residual RAG

WHC 1 active financial

reduction of core grant funding from Scottish 
Government in context of comprehensive spending 
reviews

reduction in core grant income potentially 
leading to reduction in breadth of FE and HE 
course provision; may lead to reduction in 
staffing; could affect viability of some college 
centres; impact could affect long-term 
viability of college; SA1 Principal 5x4=20

External liaison via UHI to influence funding 
settlement; work with Colleges Scotland to influence 
input to spending review to SG as well as FE funding 
review, including remoteness and access/inclusion 
funding; work with UHI EO to review HE RAM funding 
model; ensure college cost review, monitoring and 
control in place; continue to increase commercial 
income generation; 4x4=16

Whilst mitigation in college's control is 
working well, economic uncertainty 
persists; long term planning is 
impossible due to year on year 
comprehensive  annual spending 
reviews with uncertain outcomes. 
Unknown economic impact of Brexit 
on public funding exacerbates 
uncertainty. Core Grant FE Funding 
increases for 17/18 and 18/19 
exclusively reserved for national 
bargaining funding; modest increase 
to region in rurality funding for 18/19; 
the college will have to continue to 
negotiate an annual share of funding 
within the regional context. 17/12/2019

RED to AMBER          (March 
2018)

WHC 2 active financial
Implications from introduction of national pay 
bargaining

Significant increase of staff costs through 
potential national harmonisation of staff pay, 
terms and conditions; worst case scenario 
will affect college's mission, estate and 
income to a business critical extent

People         
Financial 
Sustainability Principal 5x5=25

Together with FERB and Colleges Scotland Board and 
Principals Group, influence shape of national pay 
bargaining model, transition and funding 5x4=20

short term mitigation has been 
effective in ensuring financial needs 
are fully captured by Employers 
Association and SFC; intention to fully 
fund college needs underpins 18/19 
SFC indicative funding; long term risk 
still extant regarding clarity over SFC 
funding policy beyond harmonisation; 
if funding not fully consolidated, 
potentially business critical risk in 
medium to longer term (3-5 years) 17/12/2019

AMBER to RED (December 
2018)

WHC 5 active financial
Failure to secure sufficient capital funding to provide 
necessary facilities for  planned curriculum growth 

Inability to deliver agreed 3 year curriculum 
plan; inability to deliver agreed estates 
development priorities; inability to deliver 
college's business plan for growth

SA1 and 3       
Estates and 
Infrastructure

Principal 
with FD 4X5=20

Fully utilise existing estate; utilise reserves to 
facilitate planned curriculum growth; seek relevant 
external/commercial partnerships to invest in 
facilities and equipment ; ensure political and key 
agency lobby to support college investment plans 4X5=20

availability of capital funds uncertain 
in current economic climate; access 
routes/processes to capital funding via 
regional strategic body or SFC remains 
unclear, although RSB and SFC 
contributors to funding the Business 
Case development for CEST; in 
principal approval (subject to funding) 
for FBC from SFC on 20/11/18; 
agreement from SFC to fund move to 
Building Warrant Stage (RIBA 4) has 
resulted in moving finanical risk to 
WHC for this stage; no direct route to 
SG capital funding in prospect at April 
2019; UHI mitigation in place, with 
SFC promising to deliver funding 
retrospectively in 2019. 17/12/2019

 both risk and residual risk  
moved from AMBER to 
RED (June 2019)

WHC 6 active financial
Failure to secure reliable ICT infra-structure for VC 
meetings and online course delivery

Inability to deliver contracted delivery; 
Inefficient access to curriculum and class 
size; inefficient communications

SA1 and 2      
Estates and 
Infrastructure    
Finanical 
Sustainability

Principal 
with FD 5x4=20

Shared services project for ICT is likely to deliver 
improved UHI ICT strategy, distribution of resource; 
BT investment in broadband in West Highlands 4x4=16

UHI shared services project on hold; 
some investment to improve ICT 
infrastructure made by LIS and 
through SWAN 17/12/2019

WHC 7 active financial
Failure to realise planned Phase 2 student 
accommodation block at St Mary's (FW)

Inability to provide sufficient student 
accommodation in Fort William, leading to 
inability to attract students from outwith 
Fort William to study on degree and FE 
courses

SA1           Estates 
and 
Infrastructure       
Financial 
Sustainability

Principal 
with FD 5x4=20

representation of needs through UHI Student 
Residencies Partner Board, FERB and Court

3x4=12; revised: 
4x5=20

City Heart planning permission in 
place as of March 18; progression of 
project still to be clarified due to 
increased project costs and current 
UHI risk review of all residences; UHI 
currently re-considering a proposal 
from its FGP Committee re Fort 
William 2 and outcome uncertain until 
March 19 17/12/2019

AMBER to RED (December 
2018)
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WHC 8 active financial Under-utilisation of Learning Centres

Lack of demand for curriculum. Inability to 
impact positively on local 
economy/opportunity; Reduced student 
numbers; reduced income; inability to 
deliver core funded activity; staffing 
implications; impact on viability of centres

SA1       Financial 
Sustainability ELT 3x4=12

Student activity apportioned across centres. Effective 
curriculum planning and monitoring of demand. 
Marketing strategy in place. Liaison with Highland 
Council and other providers over public transport 
provision, particularly in Skye and Wester Ross 3x3=9 mitigation and controls working well 17/12/2019

WHC 9 active financial
Overprovision of curriculum delivered to Schools which 
is double-funded by Local Authority

Reduction in funded activity; potential 
reduction in courses and inability to meet 
Credit target

SA1 and 3      
Financial 
Sustainability

Principal 
with VPAA 3x4=12

Develop curriculum strategy and review methodology; 
set college limit on schools activity as overall 
percentage of FE activity in context of DYW; liaise with 
Highland Council on strategic alignment of college and 
Education Directorate strategic plans for senior phase 
delivery; work with Colleges Scotland on 'Learner 
Journey' lobby to SFC and SG 3x3=9

college controls working well; 
outcome of HC strategic review of 
schools;  outcome of SFC/SG review of 
the learner journey published May 
2018 - contains no proposal for 
funding reduction 17/12/2019

WHC 10 active financial Failure to meet planned student recruitment targets Loss of income with budget implications
SA1       Financial 
Sustainability VPAA 3x4=12

Develop and implement appropriate quality, 
marketing and recruitment plans.  Ensure good 
experience to aid student retention. Regular 
monitoring through ELT. 3x4=12

college meets FE targets every year; 
HE targets more difficult to meet due 
to inability to mitigate recruitment 
shortfalls in year. HE growth 
continuing year on year in terms of 
FTE and headcount, even if UHI budget 
targets not met; plans in place to 
improve HE target/budget setting; 17/12/2019

WHC 13 active financial failure to effectively plan for business continuity
Inability to respond to business disruption 
appropriately

Financial 
Sustainability Principal 3x4=12

assurance through internal audit; annual internal 
testing and training; partnership-wide testing and 
training 2x4=8

UHI training and testing undertaken in 
April 2018; WHC training and testing 
undertaken in February 2018; WHC 
internal audit carried out in spring 
2018 17/12/2019

WHC 14 active financial Lack of business engagement
Reduction in input to courses so less 
relevance and student placement on courses. SA3 VPAA 4x4=16

Ensure full engagement with the business community 
through BEST and DYW West Highland Employer 
Group, as well as Employability Development Team 3x3=9 mitigation implemented 17/12/2019

WHC 15 active financial Lack of retention of students

Student withdrawals.Reputational 
damage.Reduction in recruitment.Reduced 
funding for Bursaries.

SA2       Financial 
Sustainability VPAA 4x4=16

Ensure best possible learning experience. Monitor 
Retention via the Learning and Teaching 
strategy.Implement HE and FE retention plan; Advise 
Students at application stage that bursaries are means 
tested and that funds are limited. Student 
engagement formalised through HISA and college 
resource 2x4=8

Retention consistently above national 
and regional average for FE, with non-
continuation rates in HE better than 
UHI average; monitoring and 
management of retention and student 
success consolidated as part of college 
quality culture 17/12/2019

WHC 20 active financial
Removal of ESIF Funding (2014-2020) for 
FE/HE/Research

Expect no change to 16/17 plan; medium 
term: Funding stream at risk. Risk to 
consolidation of FE/HE Growth; risk to ESIF 
funded PHD studentships; Risk to curriculum 
plan for growth, only funded from core.

SA1-3   Financial 
Sustainability Principal 5x4=20

work with UHI to lobby for retention of current ESIF 
funding levels for as long as possible; work with 
Colleges Scotland on lobby to SG; review curriculum 
plans 4x4=16

mitigation active; significant financial 
contraction could ensue, but unlikely 
to be business critical in itself; Brexit 
issue 17/12/2019

WHC 21 active financial
Removal of Centre for Recreation and Tourism Research 
(CRTR) EU Funding/Inability to access new EU funding

Current EU funding secure for 16/17. Future 
Funding streams based in EU funding 
schemes at risk. Potential threat to 
continued existence of CRTR; threat to WHC 
research activity/profile and research-
informed learning and teaching in outdoor 
and adventure tourism SA2 and 3 Principal 5x4=20

Ensure CRTR staff contracts are linked to funding; seek 
alternative non-EU funding opportunities within UK 
and globally (this requires additional investment); 
continue to support PGT and research degrees for 
staff; work with UHI, US and CS on retention of 
funding levels; 4x3=12

mitigation active, but not yet known if 
effective; whilst significiant, not 
business critical for whole college 
operations; Brexit discussions and 
prelimiary  agreements highlighting 
need to protect access to EU research 
funding for UK 17/12/2019

WHC 22 active financial Loss of EU students

Risk that EU students applying for HE courses 
starting 18/19 defer or withdraw due to 
Brexit uncertainty; EU students will become 
international students required to pay 
international fees - likelihood of significant 
reduction of EU student numbers SA1 Principal 4x4=16 review EU, RUK and international strategy with UHI 4x3=12 mitigation not yet implemented 17/12/2019

reduced risk rating from 
16-12 in line with other 
Brexit related risks

WHC 24 active financial Loss of ERASMUS - staff and student mobility

loss of funding to support staff and student 
mobility; impact on EU students studying at 
the college; impact on WHC students wishing 
to study abroad; impact on funding for 
scholarship, research and conferences

SA2 and 3   
People     Principal 4x3=12

ensure WHC lobbies mitigation of impact via UHI, CS 
and US to Scottish Funding Council and Government 4x3=12 mitigation impact not yet known 17/12/2019

WHC 12 active governance Failure to comply with legal obligations Litigation.High levels of external scrutiny
Financial 
Sustainability Principal 2x4=8

regular review of statutory requirements; policy 
review in collaboration with Secretary to Board 2x4=8 mitigation implemented 17/12/2019

WHC 16 active governance
Number of Board members with insufficient skills to 
provide necessary scrutiny

Lack of detailed scrutiny and lack of focus on 
strategic direction SA1-3

College 
Secretary to 
Board 3x4=12

Effective Board recruitment process and training 
(initial and on-going) of Board members, linked to 
Committee responsibilities; ensure Relevant expertise 
across all strategic areas - legal, HR, finance, audit, 
academic, skills matrix 3x3=9

mitigation reviewed and in 
implementation 17/12/2019
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WHC 17 active governance
Board members fail to exercise due 
diligence/independent scrutiny Potential mission drift SA1-3

College 
Secretary to 
Board        
Principal 3x4=12

Identify Board performance issues through Board self-
evaluation; implement Code of Good Governance 3x3=9

mitigation reviewed and in 
implementation 17/12/2019

WHC 18 active governance Failure to comply with Code of Good Governance

breach of RSB Finanical Memorandum 
leading to increased scrutiny by RSB, SFC and 
SG; may lead to reputational damage and 
loss of funding; SA1-3

Chair      
College 
Secretary to 
Board 3x4=12

review requirements of Code of Good Governance and 
assure compliance 3x3=9

mitigation reviewed and in 
implementation 17/12/2019

WHC 19 active governance Impact of UHI Strategic Review

Uncertain outcome of UHI strategic review 
and change programmes for future 
governance or partnership arrangements; 
potential funding and operational 
implications; prolonged uncertainty impacts 
detrimentally on medium to long term 
planning; Potential loss of influence to secure 
adequate resources to meet the needs of the 
West Highlands; SA1-3

Chair      
Principal 4x4=16

WHC participation in UHI Assembly and Programme 
Board; Working through FERB to secure fair and 
transparent governance throughout the region; work 
with EO on fair implementation of UHI strategic plan 
2015-2020 to secure regional perspective, including 
recognition of the needs of the West Highlands;Work 
towards a strategic alliance with other colleges in the 
West Highlands to enhance ability to secure resources 
to meet the needs of West Highland communities for 
further and higher education. Principal can provide 
local perspectives both through  dual  role as VP 
Tertiary into UHI SMT, as well as through Partnership 
Council. Chair influences through FERB and UHI Court 
engagement.

3x4=12 (revised from 
4x4=16)

UHI Programme Board agreed a 
pragmatic approach to change; UHI 
Assembly fully inclusive of all 
academic partners 17/12/2019

RED to AMBER          (March 
2018) reclassified risk

Revised Risk Description as per 
Board request December 2018

WHC 4 active organisational

Failure to ensure effective and efficient staffing 
capacity, including succession planning for key senior 
leadership and management posts

Increased cost of delivery; insufficient 
leadership and professional capacity; impact 
on student experience; impact on business 
continuity;

SA1, 2, 3       
People       
Finanical 
Sustainability ELT 4x4=16

Regular monitoring of relevant KPIs for staffing; full 
development of college's People Strategy; develop a 
talent attraction and succession planning strategy 
appropriate to the context of the college 3x4=12 

aspects of mitigation to be developed 
and implemented 17/12/2019

residual risk GREEN to 
AMBER (June 2019)

Revised Risk Description as per 
Board request March 2019 in light 
of FD recruitment issues

WHC 11 active organisational
Failure to fully implement key systems. (Finance, HR, 
ICT, Quality)

Poor quality delivery; inefficiencies in 
delivery and admin; inability to progress 
WHC to standard required

People      Estates 
and 
Infrastructure      
Financial 
Sustainability   ELT 3x4=12

Systems identified and adopted. Relevant resources 
allocated in Plan.Training plans in place. 2x4=8 mitigation implemented 17/12/2019

WHC 23 active organisational Loss of key staff

Loss of current EU staff and specialist skills, 
including Principal, if no automatic right to 
remain for current EU citizens once Brexit 
activated People

Chair    
Principal 4x4=16

support EU staff through relevant HR information, and 
support to apply for residence permits, work visa and 
citizenship applications; collaborate with UHI, CS and 
US on lobby to SG and UK Gov 4x4=16 mitigation not yet implemented 17/12/2019
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UHI  Common Risks for review by WHC Board (last reviewed 2 October 2019)

UHI Risk 
No

Link to 
WHC Risk Date

Risk 
Status Category Description Causes Impact Owner likelihood impact gross risk RAG Mitigation

residual 
likelihood

residual 
impact

residual 
risk RAG Review of Mitigation

Date of 
next review 
by Board

UHI 01 WHC 10 30/03/2017 active financial College does not achieve allocated HE student 
number targets. 

Failure to recruit sufficient students due to 
various factors such as: over ambitious PPF 
target, poor marketing, curriculum gaps, poor 
NNS results etc 

loss of income with budget implications VPAA 3 4 12

Develop and implement 
appropriate quality, marketing and 
recruitment plans.  Ensure good 
experience to aid student 
retention. Regular monitoring 
through ELT.

3 4 12
significant growth in HE 
numbers year on year since 
2010 (from 35 to 280 FTE); 
targets mostly met, but 
undershot  2017/18 and 
18/19; review of planning and 
budgeting underway

17/12/2019

UHI 02 WHC 10 30/03/2017 active financial College does not achieve allocated FE Credit 
targets. 

Failure to recruit sufficient students due to 
various factors such as: over ambitious target, 
curriculum gaps, ineffective marketing and 
engagement with local schools/employers.  

loss of income with budget implications VPAA 3 4 12

Develop and implement 
appropriate quality, marketing and 
recruitment plans.  Ensure good 
experience to aid student 
retention. Regular monitoring 
through ELT.

2 4 8

FE targets met and exceeded 
for last 7 years;

17/12/2019

UHI 03 WHC 15 30/03/2017 active organisational The institution has a poor reputation. Significant or sustained adverse publicity, 
governance/management failure, negative 
comments on social media, poor academic 
results, poor performance in league tables, 
significant withdrawal rates   

Inability to recruit students or attract and retain 
high calibre staff, inability to attract funding 
and/or develop strategic partnerships  

Principal 3 5 15 ensure best possible learning 
experience through quality 
enhancement, student support 
strategy plus people, estates, 
communications and student 
engagement strategy

2 4 8 strategy framework in place 
for quality, people, student 
support and communications; 
HISA partnership established. 
Retention plan in place

17/12/2019

UHI 04 WHC 23 30/03/2017 active organisational Disruption to services/projects and/or 
partnership working resulting from loss of a key 
staff member.    

Retirement, resignation or death in service of 
key staff member(s). Inadequate succession 
planning. Over reliance on indivduals. 
Associated knock on impacts resulting from 
transition arrangments with staff acting up 
and possible failure of backfill solutions.  
Brexit affecting EU staff's leave to remain, 
including Principal.

Projects delayed due to loss of continuity, 
corporate knowledge gaps and disruption/loss of 
established relationships and contacts.   Loss of 
leadership/operating capacity in key areas.

Principal 
and Chair

4 4 16 People strategy, including talent 
management and succession 
planning to enhance resilience. 
Brexit: support EU staff through HR 
and support for residence/work 
permits; collaborate with UHI, CS 
and US to lobby Scottish/UK Govs.

4 4 16 people strategy in place, but 
impact of Brexit unknown

17/12/2019

UHI 05 WHC 12 30/03/2017 active organisational Non-compliance with relevant statutory 
regulations.

Lack of awareness of relevant laws and 
penalties. Management failures. E.g new 
General Data Protection Regulation from 25th 
May 2018, Bribery Act, Health and Safety 
Regulations etc. 

GDPR will provide new rights for individuals and 
impose additional obligations on data controllers 
and processors. GDPR will also introduce an 
increasesd penalty framework for non-
compliance/data breaches and includes new 
requirements for authorities to ensure that they 
maintain evidence to demonstrate compliance 
with the Law.   

Principal 2 4 8 regular review of statutory 
requirements; policy review in 
collaboration with Secretary to 
Board

2 4 8 mitigation implemented 17/12/2019

UHI 06 WHC 16,17, 
18

30/03/2017 active organisational Governance Failure.  Governing body does not have an appropriate 
balance of skills and experience. Role of a 
governor/director is onerous and it is difficult 
to attract a broad range of high calibre 
individuals to serve for non-remunerated 
roles 

Recent advertisements for new members have 
attracted few applications

College 
secretary

3 4 12 effective board recruitment and 
training processes; implementation 
of self and external effectiveness 
evaluation; implementation of 
Code of Good Governance

3 3 9 mitigation implemented 17/12/2019

UHI 07 WHC 
1,2,3,8,10

30/03/2017 active financial Financial failure/operating loss. Inability to 
achieve a balanced budget.      

Increased pay costs (national bargaining), 
pensions and NI contributions. Efficiency 
savings are not achieved quickly enough to 
counteract reductions in income.            

Potential cuts in centres/staff resulting in 
inability to maintain a viable curiculum offering 
with adequate student support, eventually 
leading to inability to recruit to targets and 
inability to maintain a sustainable organisation 
and viable business.  

Principal 5 5 25 working with FERB and CS influence 
funding settlement and 
shape/transition to national 
bargaining; ensure cost control 
system in place

5 4 20
#REF!

short term mitigation has been 
effective in ensuring financial 
needs are fully captured by 
Employers Association and 
SFC; intention to fully fund 
college needs underpins 18/19 
SFC indicative funding; long 
term risk still extant regarding 
clarity over SFC funding policy 
beyond harmonisation; if 
funding not fully consolidated, 
potentially business critical risk 
in medium to longer term (3-5 
years)

17/12/2019

UHI 08 WHC 5,6 30/03/2017 active financial College estate not fit for purpose. Lack of investment in capital 
maintenance/new capital project expenditure. 
Rapid growth of student population without 
investment in new expanded facilities. 

Inability to deliver agreed 3 year curriculum 
plan; inability to deliver agreed esatets 
development priorities; inability to deliver 
college's business plan for growth

Principal 
with FD

4 5 20

Fully utilise existing estate; utilise 
reserves to facilitate planned 
curriculum growth; seek relevant 
external/commercial partnerships 
to invest in facilities and equipment 
; ensure political and key agency 
lobby to support college 
investment plans

4 5 20
#REF!

availability of capital funds 
uncertain in current economic 
climate; access 
routes/processes to capital 
funding via regional strategic 
body or SFC remains unclear, 
although RSB and SFC 
contributors to funding the 
Business Case development for 
CEST; in principal approval 
(subject to funding) for FBC 
from SFC on 20/11/18

17/12/2019
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UHI 09 WHC 15, 10 30/03/2017 active organisational Academic quality is sub standard Difficulty recruiting and retaining high calibre 
staff. Conditions and terms of employment 
are not competitve with limited scope for 
career progression. Infrastrucure/estate is 
unsuitable or not fot for purpose..  

Poor performance in quality 
monitoring/assurance reviews. Loss of staff to 
competitor institutions. Poor attainment levels, 
high level of withdrawal and poor retention.    
Damage to reputation. 

Principal 
with ELT

3 4 12 People strategy, including 
attraction, talent management, 
performance and organisational 
development strategies; also 
estates and communication 
strategies

3 3 9 mitigation in implementation 17/12/2019

UHI 10 WHC 06, 15 30/03/2017 active organisational Poor Student Experience  Poor college estate. Dispersed campus with 
limited facilities for social interaction.  
Technology failures. Limited teaching/library 
resources.  

Poor performance in national student 
satisfaction surveys. Reputational damage. 
Impact on ability to recruit future cohorts. Risk 
to core income streams.

Principal 
with ELT

4 4 16 student engagement and retention 
improvement plans; together with 
estates/IT and communication 
plans

3 4 12 mitigation active, but 
improvement required in 
Estates and IT infrastructure 
together with UHI

17/12/2019

UHI 11 WHC 21 30/03/2017 active organisational Research outputs are sub standard Failure to publish sufficent quality papers and 
upload to PURE. Loss of key staff. Lack of 
funding. Inadequate resources allocated to 
research staff. Terms and conditions of 
employment are not comparable with 
competitor organisations. Impact of Brexit on 
access to European projects.  

Damage to reputation. Brexit. Poor performance 
in next REF. Inability to retain staff and research 
teams. Reduced income. Current EU funding 
secure for 16/17. Future Funding streams based 
in EU funding schemes at risk. Potential threat to 
continued existence of CRTR; threat to WHC 
research activity/profile and research-informed 
learning and teaching in outdoor and adventure 
tourism

Principal 5 4 20 Ensure CRTR staff contracts are 
linked to funding; seek alternative 
non-EU funding opportunities 
within UK and globally (this 
requires additional investment); 
continue to support PGT and 
research degrees for staff; work 
with UHI, US and CS on retention of 
funding levels;

5 4 20 mitigation active but not yet 
known if effective

17/12/2019

UHI 12 09/08/2017 Active Financial Institutional, personal and sensitive data is 
corrupted, lost, stolen or misused or servcies 
are disrupted through malicious and illegal 
activities by external individuals or bodies. 

Poor IT security measures.  Equipment with 
security holes. Poor patching regime. Anti-
virus is not up-to-date and comprehensive. 
Firewalls are configured incorrectly. 
Coordinated DDOS attack on university 
infrastructure. Increasing number of security 
alerts. DDOS attacks on UK academic 
institutions up to 527 in 2015 - Janet CSIRT. 
Increase in cyber attacks such as ransomware 
reported in national media. 

Information Commissioner fine of up to £20M 
under new GDPR regulations. Adverse press 
coverage. Loss of confidence by regulators, 
stakeholders and HE sector. Ransomware 
encryption has been detected on UHI network. 

Principal 
with FD

4 4 16
1

Firewalls and proxy filters 
automatically updated regularly. 
Proactive internal and external NVT 
and external scanning for at risk 
devices. Anti-virus software 
deployed to all corporate devices. 
Wi-Fi BYOD on segregated VPN. 
WSUS servers in place for regular 
MS Windows updates. Use of Janet 
Security advice service and 
UHIHelpdesk issues alerts for 
known attacks. UHI IT security 
group formed to share intelligence 
and react to published alerts. 
OpenDNS applied to fcache filetring 
with added protection functionality 
against botnet, malware etc.. Real 
IP address ranges reduced. Out of 
hours password reset enabled. 

3 3 9
2

UHI IT Security Policies 
Adopted by WHC Board in 
June 2017; staff mandatory 
training in Information 
Security and Data Protection 
(85% complete) with 
remaining staff to complete as 
part of induction/performance 
management; GDPR plan being 
rolled out at present; SLA with 
UHI Data Protection Officer

17/12/2019
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Report on Board Risk Management Training on 28 October 2019 and considerations for  
the Audit Committee 

 
At the request of the Board, a training session on Risk was held for Board members and the college’s 
executive team on 28 October. The session was designed and delivered by David Archibald, from the 
college’s external auditors MHA Henderson Loggie. 

The session covered the following areas: 

1. Defined risk management and example risk categories. 
2. Considered the risk management responsibilities as described in the Financial Memorandum 

and the Scottish Public Finance Manual. 
3. Reviewed the role of Board Members as described in the College’s Risk Management Policy. 
4. Considered how current reporting on the Strategic Risk Register provides assurance on 

mitigating actions and controls. 
5. Looked at interdependencies with the UHI Common Risks. 
6. Defined what we mean by Risk Appetite. 
7. Set a risk appetite for each agreed risk category. 
8. Revisited the risk appetite statement for West Highland College UHI.  
9. Considered the way that residual risks are compared against agreed risk appetite levels. 

The slides of the session are attached for reference. 

A number of questions were raised during the session which are worth highlighting for attention of 
and consideration by the Audit Committee: 

a) is the college’s risk appetite statement in balance with the college’s risk register, in particular the 
residual risk rating and the mitigation offered? 

b) is the college’s strategic risk register up-to-date, given the recent approval of a number of 
additional sub-strategies? 

c) are all separate risk registers the college operates linked back into the main risk register? 

d) does our internal audit plan interact with the college’s risk register in a meaningful way? And do 
internal audit reports refer explicitly to the college’s risk register or any recommended changes? 

e) should the college have an annual review of its risk policy, similar to the annual review of the 
health and safety policy? 

f) is the Audit Committee and the Board satisfied with the current arrangements for tracking 
mitigation actions? 

g) how can the Board use the college’s strategic risk register for horizon scanning? 

h) should the Board consider setting up a Board Assurance Framework, which identifies what 
assurance the Board needs, and how/where this assurance will be supplied from? This could be built 
into the workplan for the internal auditors. 

i) does the Audit Committee’s annual report reflect sufficient detail of any work around risk 
management undertaken during the year? 
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There were a number of group discussions as part of the training. Main points arising from these are 
as follows: 

The Board’s ability to set the tone and influence the culture of risk management 

The following were seen as important means for the Board to deliver on a culture of risk 
management: 

• Board member induction training 
• Awareness raising on risk 
• Board self evaluation 
• Events like the annual strategy day and the annual staff conference 
• Assurance on devolved responsibility of risk management throughout the college’s 

operations, including ELT, College Management Group, Tactical and operational plans, 
Health and Safety Committee, Staff Information and Consultation Committee, as well as 
college performance reports/  

• There was a consensus from the discussion that whilst the Board had a leadership function 
in setting the culture and tone of risk management, this needed to be a two way dialogue 
with college staff and student bodies. 

Discussion on the college’s current risk register, including format and reporting 

• Members felt there could be a better focus on change of risks/ratings, as well as changed 
contexts for strategic risks by way of a summary report 

• There was a suggestion that the register could more explicitly link residual risks and 
mitigation to the college’s risk appetite statement.  

• In particular, there should be a way for the Board to monitor for how long high residual risks 
have sat above the Board’s risk appetite levels.  

• There should also be a way to identify clearly on the register is the college has control over 
the mitigation action, or if mitigation is outwith its control (i.e. levels of funding to the 
region) 

• There was also agreement that key financial reports such as FFR and financial monitoring 
reports should link back into the mitigation narrative on the risk register 

• Introduce more signposting to key in-year college reports into the risk register, including 
o Internal audit reports and action tracker 
o Financial reporting 
o Student number reporting 
o Tactical/Operating plan reporting 
o Financial Forecast Review 
o Health and Safety reporting 

 

Should the Board should subsume the UHI risk register fully into the WHC risk register?  

A number of questions were raised: 

• What does UHI do with the college’s risk register? Is there sufficient two way dialogue on 
risk at FERB/Court? 

• The UHI/AP risk register should be used as a focus for discussion of regional action planning 
and strategic review 
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• Such dialogue could include a review of college’s residual risk scores that are either ‘red’ or 
‘green’, so mitigating action or good practice in managing common risks effectively could be 
shared within the region to assist academic partner colleges. 

Review of the college’s risk appetite and statement 

The attendees scored risk appetite as follows: 

• Financial – 4 (open) 
• Governance/compliance/legal/regulatory – 2/3 (minimalist/cautious) 
• Strategic/operational delivery – 4/5 (open/hungry) 

There was a view that the current risk appetite statement would be largely unaltered, but should be 
considered in the light of this training by the Board at its December meeting. 

There was a suggestion that the Board could incorporate a procedure for rating residual risks against 
the Board’s risk appetite in the revised risk policy, including a reference grid for the assessment of 
risk appetite. 

 

Recommendation: 

The committee is asked to note the report from the Risk Training Day, and consider its approach to 
the suggestions made, including any recommendations to the Board for future changes to be 
adopted. 
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1

West Highland College UHI

Risk Management Training 

© 2019 MHA Henderson LoggieNovember 19

Timetable for the day

Time Activity Responsible Individual/s

10.00 Welcome & Tea/Coffee

10.30 1. Setting the Scene David Archibald & Claire Wylie

10.45 2. Outline the risk management responsibilities of the College in relation to the Financial Memorandum with the Regional 
Strategic Body and with the Scottish Public Finance Manual (SPFM). 

David Archibald

11.00 3. To define the role of Board Members as described in the current risk management policy and to challenge whether in 
practice these responsibilities are being discharged in line with the approved policy and explore ways in which the 
Board should prioritise risk. 

David Archibald

11.30 4. Group Discussion 1
David Archibald4.1 - To challenge whether the responsibilities placed on the Board are being effectively discharged?

4.2 - To challenge the way that current reporting on risk management provides reasonable assurances that mitigating 
actions or controls are operating in the way that is intended in order to manage risk to an acceptable level. 

12.30 Lunch

13.15 5. Group Discussion 2 David Archibald

5.1 - To examine the interdependencies between the College risk register and the common UHI risks. 

5.2 - To establish the Board’s appetite for various categories of risk (including detailed discussion on risk categories to 
achieve a consensus on the Board’s risk appetite for each risk category). 

14.45 Break for Tea/Coffee
15.00 6.  To revisit the risk appetite statement for the College produced in June 2018 to ensure that it remains fit for purpose and 

discussion on the effectiveness of reporting on residual risks against agreed risk appetite. 

David Archibald

15.45 7.  Recap of the day David Archibald

16.00 Finish

© 2019 MHA Henderson Loggie 3November 19

1. Setting the Scene
a) About Me

b) Why are we here?

c) Purpose of the session today

d) What do we mean by risk?

e) What are the key aspects of a successful risk management framework?

f) Benefits of risk management – Why bother?

g) How do we “embed” risk management?

h) What are the various categories of risk?

© 2019 MHA Henderson Loggie 4November 19

1a. Setting the Scene – About Me

• David Archibald, Head of Public Sector and Internal Audit Services
• Engagement Lead for the provision of the internal audit service to wide range of HE and FE 

clients including UHI and three UHI assigned Colleges.
• Over 25 years of audit and consultancy experience – primarily in the public sector 

environment but increasingly in the commercial sector.
• Have reviewed risk management arrangements in a number of educational bodies.
• Have delivered tailored risk management training to a variety of clients.
• Spent 3 years as the head of policy and performance in a medium sized local authority 

where I had responsibility for corporate risk management.
• Also a Board Member for a small creative arts organisation.

1 2

3 4
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© 2019 MHA Henderson Loggie 5November 19

1b. Setting the scene – Why are we here?

The College’s previous internal auditors Wylie & Bisset made the following 
recommendation in their Risk Management report issued in April 2016:

Original Recommendation – We recommend that the College consider the 
training requirements for the Board of Management in relation to Risk 
Management. 

So a session was delivered in June 2018 to address this recommendation.

This session is intended to build on the session delivered in June 2018 and will 
discharge the College’s duties under the SPFM to review risk management 
arrangements annually.

© 2019 MHA Henderson Loggie 6November 19

1c. Setting the scene – Purpose of the Morning Session

a) To set out the risk management responsibilities of the College in relation to the Financial Memorandum 
with the Regional Strategic Body. 

b) To set out the responsibilities of the College in relation to compliance with the Scottish Public Finance 
Manual (SPFM). 

c) To define the role of Board Members per the current risk management policy and to challenge whether in 
practice these responsibilities are being discharged in line with the approved policy; 

d) To examine the way in which risks are currently reported and how assurance is provided to Board 
members that mitigating actions or controls are operating in the way that is intended in order to manage 
risk to an acceptable level. 

© 2019 MHA Henderson Loggie 7November 19

1c. Setting the scene – Purpose of the Afternoon Session

e) To examine the interdependencies between the College risk register and the common UHI 
risks. 

f) To revisit the Board’s appetite for various categories of risk (including detailed discussion on 
risk categories to achieve a consensus on the Board’s risk appetite for each risk category). 

g) To revisit the risk appetite statement for the College produced in June 2018 to ensure that it 
remains fit for purpose and discussion on the effectiveness of reporting on residual risks 
against agreed risk appetite. 

© 2019 MHA Henderson Loggie 8November 19

1d. Setting the scene – What do we mean by “risk”?

• Risk is ‘the threat or possibility that an action or event will adversely or beneficially 
affect an organisation’s ability to achieve its objectives’ (Source: Page 7 of ‘Getting to 
Grip with Risk’ – Resources for Governors of UK Universities and Higher Education 
Colleges. Eric Summers and Kate Boothroyd published in 2009.)

• The key aspects of a risk management framework can be shown diagrammatically as:

5 6

7 8
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1e. Setting the Scene – Key aspects of effective risk management 

© 2019 MHA Henderson Loggie 10November 19

1f. Setting the scene - Benefits of robust risk management

• Visualise the linkage between stakeholders expectations and associated risk
• Enables better informed strategy, plans and budgets
• Increases the likelihood of the delivery of desired outcomes
• Discourages the acceptance of financially unsound propositions
• Enables objective comparison of options
• Facilities decision making
• Allows the best risk owner to be identified to proactively manage the risk
• Allows preventative action to be taken to manage identified risk
• Directs the work of auditors
• Allows better governance

© 2019 MHA Henderson Loggie 11November 19

1g. Setting the scene – How to embed risk management

Effective embedding of risk management in the work of the College can only be 

achieved if the risk management processes are effectively aligned with your:

• Strategic planning (including workforce planning, IT strategy and Estates 

strategy)

• Financial budgets

• Performance management arrangements

© 2019 MHA Henderson Loggie 12November 19

1h. Setting the Scene – Risk Categories

Institute of Risk Management

Strategic - These concern the long-term strategic objectives of the organisation.  They can be 
affected by such areas as capital  availability, sovereign and political risks, legal and regulatory 
changes, reputation and changes in the physical environment.  
Operational - These concern the day-today issues that the organisation is confronted with as it 
strives to deliver its strategic objectives.  
Financial - These concern the effective management and control of the finances of the 
organisation and the effects of external factors such as availability of credit, foreign exchange 
rates, interest rate movement and other market exposures.  
Knowledge management - These concern  the effective management and control of the  
knowledge resources, the production,  protection and communication thereof.  External factors 
might include the unauthorised use or abuse of intellectual  property, area power failures, and  
competitive technology. Internal factors might be system malfunction or loss of key staff.  
Compliance - These concern such issues as health & safety, environmental, trade  descriptions, 
consumer protection, data  protection, employment practices and  regulatory issues.  

9 10

11 12
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1h. Setting the Scene – Risk Categories
‘Getting to Grips with Risk’ - Risk Categories

Strategic - the focus is on translating the mission and values of the organisation into strategic plans 
involving such issues as: where to invest, whether and how to seek growth, which activities to pursue and 
which to abandon and why, and so on. Strategic risks are concerned with 'doing the right things’
Financial - Assessment of financial risk relates to both overall financial capacity and to the procedures that 
help direct and protect those finances. Areas of financial risk include: drivers for income and expenditure; 
key systems; adequacy of financial modelling; fraud; compliance; value for money; and efficiency
Legal - much of this is a management responsibility but as with other areas of risk the Board will need to 
assure itself that appropriate processes are in place over this
Reputational - there is the need to understand the current status of WHC UHI’s reputation from the 
perspective of key parties and to understand how well geared up WHC UHI is to respond to internal or 
external challenges to reputation
Operational - here risk management is concerned with the task of 'doing things right' and managing the 
risks associated with operational factors, including people and estates
Major Projects - involve both the strategic need to 'do the right thing' and the operational need to 'do 
things right'.

© 2019 MHA Henderson Loggie 14November 19

2. Risk Management Responsibilities for the College

Extract from the Financial Memorandum between UHI (the Regional Strategic 
Body) and West Highland College UHI (the Assigned College).

Part 1 - The Regional Strategic Body requires the governing body of the 
College to comply with the principles of good governance set out in the Code of 
Good Governance for Scotland’s Colleges. The Regional Strategic Body also 
requires the governing body of the College to ensure that:

• Para 17 - The College has an effective policy of risk management and risk 
management arrangements. The College complies with the Regional 
Strategic Body policy on risk management and risk management 
arrangements and shares information with the Regional Strategic Body in 
line with agreed protocol.

© 2019 MHA Henderson Loggie 15November 19

2. Risk Management Responsibilities for the College

Extract from the Financial Memorandum between UHI (the Regional Strategic 
Body) and West Highland College UHI (the Assigned College).

Part 2, Para 20 - The internal audit service must provide the governing body 
and senior management of the College with an objective assessment of 
adequacy and effectiveness of risk management, internal control, governance, 
and value-for money.

Part 2, Para 24 - The internal auditor must produce an annual report for the 
governing body of the College on its activities during the year. The report must 
include an opinion on the adequacy and effectiveness of the College’s risk 
management, internal control, and governance. The report must be presented to 
the College’s audit committee and a copy sent to the Regional Strategic Body.

© 2019 MHA Henderson Loggie 16November 19

2. Risk Management Responsibilities for the College

Extract from the Financial Memorandum between UHI (the Regional Strategic Body) and West 
Highland College UHI (the Assigned College).

Part 3 sets out a number of additional requirements which relate solely to non-incorporated 
colleges. While these do not stipulate any specific additional requirements around risk 
management these additional requirements should be factored into the discussions on the 
College’s key strategic risks and should feed into the Audit Needs Assessment which drives your 
internal audit activity. The areas covered in this section are:

• Granting of security;

• Capital Finance;

• Contingent Payments; and

• Severance Payments.

13 14

15 16
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2. Risk Management Responsibilities for the College
Key Points extracted from the Scottish Public Finance Manual:

1. There is no single right way to record an organisation's risk profile, but maintaining a record is critical to effective risk
management.

2. Risks should be prioritised in relation to objectives. A statement of a risk should encompass both the possible cause and 
the impact to the objective which might arise.

3. All risks, once identified, should be assigned to an owner who has responsibility for ensuring that the risk is managed and 
monitored over time.

4. It will be necessary to develop a framework for assessing risks that evaluates both the likelihood of the risk being 
realised, and of the impact if the risk is realised. Risk assessment should be recorded in a way that demonstrates clearly 
the key stages of the process.

5. The concept of a "risk appetite" is key to achieving effective risk management and it is essential to consider it before 
moving on to consideration of how risks can be addressed.

6. In choosing between responses to risk, factors to consider include cost, feasibility, probability and the potential impact. 
Another factor to consider is the opportunity to exploit the positive impact that might arise whenever tolerating, treating or 
transferring a risk.

7. The management of risk should be reviewed regularly to monitor whether or not the risk profile is changing, to gain 
assurance that risk management is effective, and to identify when further action is necessary.

© 2019 MHA Henderson Loggie 18November 19

2. Risk Management Responsibilities for the College

Extract from the Scottish Public Finance Manual on risk review and reporting:

• The management of risk should be reviewed regularly to monitor whether or not the risk profile is 
changing, to gain assurance that risk management is effective, and to identify when further action is 
necessary. Procedures should be put in place to review regularly whether risks still exist, whether new 
risks have arisen, whether the likelihood and impact of risks has changed, report significant changes 
which adjust risk priorities, and deliver assurance on the effectiveness of control. In addition, the 
overall risk management process should be reviewed at least once a year to deliver assurance 
that it remains appropriate and effective.

• Key players in the review and reporting processes are Audit Committees and the assurance and 
advisory work of Internal Audit. However, it is important to note that neither Audit Committees nor 
Internal Audit can substitute for management ownership of risk or for an embedded review system 
carried out by the various staff who have executive responsibility for the achievement of organisational 
objectives.

© 2019 MHA Henderson Loggie 19November 19

3. Risk Management Responsibilities of All Board Members

Extract from the West Highland College UHI Risk Management Policy (last updated October 2017):

Section 3 – Lines of Responsibility, Para 3.1 - The Chairman and Committee members of the Board of 
Management and the Principal have the responsibility for overseeing risk management within the College. 

Section 4 - Key Principles, Para 4.1 - Role of Board of Management 

The Board of Management has a fundamental role to play in the management of risk. Its role is to: 

• provide the authority and responsibility for the establishment, maintenance, support and evaluation of 
the Risk Management Policy; 

• set the tone and influence the culture of risk management within the College; 

• delegate the overall implementation of risk management to the Executive Leadership Team; 

• know about the most significant risks facing the organisation;

• ensure that risk is being managed effectively and solutions to risk are in place. 

© 2019 MHA Henderson Loggie 20November 19

3. Risk Management Responsibilities of Audit Committee Members

Extract from the West Highland College UHI Risk Management Policy (last updated October 2017):

Section 4- Key Principles, Para 4.2 - Role of the Audit Committee 

• To review new risks or failures of existing control measures. 

• To review the ‘probability’ and ‘impact’ scoring on a regular basis. 

• To review the adequacy of internal control systems designed to minimise risk. 

• To receive the reports from the Executive Leadership Team and make appropriate recommendations to the 
Board of Management.

• To provide an annual report of the operation of the policy, management of risk and most significant risks 
faced by the College to the Board of Management in December each year. 

17 18

19 20
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4. Group Discussion 1 - Responsibilities

The Challenge 

4.1 - To consider whether in practice the risk management responsibilities are being discharged in line with the 
approved policy.

The Task

For the next 15 minutes discuss the following questions:

Question 1 – In what ways do you think that Board Members can “set the tone and influence the culture of risk 
management within the College”?

Question 2 – Does the Annual Report provided by the Audit Committee to the Board in December each year 
provide sufficient detail on the “operation of the policy, management of risk and most significant risks faced by 
the College”?

Question 3 – What should Audit Committee members focus on when considering the Risk Register reports 
presented by management a) highest gross risk? b) highest residual risk? c) The risks where mitigating actions 
and controls have the biggest impact? d) risks which have a changed RAG status?

© 2019 MHA Henderson Loggie 22November 19

4. Group Discussion 1 – Mitigating Actions

The Challenge 

4.2 - To consider whether the current reporting on risk management provides reasonable assurances that 
mitigating actions or controls are operating in the way that is intended in order to manage risk to an acceptable 
level. 

The Task

For the next 15 minutes discuss the following question:

Question 4 – How do you obtain the necessary assurances to demonstrate that the mitigating actions 
described on the risk register are being progressed and that controls are operating as expected? 

© 2019 MHA Henderson Loggie 23November 19

5. Group Discussion 2 – UHI Common Risks
Background

Currently the 12 UHI Common Risks are shown separately from the main WHC UHI Strategic Risk Register and 
are cross–referred to existing strategic risks:

Challenge

5.1 - To examine the interdependencies between the College risk register and the common UHI risks. 

Task

In your groups spend the next 20 minutes discussing and capturing your thoughts on:

Question 5 – How relevant are the UHI common risks to West Highland College UHI?

Question 6 – Are there any areas of duplication between UHI common risks and College specific risks which 
could be amended on the WHC Strategic Risk Register without compromising the way that local risks are 
described and managed?

© 2019 MHA Henderson Loggie 24November 19

5. Group Discussion 2 – Risk Appetite

We will now spend the next 15 minutes covering the following areas:

a) Defining what we mean by risk appetite:

b) Making sure that Board Members are content with the risk categories themselves; 

c) Explaining the benefits of setting a Risk Appetite;

d) Examining the framework which we will use to assess the risk appetite for each risk 
category;

21 22

23 24
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5. Group Discussion 2 – Risk Appetite
• Risk appetite is the overall level of risk exposure that an organisation is prepared to accept. (Source: HM 

Treasury – Orange Book).

• It is a responsibility of the Board to define [Risk Appetite] and then ensure implementation. Establishing 
the risk appetite therefore helps the Board (and management) to consider the way it responds to risks, and 
what it is prepared to undertake or not. (Source: Getting to Grip with Risks).

• The SPFM states the following in relation to Risk Appetite:
a) The concept of a "risk appetite" is key to achieving effective risk management and it is essential to consider it before 

moving on to consideration of how risks can be addressed. The concept may be looked at in different ways 
depending on whether the risk being considered is a threat or an opportunity:

b) when considering threats the concept of risk appetite embraces the level of exposure which is considered tolerable 
and justifiable should it be realised. In this sense it is about comparing the cost (financial or otherwise) of 
constraining the risk with the cost of the exposure should the exposure become a reality and finding an acceptable 
balance;

c) when considering opportunities the concept embraces consideration of how much one is prepared to actively put at 
risk in order to obtain the benefits of the opportunity. In this sense it is about comparing the value (financial or 
otherwise) of potential benefits with the losses which might be incurred (some losses may be incurred with or without 
realising the benefits).

d) it should be noted that some risk is unavoidable and it is not within the ability of the organisation to completely 
manage it to a tolerable level. In these cases the organisation needs to make contingency plans.

© 2019 MHA Henderson Loggie 26November 19

5. Group Discussion 2 – Risk Appetite
Many risk registers have ‘categories’ which highlight the area that the risk is related to. The risk categories 
currently shown on the WHC UHI Risk Register are as follows:

• financial

• organisational

• governance

Other categories which we have seen elsewhere are:

• environment and social responsibility

• people and culture

• reputation

• major change activities

Question 7 – Are you content with the risk categories included on the current WHC UHI Risk Register?

© 2019 MHA Henderson Loggie 27November 19

5. Group Discussion 2 – Risk Appetite

What is the purpose of setting a Risk Appetite?

“By determining the amount of risk it is prepared to accept the Board is able to improve 
organisational control, enhance decision-making, revitalise performance, recognise how to reduce 
risks and make better decisions on the deployment of resources to the delivery of the business 
objectives.” 

The above quote is drawn from the HM Treasury guidance ‘Thinking about Risk - Managing your 
Risk Appetite: A practitioner’s guide’ which describes a framework for setting an organisation’s risk 
appetite.  This is the model which we will be utilising today and this is shown on the next two slides.

© 2019 MHA Henderson Loggie 28November 19

5. Group Discussion 2 – Risk Appetite

25 26
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5. Group Discussion 2 – Risk Appetite

© 2019 MHA Henderson Loggie 30November 19

5. Group Discussion 2 – Risk Appetite

Challenge
5.2 - To establish the Board’s appetite for various categories of risk (including detailed discussion on risk 
categories to achieve a consensus on the Board’s risk appetite for each risk category). 

Task

We will now spend the next 30 minutes collectively assessing each of the agreed risk categories for West 
Highland College UHI against the HM Treasury risk appetite framework to arrive at a risk appetite score for 
each risk category of between 1 and 5.

© 2019 MHA Henderson Loggie 31November 19

6. Risk Appetite Statement  

The Challenge

To discuss and agree on a risk appetite statement for the College which takes cognisance of the UHI risk 
appetite statement but is tailored for the College. 

The UHI risk appetite statement

“Whilst at any one time the University may carry a high level of risks in one or more parts of its business, it 
should ensure that the number of areas exposed to high risk at any time are minimised and balanced with a low 
risk approach in other areas.” 

Current West Highland College UHI Risk Appetite statement
“The Board’s appetite for risk reflects an openness to innovative and enterprising proposals for the provision of 
a range of excellent learning opportunities to serve students and communities across the breadth of the West 
Highlands. This is underpinned by a more risk averse attitude to the arrangements required to maintain a 
sustainable and well governed organisation.”

© 2019 MHA Henderson Loggie 32November 19

6. Risk Appetite Monitoring  

The Challenge

To assess the way in which variances between residual risks and the agreed risk appetite are being monitored 
currently.

Task

We will now spend the next 15 minutes discussing the way in which the risk appetite scores for each risk 
category agreed in June 2018 have been used to monitor risks which have a residual risk score which exceeds 
the stated risk appetite.

29 30

31 32

13/15 23/85



11/22/2019

9

© 2019 MHA Henderson Loggie 33November 19

• Risks on the risk register are currently scored using the 5 by 5 matrix

• Categorised using a four colour system as follows:

• The risks are scored in the scale below:

Risks with a score of above 20 
Risks with a score of 12-19
Risks with a score of 0-11

• Risk appetite scored on a five point scale from 1 – averse to 5 - hungry

6. Risk Appetite Monitoring  

© 2019 MHA Henderson Loggie 34November 19

Proposed Model
Risk Score

Colour
Risk Appetite Score

6. Risk Appetite Monitoring  
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7. Recap of the Day
Areas covered today:

1. Defined risk management and example risk categories.

2. Considered the risk management responsibilities as described in the Financial Memorandum and the 
SPFM.

3. Reviewed the role of Board Members as described in the College’s Risk Management Policy.

4. Considered how current reporting on the Strategic Risk Register provides assurance on mitigating 
actions and controls.

5. Looked at interdependencies with the UHI Common Risks.

6. Defined what we mean by Risk Appetite.

7. Set a risk appetite for each agreed risk category.

8. Revisited the risk appetite statement for West Highland College UHI. 

9. Considered the way that residual risks are compared against agreed risk appetite levels.

Can you please complete your evaluation forms please?
© 2019 MHA Henderson Loggie 36November 19

David Archibald
Head of Public Sector & Internal Audit Services

MHA Henderson Loggie
The Vision Building

20 Greenmarket
Dundee

DD1 4QB

Telephone: 01382 200055
Email: david.archibald@hlca.co.uk

33 34

35 36

14/15 24/85



11/22/2019

10

Dundee

The Vision Building
20 Greenmarket

Dundee
DD1 4QB

T: 01382 200055

Aberdeen

45 Queen’s Road
Aberdeen
AB15 4ZN

T: 01224 322100

Edinburgh

Ground Floor
11-15 Thistle Street

Edinburgh
EH2 1DF

T: 0131 226 0200

Glasgow

100 West George Street
Glasgow
G2 1PP

T: 0141 471 9870

MHA Henderson Loggie is a trading name of Henderson Loggie 
LLP, which is a limited liability partnership registered in Scotland 
with registered number SO301630 and is a member of MHA, an 
independent member of Baker Tilly International Ltd, the members 
of which are separate and independent legal entities
© 2019 MHA Henderson Loggie

hlca.co.uk | info@hlca.co.uk

November 19 © 2019 MHA Henderson Loggie 37

37

15/15 25/85



Cover-Paper_Internal Audit Actions.docx Page 1 of 2 FJG Ver2 171016 

West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: 

Audit 271119/07 
Subject Internal Audit outstanding actions 1819 

Purpose of paper To update the committee on the progress against the outstanding 
actions 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes Yes            CMG time to complete actions 

Risk implications Yes Failure to complete actions exposes the college to increased 
risk 

Date paper prepared 21/11/2019 
Date of meeting 27/11/2019 
Author Paula Lister– Director of Finance & Resources 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☒ 
For discussion    ☒ 
For endorsing    ☐ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
      
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 

  

1/6 26/85



Cover-Paper_Internal Audit Actions.docx Page 2 of 2 FJG Ver2 171016 

* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 

2/6 27/85

http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf


Cover-Paper_Internal Audit  Aunnual Report 1819.docx Page 1 of 2 FJG Ver2 171016 

West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no:  

Audit 271119/06 
Subject Internal Audit Annual Report 
Purpose of paper Annual assurance report from internal auditors 
Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            Give details about resource implications 

Risk implications No Further explain risk implications 
Date paper prepared 13/11/2019 
Date of meeting 27/11/2019 
Author Internal auditors 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☐ 
For discussion    ☐ 
For endorsing    ☒ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
      
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Choose an item. 

  

1/6 32/85



Cover-Paper_Internal Audit  Aunnual Report 1819.docx Page 2 of 2 FJG Ver2 171016 

* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 

2/6 33/85

http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf


 

 

 2018/19  

 

 

 

 

 
 

 

 

 
 

West Highland College 

 
Internal Audit Annual Report 

November 2019 

 FINAL 

3/6 34/85



 
 

 West Highland College 
Internal Audit Annual Report  Page 1 

 

Internal Audit Annual Report 

INTRODUCTION 

This is the 2018/19 Annual Report by TIAA on the internal control environment 
at West Highland College. The annual internal audit report summaries the 
outcomes of the reviews we have carried out on the organisation’s framework 
of governance, risk management and control. This report is designed to assist 
the Board in making its annual governance statement. 

HEAD OF INTERNAL AUDIT’S ANNUAL OPINION  

TIAA is satisfied that, for the areas reviewed during the year, West 
Highland College has reasonable and effective risk management, 
control and governance processes in place.  
This opinion is based solely on the matters that came to the 
attention of TIAA during the course of the internal audit reviews 
carried out during the year and is not an opinion on all elements of 
the risk management, control and governance processes or the 
ongoing financial viability or your ability to meet financial 
obligations which must be obtained by the College from its various 
sources of assurance. 

 

INTERNAL AUDIT PLANNED COVERAGE AND OUTPUT  

The 2018/19 Annual Audit Plan approved by the Audit Committee was for 20 
days of internal audit coverage in the year. During the year there were no 
changes to the Audit Plan.  
All the planned work has been carried out and the reports have been issued 
(Annex A). 
 

 

 
 

 

 

 

ASSURANCE 
TIAA carried out 4 reviews, which were designed to ascertain the extent to 
which the internal controls in the system are adequate to ensure that activities 
and procedures are operating to achieve the College’s objectives. For each 
assurance review an assessment of the combined effectiveness of the 
controls in mitigating the key control risks was provided. Details of these are 
provided in Annex A and a summary is set out below. 

Assurance Assessments Number of Reviews Previous Year 

Substantial Assurance 2 2 

Reasonable Assurance 1 2 

Limited Assurance 1 1 

No Assurance 0 0 

The areas on which the assurance assessments have been provided can only 
provide reasonable and not absolute assurance against misstatement or loss 
and their effectiveness is reduced if the internal audit recommendations made 
during the year have not been fully implemented. 
 

We made the following total number of recommendations on our audit work 
carried out in 2018/19.  

Urgent Important Routine 

1 6 9 
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AUDIT SUMMARY 

Control weaknesses: There was one area reviewed by internal audit where 
it was assessed that the effectiveness of some of the internal control 
arrangements provided ‘limited assurance’. Recommendations were made to 
further strengthen the control environment in these areas and the 
management responses indicated that the recommendations had been 
accepted with the exception of one recommendation where management 
proposed an alternative course of action by developing enhanced 
compensatory controls. 

Recommendations Made: We have analysed our findings/recommendations 
by risk area and these are summarised below. 

Risk Area Urgent Important Routine 

Directed 0 3 6 

Compliance 1 3 3 

Operational 0 0 0 

Reputational 0 0 0 
 

Operational Effectiveness Opportunities: One of the roles of internal audit 
is to add value and during the financial year we provided advice on 
opportunities to enhance the operational effectiveness of the areas reviewed 
and the number of these opportunities is summarised below. 

Operational 

1 

 

 

 

 

 

INDEPENDENCE AND OBJECTIVITY OF INTERNAL AUDIT 

There were no limitations or restrictions placed on the internal audit service 
which impaired either the independence or objectivity of the service provided. 

PERFORMANCE AND QUALITY ASSURANCE  

The following Performance Targets were used to measure the performance of 
internal audit in delivering the Annual Plan. 

Performance Measure Target Attained 

Completion of Planned Audits 100% 100% 

Audits Completed in Time Allocation 100% 100% 

Final report issued within 10 working days of 
receipt of responses   95%   100% 

Compliance with Public Sector Internal Audit 
Standards 100% 100% 

Ongoing quality assurance work was carried out throughout the year and we 
continue to comply with ISO 9001:2015 standards. An independent external 
review was carried out of our compliance of the Public Sector Internal Audit 
Standards (PSIAS) in 2017 and in particular to meet the requirement of an 
independent five year review, the outcome confirmed full compliance with all 
the standards. Our work also complies with the IIA-UK Professional 
Standards.  

RELEASE OF REPORT 

The table below sets out the history of this Annual Report. 

Date Report issued: 4th November 2019 
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Annexes 

Annex A 
Actual against planned Internal Audit Work 2018/19 

 

System Type Planned 
Days 

Actual 
Days Assurance Assessment Comments 

Board Effectiveness Follow Up 2 2  Final Report Issued 

Commercial Income Generation Assurance 4 4 Reasonable Final Report Issued 

Centre for Science and Technology Project Assurance 4 4 Substantial Final Report Issued 

Curriculum Development and Management Assurance 4 4 Substantial Final Report Issued 

Staff Performance Review Framework Assurance 3 3 Limited Final Report Issued 

Follow-up Follow up 1 1  Final Report Issued 

2018/19 Annual Plan Management 0.5 0.5   

2018/19 Annual Report Management 0.5 0.5   

Audit Management Management 1 1   

 Total Days 20 20   
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West Highland College UHI Cover Paper 
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Purpose of paper 

Provide members with an update on the approach and timeline.   
 
Discussions have already been held with APUC regarding the 
tendering for both services over the next 6 months.  A meeting 
has been set up for Tuesday 26th November to start the process 
for internal audit.  This is likely to be for WHC only.  Whoever is 
appointed with then not be able to tender for external audit 
services which is likely to be a collaborative exercise as previous.  
Further upadtes will be provided to the committee throughout the 
process. 
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2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
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Give details if yes No            Give details about resource implications 

Risk implications No       
Date paper prepared 22/11/2019 
Date of meeting 27/11/2019 
Author Paula Lister – Director of Finance & Resources  
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☒ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☐ 
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Status Non-confidential 
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1/2 38/85



Cover-Paper_Internal_External Audit engagement.docx Page 2 of 2 FJG Ver2 171016 

* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: Audit 

271119_02 
Subject Good Governance Steering Group (Colleges Scotland) 

Purpose of paper 

The Audit Committee responded to the Scottish Government’s 
2017 consultation on various aspects of college governance. The 
Ministerial decisions arising from this was discussed at the March 
2019 Committee meeting, together with the implications for WHC.  
In September 2019, the Good Governance Steering Group (under 
auspices of Colleges Scotland) published its Implementation Plan 
for these Ministerial decisions and this is attached for the 
information of Board members.  
To pick out the highlights: 

1. Chairs of the assigned colleges chairs (incorporated) 
are to be remunerated at a rate determined by the 
Scottish Ministers. 
There is no expectation that colleges will get any funding 
to help support this. Not due to be implemented until 2021 
at earliest. Assuming implementation, WHC likely to 
shadow if possible. 
 

3. College Sector Board Appointments: Ministerial 
Guidance 2014 will be refreshed and updated. 

 Although this is pertinent to incorporated colleges, WHC 
does shadow the Guidance where possible. Although 
timetabled for implementation in October 2019, the new 
Guidance isn’t yet available.  

 
7. Further investigate allowing the Auditor-General for 

Scotland the ability to conduct economy, efficiency 
and effectiveness reviews with the non-incorporated 
colleges that are not part of a local authority. 

 SG has not decided on this yet; consultation with affected 
colleges (such as WHC) was due to take place in October 
2019. 

 
Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes Yes            Give details about resource implications 

Risk implications Yes Further explain risk implications 
Date paper prepared 14/11/2019 
Date of meeting 27/11/2019 
Author Board Secretary 
Equality Impact Assessment 
(EIA) 

Choose an item.  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     
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External ☐ 
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      1 

College Governance Implementation Plan 
Governance Decision Impacts on Deliverables Lead Supported 

By 
Timescales 

1. Chairs of the assigned
colleges chairs (non-
incorporated*)  are to
be remunerated at a
rate determined by
the Scottish Ministers.

(*CW error: should
read 'incorporated)

• Regional and Assigned
College Chairs

• Regional strategic bodies
• Regional Colleges
• Assigned incorporated

college boards
• Scottish Funding Council

• Review the current pay arrangements for regional
college chairs against the Scottish Government’s Pay
Policy Technical Guide for 2019.

SG SFC Complete - 
awaiting sign off. 

• Report back to GGSG. SG GGSG September 2019 
• Consider whether assigned college (non-

incorporated*) chairs should be Ministerial appointed.
SG SFC Complete 

• Develop a business case (determining affordability by
consulting with RSBs and regional colleges) prior to
primary legislation.

SG SFC September 2019 

• Report back to GGSG. SG GGSG September 2019 
• Propose amendments the Further and Higher

Education (Scotland) Act 1992.
SG SFC 2021 + 

• Consult on amendments to the Act. SG SFC 2021+ 
• Develop new Pay Guidance on passing of the

amendments to Act.
SG SFC 2021+ 

• Consult on new Pay Guidance SG SFC 2021+ 
• Issue new Pay Guidance. SG SFC 2021+ 
• Sector to fully implement changes. ALL 2021+ 

2. Trade Union
nominees will be
added to the boards
of the incorporated
colleges, the GCRB
and the Lanarkshire
Board, in addition to
the elected staff
representatives.

• Trade Unions
• Regional strategic bodies
• Regional colleges
• Incorporated assigned

colleges
• Scottish Funding Council

• Establish a working group to prepare boards and
ensure an effective implementation and report back to
GGSG.

GGSG CS Complete 

• Review various legals around the proposed
implementation to ensure the various Acts are
considered and aligned.

SG OSCR Complete 

• Discuss the impacts of the changes on board
compositions directly with GCRB and Lanarkshire
board.

SG SFC Complete 

• Discuss with the impacts of the changes directly with
UHI.

SG SFC Complete 
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Governance Decision Impacts on  Deliverables  Lead Supported 
By 

Timescales  

  • Review current board/RSB compositions considering 
the increase in staff members and the changes to the 
remuneration of assigned college chairs.  Provide 
guidance around compositions - minimum and 
maximum numbers. 

SG SFC Complete  

• Review/amend existing guidance or the code and/or 
develop new guidance (quorum on board committees, 
conflict of interests, time off for public duties, 
accountability and conduct, committee remits). 

CDN Board 
Secretaries 
Network 

Complete  

• EIS/UNISON to develop principles around a 
nominations process.  

EIS/UNISON  SG Ongoing 

• Develop guidance around a nominations process and 
consult with trade unions and boards. 

CDN Board 
Secretaries  

Ongoing 

• Consider strengthening as part of the Induction 
Training Programme how to manage conflict of 
interests (OSCR’s involvement from a charities trustee 
perspective - Duties and Accountabilities) 

CDN OSCR Complete  

• Amend both the 1992 Act and the 2005 Act by 
Subordinate legislation (including consultation 
process). 

SG SFC Ongoing 

• Sector to fully implement the changes. ALL  1 August 2020 
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Governance Decision Impacts on  Deliverables  Lead Supported 
By 

Timescales  

3. College Sector Board 
Appointments: 
Ministerial Guidance 
2014 will be 
refreshed and 
updated. 

• Scottish Funding Council 
• Regional strategic bodies  
• Regional college boards  
• Assigned college boards 
• Scottish Funding Council 

• Review current Ministerial Guidance. 
 

SG SFC Complete  

• Establish working group of GGSG to review and 
recommend amendments to the current Guidance. 

GGSG  N/A 

• Report back to the GGSG. SG GGSG Complete 
• Update Ministerial Guidance to include: 

o improving succession planning 
o co-opting members 
o board vacancies advertised on the CDN website 
o Gender Representation of Public Board Act 2018.   

SG/ Public 
Appointments 
Team 

 Ongoing 

• Consult on the updated Ministerial Guidance. SG  October 2019 
• Issue new Ministerial Guidance.  SG  October 2019 
• Sector to fully implement.  ALL  October 2019+  

4. Colleges 
Development 
Network to embed 
teamwork within the 
induction training of 
board members. 

• College sector board 
members 

• Scottish Funding Council 

• CDN to review training needs prior to AY 2019/20. CDN  Complete  
• Report back to the GGSG on outcome of review. CDN GGSG September 2019 
• Roll out training.  CDN  October 2019 

5. Develop guidance for 
the SFC and colleges 
to follow in relation 
to any specific 
reviews undertaken 
by SFC of colleges 
under section 7C(7) of 
the Act (which relate 
to reviewing statutory 
criteria for a body to 
remain eligible for 
funding).  

• Regional strategic bodies  
• Regional college boards  
• Assigned college boards 
• Scottish Funding Council 

 

• Scope out potential guidance, taking into account the 
role of the RSB. 

 

SG SFC Ongoing 

• Report back to GGSG SG/SFC GGSG Ongoing 
• Draft Ministerial Guidance  SG SFC Autumn 2019 
• Report back to GGSG SG SFC Autumn 2019 
• Consult on the Ministerial Guidance  SG SFC September 2019 

• Issue Ministerial Guidance  

SG SFC October 2019 
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Governance Decision Impacts on  Deliverables  Lead Supported 
By 

Timescales  

6. Introducing the ability 
of SFC to attend the 
board meetings of 
assigned colleges. 

• Regional strategic bodies  
• Regional college boards  
• Assigned college boards 
• Scottish Funding Council 

• Scope out potential guidance around what this 
legislation change aims to achieve, taking into account 
the role of the RSB and the removal of assigned 
colleges as fundable bodies. 

SG 
 

SFC Ongoing 

  • Report back to the GGSG SG GGSG Ongoing 
  • Seek approval from the Scottish Funding Council for 

permission to remove assigned colleges from 
Schedule 2 of the 2005 Act (fundable body status). 

SG SFC 2021+ 

  • SFC to issue their decision. SFC  2021+ 
  • Issue a removal of assigned colleges from Schedule 2 

by Order (subordinate legislation) and Introduce a 
Power in Schedule 2 by Order (primary legislation) to 
allow the Scottish Funding Council to attend the board 
meetings of assigned colleges. 

SG SFC 2021+ 

  • Sector to fully implement. ALL  2021+ 
7. Further investigate 

allowing the Auditor-
General for Scotland 
the ability to conduct 
economy, efficiency 
and effectiveness 
reviews with the non-
incorporated colleges 
that are not part of a 
local authority. 

• UHI  
• Argyll College  
• Sabhal Mor Ostaig  
• West Highland College  
• Newbattle Abbey College  
• Scottish Funding Council 
• Audit Scotland 

• Consultation with the affected colleges and UHI, 
examine the potential impact on the independent 
status of non-incorporated colleges and ONS 
reclassification as well as consider the dependency on 
alignment with potential other changes to the Public 
Finance and Accountability Act. 

SG - Policy/ 
Finance 
Teams 

Audit 
Scotland 

October 2019 
 

 

• Ministerial decision. SG  Late 2019 
• Report back to the GGSG. SG GGSG Late 2019 

 • Amend the Public Finance and Accountability Act 2000 
by Order to allow for the AGS to conduct 3E 
examinations - this action is still to be determined and 
is within the remit of Finance, not College Policy. 

SG Finance  TBA – 
Dependant on 
Ministerial 
decision. 

 • Ability now available to Audit Scotland.  Audit 
Scotland 

 TBA – 
Dependant on 
Ministerial 
decision. 
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Governance Decision Impacts on  Deliverables  Lead Supported 
By 

Timescales  

8. Allow for appointing 
bodies to suspend 
members they 
appoint in line with 
other Scottish public 
bodies. 

• Scottish Government  
• Regional Strategic Bodies 
 

• Examine how this would work in principle and how 
different this would be from dismissal.  Also, how this 
would tie into the review of the Charities and Trustees 
Investment (Scotland) Act 2005. 

SG  2021+ 

• Report back to the GGSG. SG GGSG 2021+ 
• Amend the 1992 Act by Primary legislation. SG  2021+ 
• Develop new Board Member Suspension Guidance on 

passing of the amendments to Act. 
SG  2021+ 

• Consult on the Board Member Suspension Guidance. SG  2021+ 
• Issue Board Member Suspension Guidance. SG  2021+ 
• Sector to fully implement the changes. ALL  2021+ 

 
                              Updated 12.09.19 
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no:  

Audit 271019/01 
Subject External Effectiveness Review 

Purpose of paper 

The Board, along with all other college boards, underwent an 
externally facilitated external effectiveness review in 2017.  
The current Code of Good Governance requires that these 
external reviews are carried out every three years, and we would 
thus be expecting another such review next spring. It might be 
expected therefore that at this time of the year we would be 
starting to plan for such a review, including procuring the 
necessary external reviewer.  
However, the Code is currently being revised and this should be 
completed shortly. It is expected that the requirement for external 
reviews every three years will be changed to requiring one every 
three to five years.  
For this reason, and because CDN are currently working on 
building up a ‘bank’ of reviewers, and because there will shortly 
be a new Chair and secretary in place, the Committee is asked to 
consider whether the College should postpone making any early 
preparations for a 2020 review until these matters are clarified.  
 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes Yes            Give details about resource implications 

Risk implications Yes Further explain risk implications 
Date paper prepared 19/11/2019 
Date of meeting 27/11/2019 
Author Board Secretary 
Equality Impact Assessment 
(EIA) 

Choose an item.  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☐ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☒ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
      
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no:  

Audit 271119_03 
Subject Annual Audit Committee’s report to the Board 

Purpose of paper 

The Audit Committee is required to provide a report to the Board 
annually on its work over the previous academic session. This 
year’s report, attached, follows the template recommended by the 
Head of UHI Audit. It is intended to give a brief overview of the 
Committee’s activities and to give an assurance to the Board that 
it can have confidence in the audit arrangements at the College. 
 
The Committee is asked to review and approve the report, prior to 
its submission to the Board. 
 
The intention would be to make any changes required, complete 
the draft and recirculate prior to submission. 
 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            Give details about resource implications 

Risk implications No Further explain risk implications 
Date paper prepared 15/11/2019 
Date of meeting 27/11/2019 
Author Claire Wylie 
Equality Impact Assessment 
(EIA) 

Choose an item.  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☐ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☒ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
Convenor of Audit Committee 
Director of Finance & Resources 
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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Annual Audit Committee report to the Board  
for the year 2018-19 

 

Introduction 

This annual report follows the format recommended by the head of UHI Audit in June 2017, 
as a way of regularising and improving the annual reports which are submitted from the 
Audit Committees of partner colleges to their Boards. 

The College’s Risk Management policy also requires an annual report to the Board on the 
operation of the policy, management of risk and most significant risks faced by the College 
to the Board of Management in December each year. 

This report covers the financial year 2018-19. 

Membership 

The following were members of the Audit Committee throughout the year in question: 

Duncan Ferguson 
Robert Kelly 
Christine Mackay 
Deryck Nutley 
Nigel Patterson 
 
Gordon Bushnell and Ann Lloyd were members until their term of office on the Board expired 
in December 2018. New members Emma Lawson and Alan Sears joined the Audit 
Committee after their appointment to the Board in December 2018. 

With the resignation of Hilary Stubbs in the summer of 2018, a new convenor was sought. 
Christine Mackay undertook the role on the understanding that it would be until the end of 
the academic year; due to prior commitments she was only able to convene the March and 
June meetings. The earlier two meetings were convened by Ann Lloyd. 

Alan Sears has now taken up the role of convenor, effective from the 2019-20 session.  

The Principal of the College, the senior Finance post holder, and the internal and external 
auditors are all invited to attend all meetings. The head of UHI Audit received all papers and 
has an open invitation to attend any meeting. 

The Clerk to the Committee was Claire Wylie, Secretary to the Board. 
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Meetings 

A schedule of meetings, and attendance of members, is as follows: 

 11 Sept 18 28 Nov 18 7 Mar 19 10 June 19 
     
Gordon Bushnell Apologies Attended  - - 
Ann Lloyd Attended Attended - - 
Duncan Ferguson Apologies Apologies Attended Attended 
Robert Kelly Attended Attended Attended Attended 
Christine Mackay Attended Apologies Attended  Attended 
Deryck Nutley Attended Attended Attended Attended 
Nigel Patterson Attended Attended Apologies Attended 
Emma Lawson - - Attended Attended 
Alan Sears - - Apologies Attended 

 

The Vice Principal Finance and Corporate Services attended the first two meetings prior to 
his departure in December and the incoming Director of Finance and Resources attended 
the June meeting following her appointment. Gill Callaghan from the internal auditors TIAA 
attended in Sepember and March and her colleague Martin Ritchie attended in June; Stuart 
Inglis from the external auditors Henderson Loggie attended in November and June.  

Terms of Reference 

There were no changes made to the ToR during the year. 

Significant risks faced by the College  

The Committee was provided with an updated risk register at each of its meetings. The 
College continues to use a two-part register, one for West Highland College UHI, and the 
other for common University of the Highlands & Islands’ risks. 

A discussion was initiated at the Audit meeting of September 2018 on whether the full risk 
register needed to be forwarded to the Board at every cycle of meetings. This was further 
developed at the Board meeting of December 2018, where members decided on an annual 
diary of standing agenda items for each meeting of the Board and its committees. One of the 
options considered was whether the risk register needed to be forwarded by the Audit 
Committee to the Board at each meeting, and the agreement was that it did not. It is now 
scheduled to go annually (in March of each year) but if the Audit Committee had any 
concerns it would alert the Board to them at any time. At each meeting, the Board receives a 
report from the Audit Committee on its most recent meeting and changes made to the Risk 
Register form part of this report.  

All the most significant risks faced by the College continue to be financial. These risks come 
in many guises including, for example, the impact of Brexit, National Bargaining, not meeting 
student targets, funding reductions. These can be mitigated to an extent, bringing their RAG 
rating down from red to amber. However, uncertainties out of the hands of the College will 
remain, such as the future of Scottish Government funding for national bargaining and 
rurality, availability of finance for capital projects, implications of Brexit. 

Further to the risk management workshop of June 2018, the risks categorised as ‘Brexit’ and 
‘academic’ were recatagorised as ‘financial’.  
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No new risks were added during the course of the year. Several adjustments were made to 
existing risks as the operating context changed. In November 2018, the residual risk for the 
Phase 2 FW student accommodation was raised from amber to red, as was National Pay 
Bargaining risk in March 2019 and Failure to secure sufficient capital funding to provide 
necessary facilities for planned cirruculum growth in June 2019. A risk around Failure to 
ensure effective and efficient staffing capacity was increased from green to amber and 
acknowledge to be a key priority to be addressed.  

Reduction to the risk Impact of UHI Strategic Review, following an apparently pragmatic 
approach to this exercise, was agreed in March 2019. The risk was reduced from Red to 
Amber. 

Internal Audit 

1. TIAA undertook their second year of their contract as internal auditors for West 
Highland College UHI. The firm has been paid an annual fee. 
 
Members of the Audit Committee and the Finance & Compliance Manager evaluated 
the performance of the internal auditors and submitted the outcome of this 
assessment to the Board in June 2019. In summary, there was general satisfaction 
with the performance of TIAA. Although there were some concerns with 
responsiveness and timely receipt of documents, it was much improved from the 
previous year. Closure meetings, the lack of which had been remarked on last year, 
had all been completed in the year under consideration. CHECK WITH PAULA  

 
2. No review of the market for internal auditors was conducted in 2018-19, as the 

current contract with TIAA continues until the end of the 2019-20 session. It is 
anticipated therefore that such a review will take place next year. 
 

3. The auditors’ 2018-19 report was received in November 2019 reviewed by the Audit 
Committee at its November 2019 meeting. All the intended internal audit work had 
been carried out.  
 
The overall opinion of the auditors was as follows: 
 

“TIAA is of the opinion that, for the areas reviewed during the year, at West 
Highland College has reasonable and effective risk management, control and 
governance processes in place.” 

 
Four reviews were carried out during the year: 
Commercial Income Generation 
Centre for Science and Technology Project 
Curriculum Development and Management 
Staff Performance Review Framework 
 

4. In all, the internal auditors carried out 20 days of audit work. This compares to 21 in 
the previous year, and an intended 21 in 2019-20. 
 
There are no restrictions placed on the work of the auditors. 
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The purpose of the audits is to assess the combined effectiveness of the controls in 
mitigating the key risks. These assessments are ranked Substantial, Reasonable, 
Limited and No Assurance. 
 

5. The Audit Committee reviewed in detail the four reports received.  

Staff Performance Review Framework. The auditors considered that there was 
‘Limited assurance’ in place for the implementation of the Framework. Although it 
was content with the Framework itself, they found its implementation in the College to 
be imperfect. There were seven recommendations arising, one of which was labelled 
Urgent (in relation to the poor recording of staff performance reviews), and three 
Important. All bar one of the recommendations were accepted by management of the 
Colleg: the College did not accept that quality control of the reviews should be 
confirmed by the line manager signing off paper copies of reviews but proposed that 
a smarter on-line solution be found, a resolution which the auditors accepted. 

Centre for Science and Technology Project Assurance for this was regarded as 
‘Substantial’ with only one Routine recommendation. 

Commercial Income Generation The auditors assessed this as of ‘Reasonable 
assurance’. There were three Important, four Routine and one Operational 
recommendation, all of which were accepted by the College.  

Curriculum Development and Management This was considered as having 
‘Substantial assurance’ and attracted just one Routine recommendation from the 
auditors.  

There were two follow-up Reviews. 

Board Effectiveness Review In the opinion of the auditors, the recommendations had 
been completed adequately. 

Follow-up Review The progress through the list of recommendations from previous 
reviews which were due to be completed during the year was considered, and the 
auditors brought the Audit Committee up to date with matters outstanding. It was 
acknowledged by all that progress was not as fast as would be desirable, but there 
were explanations for this (such as the delay to the arrival of a new Director of 
Finance and Resources). 

The incoming Director of Finance & Resources introduced the Audit Committee in 
September 2019 to the internal audit tracker, which would enable members to keep 
abreast of progress through the recommendations at each meeting throughout the 
coming year. 

Audit Committee members were satisfied with reports, recommendations and the 
management response.  

6. There were no unplanned or special reports produced during the course of the year. 
 

7. There were no specific VFM studies in the course of the year although, as noted in 
(3) above, the College’s approach to value for money is integral to the assurance 
work carried out by the internal auditors. 
 

8. The Audit Committee did have an opportunity to meet separately with the internal 
auditors at its November 2019 meeting. There were no issues. 
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External audit 

1. Henderson Loggie has been appointed for three years from 2016-17 and is thus 
currently engaged in its third and final audit of West Highland College UHI’s 
statutory accounts. Arrangements are in hand for market testing and ultimate 
appointment of new external auditors from next session.  
 
The plan and timetable for the external audit for the 2018-19 session was clearly 
explained at the Audit committee meeting of.June 2019. The firm charges an annual 
fee, about which the Audit Committee has been informed. 
 
Members of the Audit Committee and the Finance & Compliance Manager evaluated 
the performance of the external auditors and submitted the outcome of this 
assessment to the Board in June 2019. In summary, all were entirely satisfied with 
the work carried out by the auditors. 
 

2. No other work was carried out this year by the College auditors’ Henderson Loggie.  
 

3. Stuart Inglis, on behalf of Henderson Loggie, presented the Audit Findings Report 
for 2018-19 to the meeting of the Audit and Finance & General Purposes 
Committees on 27 November 2019.  

 
The auditors had focussed on the following key areas, all of which were standard in 
this context: management override of controls, revenue recognition, whether the 
entity is a going concern, and approach to capital accounting. On completion of the 
annual accounts, it is expected that there will be no unresolved issues arising and 
there would be an unqualified audit opinion recorded.  
 
In auditing the College’s overall control environment, the following issues emerged:  
BACS payments (two authorisations should be required, not the current single 
authorisation) 
Purchases (in theory, approval of BACS payment runs require the approval of 
Principal/alternate and VP Finance/Finance & Compliance manager but in practice 
this was not the case) 
Payroll (similar to Purchases above)  
The above were all rated as Significant issues, to be reviewed by managers, not 
Fundamental, requiring the consideration of directors. 
 
There was one further Payroll issue regarding consistent completion of leavers’ 
forms which the auditors ask be followed up within a reasonable timescale. 
 
Stuart reported to the joint meeting the progress made on the control 
recommendations made at the conclusion of the previous year. It was noted that 
little or no progress had been made to these (two Significant and one routine). 
However, there were explanations for this and committee members and the auditor 
were satisfied with these. 
 
The draft letter of representation for 2018-19 was presented to the joint committees. 
Committee members have reviewed this letter and recommend to the Board that it 
be signed on behalf of the Board.  
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4. Stuart met with members of the joint committees without the presence of any of the 

senior management team, following the practice of previous years. The discussion 
which ensued was on slow progress through the previous years’ recommendations. 
The auditor was however entirely happy with the intentions of the College in dealing 
with this; lack of progress was simply a reflection of the limited capacity of the small 
team in the College. 

Other work done 

1. Audit Committee members examined the annual accounts and associated 
statements in detail alongside members of the Finance & General Purposes 
Committee at the November 2019 joint meeting. These accounts will be submitted 
to the Board of Management at its meeting of 17 December 2019. 

2. In addition to the audiors’ assurances, significant other sources of assurance 
provided to the Board are painting broadly the same picture. These other sources 
include feedback from Education Scotland, student evaluations and …  There is 
therefore a strong basis for confidence in their veracity. 

3. There was no review of the institution’s risk management policy. 

4. As part of its normal business, the Audit Committee has examined a number of 
other related matters over the course of the year. It routinely receives Complaints 
reports, and there has been nothing of any concern to the Committee with these. It 
is supplied with a routine report on Freedom of Information requests and Data 
Breach Reports. It endorses all relevant new and revised policies which, in 2018-9, 
amounted to two new cross-UHI policies on Safeguarding and Academic Appeals.  

 The two convenors of the WHC Audit Committee during 2018-19 were members of  
the UHI Audit Chairs’ meetings but were unable to attend any meetings. 

The Audit Committee members evaluated the committee’s performance and 
submitted its assessment to the Board in June. Members felt that they were 
performing sufficiently well, understood their responsibilities and considered that the 
right arrangements were in place. They are exploring the possibility that an 
additional attending member might be useful to strengthen the overall audit 
experience and skills of the committee.  

DID ANYONE DO THE AUDIT COMMITTEE TRAINING?  

Other (issues not relevant to the current year) 

Risk Management Workshop 

A repeat of the Risk Management Workshop, originally run in June 2018, was held in 
October 2019. This was once again a successful event, and beneficial to those who 
attended whether or not they had attended the previous workshop. A final report is awaited, 
and will be referred to in the Audit Report for 2019-20.  

Opinion 

In the opinion of the Audit Committee, the College has adequate and effective institutional 
arrangements for: 

• risk management, control and governance (risk management element includes 
accuracy of statement of internal control included with annual statement of accounts) 
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• economy, efficiency and effectiveness (value for money).  
 

These opinions are based on the information presented to the committee. 
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no:  

Audit 271119_05 
Subject Development Plan update 

Purpose of paper It has been necessary to delay a couple of items in order to fit in 
with other activities. Current plan attached. 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes Yes            Give details about resource implications 

Risk implications Yes Further explain risk implications 
Date paper prepared 14/11/2019 
Date of meeting 27/11/2019 
Author Board Secretary 
Equality Impact Assessment 
(EIA) 

Choose an item.  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☒ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
      
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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Board Development Plan 2019-20  

 
 Source Action Steps Owner Timescale Outcome 
       
1. AUDIT 

COMMITTEE 
 

Get additional 
attending 
member 
 

Follow agreed procedure at: 
http://staff.whc.uhi.ac.uk/Board/Appointment-
of-Advisors.pdf  
 

College 
Secretary 
 

December 
2019 
Postponed to 
April 2019 
 

AC and John invited to 
consider 17.Oct. Name in the 
frame. 

2. F&GP 
COMMITTEE 
 
INDIVIDUAL 
EVALUATIONS 
 

Finance training 
from Paula 
(including 
‘more direct 
guidance on the 
responsibilities 
of the F&GP 
committee 
requested’). 
 

Director of Finance to develop and offer 
college finance training, to include financial 
monitoring and (with support of Chair and 
Secretary) the responsibilities of committee 
members. 

Director of 
Finance  

April 2020 
 

 

3. F&GP 
COMMITTEE 
 

Agenda-
planning 
meetings – 
dialogue about 
agendas, clarity 
on what reports 
wanted and 
how presented. 
 

Good practice sought from elsewhere? College 
Secretary 

April 2020 
(and on-
going) 
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 Source Action Steps Owner Timescale Outcome 
4. F&GP 

COMMITTEE 
 

Value for Money – 
institution’s 
arrangements for 
securing. Joint 
Audit/F&GP meeting 
to consider?  

Could Paula do something to 
explain (NB VFM policy at Sept/Oct 
meetings) 

Director of 
Finance 

December 2019 
Tied in with 
Procurement policy 
which is currently 
being reviewed and 
will be brought to the 
March/April round of 
meetings.Rescheduled 
for spring 2020 

 

5. COLLECTIVE 
BOARD 
EVALUATION 
 

Annual strategy 
review/scenario 
planning. Get date for 
2019-20 and make an 
annual date.  
 

Secure a date for 19-20 session, and 
include in future calendars. 
Invite Argyll College. 
 

College 
Secretary 

October 2019 Board meeting 2.Oct.19 
agreed dates 25 Feb 20, 
23 Feb 2021. Argyll 
College invited to join in 
and collaborate on 
planning. 

6. COLLECTIVE 
BOARD 
EVALUATION 
 

Need to reconsider 
how the board 
handles academic and 
student matters 

Discuss with Fiona and Chair in first 
instance 

College 
Secretary 

April 2020  

7. COLLECTIVE 
BOARD 
EVALUATION 
 

More effective ways 
of recruiting new 
members 
 

S&N to consider succession plan, 
skills audit, seek external advice 

Head of HR, 
S&N and 
College 
Secretary 
 

April 2020  

8. INDIVIDUAL 
EVALUATIONS 

STEM curriculum in 
the context of WH 
economy and 
opportunities for 
students 

Briefing  Acting 
Director of 
Academic 
Affairs, new 
STEM 
Project 
Director 

Prior to Dec 2019 
Board 
Postponed to prior to 
April 2020 Board or 
alternative (new 
STEM Project Director 
not yet in post) 
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 Source Action Steps Owner Timescale Outcome 
9. INDIVIDUAL 

EVALUATIONS 
Audit training ‘On Board’ training College 

Secretary 
December 2019 4 members of Audit 

Committee have or will 
attend training. 

10. INDIVIDUAL 
EVALUATIONS 

Risk Assessment Repeat offering of Risk Management 
training from Henderson Loggie. 
Argyll College to be invited.  
 

College 
Secretary 

October 2019 Arranged for October 
2019. Argyll College 
invited 7/10 

11. EDUCATION 
SCOTLAND 
COLLEGE 
ENHANCEMENT 
PLAN 

Diversity training Board approval given for all board 
members to complete diversity 
training 

College 
Secretary, 
Acting 
Director of 
Academic 
Affairs 

December 2019 
To date, 3 
independent members 
have completed this. 
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Cover-Paper_FoI policy.docx Page 1 of 2 FJG Ver2 171016 

West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no 

Audit_271119_14 
Subject Review of Freedom of Information policy 
Purpose of paper To seek the committee’s endorsement of the changes made 
Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☐ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            Give details about resource implications 

Risk implications No Further explain risk implications 
Date paper prepared 25/11/2019 
Date of meeting 27/11/2019 
Author Paula Lister 
Equality Impact Assessment 
(EIA) 

Choose an item.  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☐ 
For discussion    ☐ 
For endorsing    ☒ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
ELT and College Management Group 
 
The amendments made are minor. 
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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Freedom of Information 
WHC reserves the right to amend this policy at its discretion. The most up-to-date version can be downloaded from our website. 
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Freedom of Information Policy 
 
 

1.0 Policy 
 

1.1 The Freedom of Information (Scotland) Act 2002 (FoI) gives the public a 
general right to access recorded information held by public authorities 
including Further Education Colleges. The Act promotes greater openness and 
accountability across the public sector, therefore facilitating a better 
understanding of how public bodies carry out their business, why they make 
the decisions they do and how they spend public money. 

 
The purpose of this policy and related procedures is to ensure the College is 
compliant with the Act and sets out the procedures for dealing with requests 
for information in an efficient manner. Relevant internal and external 
references are listed at Appendix 1. 

 
2.0 Policy Statement 

 
Under FoI, it is the duty of every public body to adopt and maintain a publication 
scheme to facilitate the proactive release of information. A publication scheme 
is a document describing the information that the College publishes or 
otherwise makes available as a matter of routine. In accordance with the 
legislation, the College shall maintain and publish via the College website 
a publication scheme which is in line with Section 20 of the Act, based on the 
Model Publication Scheme which is approved by the Scottish Information 
Commissioner. 

 
The publication scheme shall be reviewed and updated by the Freedom of 
Information Officer in line with review of this policy. 

 
The College will be in breach of the FOI Act if it does not adopt an approved 
scheme and/or does not publish information in accordance with the scheme it 
has adopted. The College will compile and publicise a guide to the specific 
information made available under the scheme. 

 
3.0 Key Principles 

 
3.1 All staff are aware of their responsibilities under the Act for recognising requests 

and advising those making requests of the appropriate way to access 
information. 
 

3.2  All requests for information are treated potentially as requests under the 
terms of the act. 

3.3 All non-routine requests for information should be referred to the FoI officer 
(currently the Director of Finance & Resources). 

3.4 Routine operational requests for information are dealt with by the most 
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appropriate staff with reference to the FoI Officer. 
 

3.5 The Publication Scheme contains as much information as possible. Requests 
are monitored to inform future reviews of the contents and operation of the 
Publication Scheme. 

 
4.0 Scope 

 
References to “staff” throughout this policy and procedure apply equally to 
members of the Board of Management, unless the context makes it clear that 
this is not the case. 

 
5.0 Responsibilities 

 
5.1 The FoI officer is responsible for: 

• the review of this policy and procedure 
• ensuring that the arrangements for dealing with requests for 

information and (formal) reviews are implemented in accordance with 
this policy and procedure 

• arranging training, including during staff induction, relating to this 
policy and procedure 

• obtaining legal advice as necessary in dealing with requests 
for information. 

 
5.2 All members of the Board of Management and College staff are responsible 

for dealing with initial requests for information according to the procedures 
described in this policy and procedure, and for providing relevant information 
for responding to requests as required by the FoI Officer. 

 
5.3 A formal review panel will be established by the FoI Officer if the applicant is 

not satisfied with the response, and the panel, chaired by another member of 
the senior management team, is responsible for deciding whether legal advice 
is sought. The Chair of the panel is responsible for obtaining the legal advice 
through the FoI Office. 

6.0 Exemptions 
6.1 Some information is exempt from disclosure and so does not have to be 

provided: 
when the request is vexatious or repeated; 
when the cost of compliance exceeds the appropriate limit; 
when the information falls under one of the exemptions (See Appendix 
2). 

6.2 Where the FoI Officer considers that a request for information should be 
refused, all relevant papers will be considered by another member of the 
E x e c u t i v e  Leadership Team (ELT) before the response is sent. 
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The member of the ELT will have taken no part in the preparation of the papers 
and, so far as is practicable, will be independent of the area(s) of the College 
to which the request refers. 

6.3 The decision to refuse to provide information will be communicated to the 
applicant, with reasons for the refusal. The applicant has the right to request a 
review of the decision. 

 
7.0 Scottish Information Commissioner 

 
7.1 The FoI Officer will be the point of contact between the College and the Office 

of the Scottish Information Commissioner. All communication between the 
College and the Office of the Scottish Information Commissioner’s Office will 
be recorded by the FoI Officer. 

 
7.2 The FoI Officer will advise the Principal of any formal communications from the 

Office of the Scottish Information Commissioner. Potentially these are: 
• invitation to comment on complaints; 
• information notice, to obtain information when considering complaints; 
• warrant to enter the College and seize documents; 
• enforcement notice, to inform the College of non-compliance with the Act 

and measures to address the deficiency; 
• decision that information should be released. 

 
8.0 Compliance 

 
8.1 Staff are expected to comply with their responsibilities under the Act as 

described in this policy and procedure and related policies. A note containing 
guidance for staff is distributed and discussed at training events and will be 
part of staff induction. 

 
8.2 It is not permitted either to decide not to hold information appropriate for the 

College, or to destroy such information, in order to avoid the implications of the 
Act. 

 
8.3 The Act also specifies that it is a criminal offence to destroy or erase 

information once it has been requested (unless the information would be exempt 
from disclosure or is scheduled to be destroyed per the Records 
Management Policy). 

 
8.4 Failure to comply with the requirements of the Act in holding, releasing or 

destroying information will render staff liable to disciplinary action. Deliberate 
actions or omissions may be deemed to be gross misconduct. 

 
9.0 Review 

 
9.1 This policy will be reviewed every three years or earlier if required. 
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Appendix 1 – References 
 

Internal 
Records Management Policy 
Data Protection Policy 
Freedom of Information Procedures 
Records Management Procedures 

 
External 
Freedom of Information (Scotland) Act 2002 
Data Protection Act 1998 

 
 

Appendix 2 – Exemptions 
 

The exemptions include: 
Qualified 

• Information intended for future publication (s.27) 
• Investigations and proceedings (s.34) 
• Law enforcement (s.35) 
• Audit functions (s.40) 
• Health and safety (s.37) 
• Some personal information (s.38). 
• Commercial interests (s.33) 

Absolute 
• Information accessible by other means (s.25) 
• Court records (s.37) 
• Personal information (s.38) 
• Information provided in confidence (s.46) 
• Information whose disclosure is prohibited by law (s.26) 
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: 

Audit 271119/13 
Subject Data Protection policy and Freedom of Information policy 

Purpose of paper 
These two policies were due for review at this round of meetings 
but there has not been the necessary time to complete this work 
and the Committee is asked to permit a delay.  

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☐ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            Give details about resource implications 

Risk implications No Further explain risk implications 
Date paper prepared 18/11/2019 
Date of meeting 27/11/2019 
Author College secretary 
Equality Impact Assessment 
(EIA) 

Choose an item.  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☐ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☒ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
Describe here 
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: 

Audit 271119_04 
Subject Complaints Report  

Purpose of paper 

This report identifies the number of complaints received during the  
first quarter of academic year 2019/20 and will feed into the 
annual report. 
 
Key Issues, Common Themes and Lessons Learned  

1. MA and SVQ students must receive a comprehensive 
induction to the college and services available to them as 
students. 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Under Stage 3 of the CHP, a complainant can forward a 
complaint to the Scottish Public Services Ombudsman (SPSO) if 
they are not satisfied with the outcome of the internal 
investigation. This can subsequently result in an investigation by 
SPSO into the complaint. 

Content sensitivity Normal 
Resource implications 
Give details if yes No             

Risk implications No Further explain risk implications 
Date paper prepared 19/11/2019 
Date of meeting 27/11/2019 
Author Tracy Kerr 
Equality Impact Assessment No  If no, explain why, if yes give details of impact assessment.     

Action requested 
(tick those that apply) 

For information ☒ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
Describe here 
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1.  
2.  

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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HE/FE Complaint Report for the Academic Period: 1st August – 19th November 2019 
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1. Introduction 

West Highland College UHI consists of 10 discrete Learning Centres spread over a wide geographical area 
covering the North West Highlands of Scotland. The College is committed to valuing complaints and our 
aim is to resolve issues of dissatisfaction as close to the initial point of contact as possible and to conduct 
thorough and fair investigations of complaints so that, where appropriate, we can make evidence-based 
decisions on the facts of each individual case.  
 
The College has adopted a two stage Model Complaints Handling Policy embracing the principles issued 
from the Scottish Public Services Ombudsman (SPSO). These principles are that the complaints policy and 
process should be accessible, fair, flexible, confidential, clear, and timely. Consistent with this policy the 
College has committed to publishing quarterly and annual summaries of complaints outcomes, trends and 
actions taken to improve our services.  
 
2. Overview of Complaints  
 
The following table presents figures on complaints, 1 in total, received for the period 1st Aug – 19th 
November 2019. This issue was received by UHI and was passed to WHC to undertake the investigation, 
due to the nature of the issue this was dealt with under our complaints policy and procedure with full 
discussion with the complainant. 

Complaints received by category: HE FE 
Number of complaints considered at the frontline resolution stage   
Number of complaints closed at the frontline resolution stage within 5 working days   
Number of complaints where an extension to the 5 working day timeline was 
authorised 

  

Average number of working days to resolve complaints at the frontline resolution 
stage 

  

Number of complaints considered at the investigation stage   
Number of complaints resolved at the investigation stage within 20 working days  1 
Number of complaints where an extension to the 20 working day timeline has been 
authorised 

  

Average number of working days to resolve complaints at the investigation stage   
   

Number of complaints upheld  1 
Number of complaints not upheld   
Number of complaints partially upheld   
Number of complaints withdrawn   
Number of complaints with extended circumstances   
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Trend Data of Complaints at WHC UHI 

 

3. Key Issues, Common Themes and Lessons Learned: 

1. MA and SVQ students must receive a comprehensive induction to the college and services available 
to them as students. Regular communication with both assessor and internal verifier to be 
implemented along with regular attainment and progress reports. A manager of MA contracts has 
recently been appointed by the college who will oversee and ensure that the experience of all work-
based students is equivalent to students who attend college.  

15/16 16/17 17/18 18/19 19/20
HE 1 1
FE 1 2 1
HE 1
FE 1 2 1 2
HE 1
FE 2 2 2
HE
FE
HE 1 1 1 1 0
FE 3 4 2 6 1

Total 4 5 3 7 1

Complaints

Quarter 1

Quarter 2

Quarter 3

Quarter 4

Total
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: 

Audit_271119/09 
Subject Data Breach Log 
Purpose of paper Assurance on compliance with data breach reporting guidelines 
Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            Give details about resource implications 

Risk implications No       
Date paper prepared 22/11/2019 
Date of meeting 27/11/2019 
Author Paula Lister – Director of Finance & Resources 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
Click or tap here to enter text.     

Action requested 
(tick those that apply) 

For information ☒ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
. 
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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Report log started on 23/03/2018 Number
Since last Report

Total number of internally reported incidents 21 2
Total number of near misses 7 1
Total number of data breaches @WHC not reportable to ICO 9 1

Total number of receipt of data breach from elsewhere not reportable 5 0

Types of Data Breach Email Upload Printed/written
Number of incidents 19 1 1

19

1

1

0 2 4 6 8 10 12 14 16 18 20

Email

Upload

Printed/written

Data incidents (near miss or breaches) to date
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Date Classification Reported by
UHI Data 
Protection 
officer notified

ICO 
Notified

Type Description Actions taken

23/03/2018 Near Miss Tina Davenport No No Email
Wrong Donna from external organisation invited to a WHC meeting 
by mistake

Wrong Donna contacted with an apology, correct Donna sent email 
re meeting

28/05/2018 Data Breach Sarah Bruce No No Email Lecturer sent SB personal email address of student. 
Lecturer told not to collect personal email addresses and to use UHI 
system

31/07/2018 Data Breach Chrissy Harris Yes No Email
File containing list of students seeking accommodation sent to two 
students seeking accommodation in error (rather than 
accommodation listing)

Email recalled and cover email sent to ask for deletion. Called DPO 
to discuss and decided this did not warrant ICO notification or 
notification of impacted students (the list only includes name, email 
& phone number, not sensitive data)

17/08/2018 Receipt of data in error Fiona Gunn No No Email
Email containing personal information for staff members received 
after being sent to the wrong Fiona Gunn.

Email deleted and the College notified

29/08/2018 Receipt of data in error Fiona Gunn No No Email
Email containing personal information for one staff member 
received after being sent to the wrong Fiona Gunn.

Email deleted and the College notified

25/09/2018 Receipt of data in error Tracy Matheson Yes No Email
Email relating to a sensitive student complaint forward to Quality 
Group. 

Email deleted and sender notified. Also notified DPO.

03/10/2018 Data Breach Cheryl MacRae No No Email Email relating to guest needs sent to student in error
Email recalled. No further action taken but processes updated. 
Including not including data in email but links to documents instead

04/10/2018 Near Miss Claire Wylie No No Email
Board papers sent to recently resigned board member - no personal 
data

Review whether board members should have UHI email addresses

13/10/2018 Data Breach Christine Crook Yes No Email
Email promoting course sent to mailing list without out using BCC, 
therfore giving recipients visibility of eachothers email adresses.

Called DPO to discuss. No further action taken as no sensitive data 
revealed.

12/11/2018 Data Breach Christine Blyth No No Email Email containing WHC log in details sent to incorrect email address
Checked that the referenced account had not been accessed, reset 
passowrd to ensure that the details in the email are now useless.

21/02/2019 Near Miss Charles Macrimmon Yes No Email
Email forwarded to Curriculum email group from staff members 
personal email, which included a username and password to an 
online eportfolio system for that staff member

Tracy Matheson spoke with line manager, to ensure that the 
password on the proof positive account was immediately changed. 
Email on file to support that this ws done instantly. 

28/02/2019 Data Breach Maggie MacDonald No No Email
File containing list of student names and SITs ID sent externally to 
one recipient. Recipient is known and was a student.

Recall of email was instigated immediately. Email sent to recipient to 
apologise, asking her to delete content of email. Awaiting response 
and confirmation of deletion.

15/03/2019 Near Miss Tracy Matheson No No Upload
The company uploaded another colleges data to a secure site only 
accessible by one named WHC contact.

The WHC contact imediately informed the "company" and was 
thanked for doing this.  The file was removed.

19/03/2019 Data Breach Gordon Dickson No No Email

The staff tracker contained a personal email (for an instructor 
before they more recently were given WH mail boxes).  A group 
calendar email invite was sent to 60 people including the personal 
email.  You can not use Bcc in calendar invites.

Apology to staff member.  SLD removed personal email address 
from staff tracker and checked for any other personal emails.
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24/04/2019 Near Miss Matt Groves No No Email
Cc of a student into an email that was about them to another 
person, this contained very sensitive information surrounding group 
project work and inappropriate language from the PL in question

Meeting with student and mother was undertaken, further actions 
to be disscussed with the team

19/08/2019 Receipt of data in error Tracy Kerr No No Email
Student complaint shared with the whole complaints handling group 
instead of relevent academic partner

Email deleted and sender notified.

21/08/2019 Data Breach Christine Blyth Yes No Email

E-mail mistakenly sent from the WHC Funding mailbox  to WHC 
students, instead of WHC student services.  The e-mail content had 
no personal information other than the potential students personal 
e-mail address. 

Student whose e-mail had been mistakenly forwarded contacted by 
phone with apology. 

26/08/2019 Receipt of data in error Tracy Kerr No No Email
Student complaint shared with the whole complaints handling group 
instead of relevent academic partner

Email deleted and sender notified.

09/09/2019 Near Miss Cheryl MacRae No No Email
Student email address picked instead of staff address.  Was the 
same person.  No personal information contained.

Near miss reported to WHC Data protection for logging.
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Freedom of Information - log

Request Response On Requestor Organisation Subject Rejected (Y/N) Reason for rejection
Date Date Time

30/08/2018 03/09/2018 Yes Franchesca Hashemi BBC Student mental health
07/09/2018 17/09/2018 Yes Alyson Laird Scottish Parliament Dyslexia tests and costs
11/09/2018 09/10/2018 Yes Taylor Niederland Scottish Parliament Zero hour & temp contracts
10/10/2018 07/11/2018 Yes Anne Keenan EIS Senior Salaries and increases
11/10/2018 26/10/2018 Yes Joy Graham Unison Number of students studying childcare
15/10/2018 26/10/2018 Yes Anne Keenan EIS Courses for under 16s
22/10/2018 06/11/2018 Yes Sean McLaughlan NUS Graduation Costs
13/03/2019 10/04/2019 Yes Jackie Baillie Scottish Labour Party Staff profiling - teaching, senior management
07/08/2019 27/08/2019 Yes Samuel James Individual Staffing & Student numbers, ICT resources
15/09/2019 09/10/2019 Yes Benjamin Philips Individual/Student GDPR & DPA2018 Compliance in FE sector
04/11/2019 Pending Jamie Mann Individual Sale of Land/Buildings by WHC since 2014
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