
Audit Committee
 

10 September 2019, 16:30 to 19:00
FW (G1/3) and by VC (50625@uhi.ac.uk)

 
 

Agenda
1. Apologies

2. Declarations of interest

3. Minutes of the Audit Committee meeting of 10 June 
2019

   Minutes_WHC Audit Committee 
meeting_100619-4.pdf (4 pages)

4. Matters arising (none)

5. Any other business

6. Risk register
Decision

 
Lydia Rohmer

   Audit_10Sept19_05_Risk Register.pdf (8 pages)

7. Internal audit reports:
Curriculum Development and Management
Follow-up Review
Internal audit tracker

Decision
 

Lydia Rohmer/Paula Lister

   Audit_10Sept19_02_Internal audit reports.pdf (28 pages)

8. Complaints annual report
Information

 
Lydia Rohmer

   Audit_10Sept19_01_Complaints.pdf (4 pages)

9. Data breach report
Information

 
Paula Lister

   Audit_10Sept19_04_Data Breach Report.pdf (3 pages)



10. FoI report
Information

 
Paula Lister

   Audit_10Sept19_03_FOI report.pdf (3 pages)

11. Date of next meeting

Wednesday 27 November 2019 (and joint meeting with F&GP Committee)



WHC Audit Committee meeting
10 June 2019, 16:30 to 18:00
Fort William and by VC

Attendees
Board members
Christine Mackay (Convenor), Deryck Nutley (Independent member), Duncan Ferguson (Independent member), 
Emma Lawson (Independent member), Robert Kelly (Independent member), Alan Sears (Independent member)

Attending
Paula Lister (Director of Finance & Estates), Lydia Rohmer (Principal and Chief Executive), Claire Wylie (Board Secretary), Martin Ritchie (TIAA), 
Stuart Inglis (Henderson Loggie)

Meeting minutes

1. Apologies
There were no apologies.

2. Declarations of interest
There were no declarations of interest.

3. Minutes of the Audit Committee meeting of 7 March 2019
The minutes were approved.

 DRAFT Audit-MeetingMinutes.pdf

Decision
Christine Mackay

4. Matters arising

4.1. SG decisions following College Governance Consultation

The Committee's discussion at the last meeting on this matter was reported to Michael Foxley who, as Chair of FERB,
would be in a position  to speak for the College at other forums such as the Good Governance Steering Group.
Michael had replied to the Committee, and this had been circulated to members. Michael took the view that Board
Chairs should be offered remuneration (they don't have to take it), and that further audits on non-incorporated
colleges were superfluous. 

News from the Good Governance Steering Group was that the Code would be revised in the light of the SG
decisions, but this would be light touch.

5. Any other business

5.1. Convenor of the Committee

Christine reminded the Committee that she had undertaken to carry out the role of convenor of this Committee just
until June 2019. Another convenor was therefore sought and interest invited.

6. Internal audit reports
 Audit 10062019_6_internal audit reports.pdf

Endorsement
Lydia Rohmer, Sue

Macfarlane
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6.1. Centre for Science & Technology Project

The auditors' overall assessment of the Project was Substantial Assurance (the highest of the four outcomes). Martin
Ritchie commented in particular that this assessment was reached in the light of the funding issues not being under
the College's control. The single recommendation was that a decision log be introduced to keep a record of decisions
in a single place.
In discussion, it was acknowledged that the business case would probably need revising, in the light of the likely delay
to the progress of the Project.

The report was approved.

6.2. Commerical Income Generation

The assessment for this was Reasonable Assurance. There were three Important recommendations and four
Routine; all of them were considered reasonable by ELT and accepted for implementation. In particular, discussions
on the way forward for the cafes were required.

The report was approved.

7. Review of Risk Register
The residual risk of WHC (5) (Failure to secure sufficient capital funding to provide necessary facilities for planned
curriculum growth) was increased from Amber to Red. As an aside, Lydia mentioned that a possible way forward for
the funding of the STEM Centre had been identified.
The second recommended change was to WHC (4) (Failure to ensure effective and efficient staffing capacity,
including succession planning for key senior leadership and management posts) where the residual risk was
increased from Green to Amber. Succession planning was now a key priority to be addressed.
It was agreed that residual risk WHC (7) (Failure to realise planned Phase 2 student accommodation block at St
Mary's) would most likely need to be revised following the Court meeting next week.

The updated Register was approved.

 Audit 10062019_7_risk register.pdf

Decision
Lydia Rohmer

8. Audit Committee self-evaluation
Discussion on responses centred around the following matters in particular:
(a) Do the audit committee members have the right skills and expertise to enable them to challenge effectively? 
Members were not convinced that they did have the right skills at the present time. It was agreed that some further
training would be sourced and offered, along the lines of the Risk Management training undertaken in June 2018. It
was also considered helpful if an appropriately skilled person be invited to attend meetings, not as a Board member,
to provide independent support and advice to the Committee. 
(b) Do the audit committee members receive reports that are comprehensive but concise and tailored to their needs?
Members were happy that they did, but more importantly the ELT were fully responsive to questions and requests for
clarification.
(c) Has the committee obtained feedback on its performance from those interacting with the committee or relying on
its work?
Stuart Inglis from Henderson Loggie considered that the Committee worked well and there were no issues from his
perspective. Lydia advised that she was satisfied that the Committee was in line with that required by the Code of
Good Governance; more questions from members were always welcome. Lydia and Sue considered that the
Committee could do more on risk to strategy.
Stuart offered to supply examples of how this last question might be more comprehensively covered in future years.

The self-evaluation form was approved, subject to some amendment and recirculation prior to submission to the
Board.

 Audit 10062019_8_committee self evaluation.pdf

Decision
Christine Mackay

9. Auditors' evaluations
Lydia advised that the external auditors, Henderson Loggie, were always professional, pro-active, timely and
supportive. Committee members were happy to give a positive evaluation using the questionnaire provided. 
The internal auditors, TIAA, had also offered a thorough, helpful and timely service, with the only relatively minor
disappointment being the receipt of the Plan for next session. It was agreed that this would be reflected in the internal
auditors' questionnaire.

The evaluations were endorsed.

 Audit 10062019_9_auditors evaluation.pdf

Endorsement
Christine Mackay
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10. External Audit Plan for year-end Accounts
Stuart presented the Plan and explained that it was only marginally updated from last year's Plan; the intention of
carrying out an audit of financial standards remained. 
A revised engagement notice had been issued for the Board as the Company had become a Limited Liability Partner.

The Plan was endorsed.

 Audit 10062019_10_external audit plan.pdf

Information
Paula Lister, Stuart Inglis

11. Internal Audit Plan for 2019-20
The Plan had not been received in time for the meeting. However, Lydia reported that the items to be audited were as
agreed at the start of the engagement of TIAA.The Plan would be circulated to members once available.

Endorsement
Paula Lister/Gill Callaghan

12. Complaints report
Staff and members were agreed that complaints were a positive sign that students were sufficiently confident to do
this, and well supported in doing so. 
The overall trend showed no significant increase in student dissatisfaction.

The report was received.

 Audit 10062019_12_complaints.pdf

Information
Lydia Rohmer

13. Data breach report
Most GDPR-related incidents were due to mistakes in email recipients or attachments. 

The report was received.

 Audit 10062019_13_GDPR.pdf

14. FOI log
Requests under the Freedom of Information Act were currently few and far between. 

The report was received.

 Audit 10062019_14_FOI.pdf

15. Date of next meeting
Tuesday 10 September 2019

16.
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no:  

Audit 100919/5 
Subject West Highland College UHI Risk Register – review  

Purpose of paper 

 
The attached risk register contains the WHC risk register, and the 
new UHI common risk register, cross-referenced and rated within 
the WHC context.  
 
Risks proposed for amendment to Audit Committee in June 2019 
and subsequently confirmed by WHC Board in June 2019 have 
been implemented on the register. 
 
There are no new proposals for risk changes.  
 
 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Click to enter text. 

Content sensitivity Normal 
Resource implications 
Give details if yes No            N/A 

Risk implications 

Yes  The Board needs to identify major risks which could impact 
detrimentally on its ability to deliver the college’s strategy; the 
college executive are responsible for identifying and managing 
mitigation to reduce identified risks to ensure the college achieves 
its strategic aims and performs effectively. 

Date paper prepared 06/09/2019 
Date of meeting 10/09/2019 
Author Lydia Rohmer, Principal and Chief Executive 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
N/A     

Action requested 
(tick those that apply) 

For information ☐ 
For discussion    ☒ 
For endorsing    ☐ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
 
Describe here 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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West Highland College UHI Risk Register

Last reviewed by Board on: 27-Mar-19
For Review by Board on: 26-Jun-19 Last approved by Board on: 26-Jun-19

Each risk is rated, based on likelihood of the risk happening (5 = frequent or very likely; 1 = infrequent or very unlikely) and its level of impact (5 = catastrophic; 1 = insignificant).
Ratings: RED - 20-25; AMBER: 12-19; GREEN: 11 and under

Ref ID
Risk 

Status
Category Risk Description Impact/Evidence

Link to WHC 
Strategy 2016-

2021
Risk Owner

Rating (Likelihood x 
Impact)

RAG Mitigation/Control Residual Risk Rating RAG Review of Mitigation
Date of Next 

Review by 
Board

Change in residual RAG

WHC 1 active financial

reduction of core grant funding from Scottish 
Government in context of comprehensive spending 
reviews

reduction in core grant income potentially 
leading to reduction in breadth of FE and HE 
course provision; may lead to reduction in 
staffing; could affect viability of some college 
centres; impact could affect long-term 
viability of college; SA1 Principal 5x4=20

External liaison via UHI to influence funding 
settlement; work with Colleges Scotland to influence 
input to spending review to SG as well as FE funding 
review, including remoteness and access/inclusion 
funding; work with UHI EO to review HE RAM funding 
model; ensure college cost review, monitoring and 
control in place; continue to increase commercial 
income generation; 4x4=16

Whilst mitigation in college's control is 
working well, economic uncertainty 
persists; long term planning is 
impossible due to year on year 
comprehensive  annual spending 
reviews with uncertain outcomes. 
Unknown economic impact of Brexit 
on public funding exacerbates 
uncertainty. Core Grant FE Funding 
increases for 17/18 and 18/19 
exclusively reserved for national 
bargaining funding; modest increase 
to region in rurality funding for 18/19; 
the college will have to continue to 
negotiate an annual share of funding 
within the regional context. 26/06/2019

RED to AMBER          
(March 2018)

WHC 2 active financial
Implications from introduction of national pay 
bargaining

Significant increase of staff costs through 
potential national harmonisation of staff 
pay, terms and conditions; worst case 
scenario will affect college's mission, estate 
and income to a business critical extent

People         
Financial 
Sustainability Principal 5x5=25

Together with FERB and Colleges Scotland Board and 
Principals Group, influence shape of national pay 
bargaining model, transition and funding 5x4=20

short term mitigation has been 
effective in ensuring financial needs 
are fully captured by Employers 
Association and SFC; intention to fully 
fund college needs underpins 18/19 
SFC indicative funding; long term risk 
still extant regarding clarity over SFC 
funding policy beyond harmonisation; 
if funding not fully consolidated, 
potentially business critical risk in 
medium to longer term (3-5 years) 26/06/2019

AMBER to RED (December 
2018)

WHC 5 active financial
Failure to secure sufficient capital funding to provide 
necessary facilities for  planned curriculum growth 

Inability to deliver agreed 3 year curriculum 
plan; inability to deliver agreed estates 
development priorities; inability to deliver 
college's business plan for growth

SA1 and 3       
Estates and 
Infrastructure

Principal 
with FD 4X5=20

Fully utilise existing estate; utilise reserves to facilitate 
planned curriculum growth; seek relevant 
external/commercial partnerships to invest in 
facilities and equipment ; ensure political and key 
agency lobby to support college investment plans 4X5=20

availability of capital funds uncertain 
in current economic climate; access 
routes/processes to capital funding 
via regional strategic body or SFC 
remains unclear, although RSB and 
SFC contributors to funding the 
Business Case development for CEST; 
in principal approval (subject to 
funding) for FBC from SFC on 
20/11/18; agreement from SFC to 
fund move to Building Warrant Stage 
(RIBA 4) has resulted in moving 
finanical risk to WHC for this stage; no 
direct route to SG capital funding in 
prospect at April 2019; UHI mitigation 
in place, with SFC promising to deliver 
funding retrospectively in 2019. 26/06/2019

 both risk and residual risk  
moved from AMBER to 
RED (June 2019)

WHC 6 active financial
Failure to secure reliable ICT infra-structure for VC 
meetings and online course delivery

Inability to deliver contracted delivery; 
Inefficient access to curriculum and class 
size; inefficient communications

SA1 and 2      
Estates and 
Infrastructure    
Finanical 
Sustainability

Principal 
with FD 5x4=20

Shared services project for ICT is likely to deliver 
improved UHI ICT strategy, distribution of resource; 
BT investment in broadband in West Highlands 4x4=16

UHI shared services project on hold; 
some investment to improve ICT 
infrastructure made by LIS and 
through SWAN 26/06/2019

WHC 7 active financial
Failure to realise planned Phase 2 student 
accommodation block at St Mary's (FW)

Inability to provide sufficient student 
accommodation in Fort William, leading to 
inability to attract students from outwith 
Fort William to study on degree and FE 
courses

SA1           Estates 
and 
Infrastructure       
Financial 
Sustainability

Principal 
with FD 5x4=20

representation of needs through UHI Student 
Residencies Partner Board, FERB and Court

3x4=12; revised: 
4x5=20

City Heart planning permission in 
place as of March 18; progression of 
project still to be clarified due to 
increased project costs and current 
UHI risk review of all residences; UHI 
currently re-considering a proposal 
from its FGP Committee re Fort 
William 2 and outcome uncertain until 
March 19 26/06/2019

AMBER to RED (December 
2018)
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WHC 8 active financial Under-utilisation of Learning Centres

Lack of demand for curriculum. Inability to 
impact positively on local 
economy/opportunity; Reduced student 
numbers; reduced income; inability to 
deliver core funded activity; staffing 
implications; impact on viability of centres

SA1       Financial 
Sustainability ELT 3x4=12

Student activity apportioned across centres. Effective 
curriculum planning and monitoring of demand. 
Marketing strategy in place. Liaison with Highland 
Council and other providers over public transport 
provision, particularly in Skye and Wester Ross 3x3=9 mitigation and controls working well 26/06/2019

WHC 9 active financial
Overprovision of curriculum delivered to Schools which 
is double-funded by Local Authority

Reduction in funded activity; potential 
reduction in courses and inability to meet 
Credit target

SA1 and 3      
Financial 
Sustainability

Principal 
with VPAA 3x4=12

Develop curriculum strategy and review 
methodology; set college limit on schools activity as 
overall percentage of FE activity in context of DYW; 
liaise with Highland Council on strategic alignment of 
college and Education Directorate strategic plans for 
senior phase delivery; work with Colleges Scotland on 
'Learner Journey' lobby to SFC and SG 3x3=9

college controls working well; 
outcome of HC strategic review of 
schools;  outcome of SFC/SG review of 
the learner journey published May 
2018 - contains no proposal for 
funding reduction 26/06/2019

WHC 10 active financial Failure to meet planned student recruitment targets Loss of income with budget implications
SA1       Financial 
Sustainability VPAA 3x4=12

Develop and implement appropriate quality, 
marketing and recruitment plans.  Ensure good 
experience to aid student retention. Regular 
monitoring through ELT. 3x4=12

college meets FE targets every year; 
HE targets more difficult to meet due 
to inability to mitigate recruitment 
shortfalls in year. HE growth 
continuing year on year in terms of 
FTE and headcount, even if UHI 
budget targets not met; plans in place 
to improve HE target/budget setting; 26/06/2019

WHC 13 active financial failure to effectively plan for business continuity
Inability to respond to business disruption 
appropriately

Financial 
Sustainability Principal 3x4=12

assurance through internal audit; annual internal 
testing and training; partnership-wide testing and 
training 2x4=8

UHI training and testing undertaken in 
April 2018; WHC training and testing 
undertaken in February 2018; WHC 
internal audit carried out in spring 
2018 26/06/2019

WHC 14 active financial Lack of business engagement

Reduction in input to courses so less 
relevance and student placement on 
courses. SA3 VPAA 4x4=16

Ensure full engagement with the business community 
through BEST and DYW West Highland Employer 
Group, as well as Employability Development Team 3x3=9 mitigation implemented 26/06/2019

WHC 15 active financial Lack of retention of students

Student withdrawals.Reputational 
damage.Reduction in recruitment.Reduced 
funding for Bursaries.

SA2       Financial 
Sustainability VPAA 4x4=16

Ensure best possible learning experience. Monitor 
Retention via the Learning and Teaching 
strategy.Implement HE and FE retention plan; Advise 
Students at application stage that bursaries are 
means tested and that funds are limited. Student 
engagement formalised through HISA and college 
resource 2x4=8

Retention consistently above national 
and regional average for FE, with non-
continuation rates in HE better than 
UHI average; monitoring and 
management of retention and student 
success consolidated as part of college 
quality culture 26/06/2019

WHC 20 active financial
Removal of ESIF Funding (2014-2020) for 
FE/HE/Research

Expect no change to 16/17 plan; medium 
term: Funding stream at risk. Risk to 
consolidation of FE/HE Growth; risk to ESIF 
funded PHD studentships; Risk to curriculum 
plan for growth, only funded from core.

SA1-3   Financial 
Sustainability Principal 5x4=20

work with UHI to lobby for retention of current ESIF 
funding levels for as long as possible; work with 
Colleges Scotland on lobby to SG; review curriculum 
plans 4x4=16

mitigation active; significant financial 
contraction could ensue, but unlikely 
to be business critical in itself; Brexit 
issue 26/06/2019

WHC 21 active financial
Removal of Centre for Recreation and Tourism Research 
(CRTR) EU Funding/Inability to access new EU funding

Current EU funding secure for 16/17. Future 
Funding streams based in EU funding 
schemes at risk. Potential threat to 
continued existence of CRTR; threat to WHC 
research activity/profile and research-
informed learning and teaching in outdoor 
and adventure tourism SA2 and 3 Principal 5x4=20

Ensure CRTR staff contracts are linked to funding; 
seek alternative non-EU funding opportunities within 
UK and globally (this requires additional investment); 
continue to support PGT and research degrees for 
staff; work with UHI, US and CS on retention of 
funding levels; 4x3=12

mitigation active, but not yet known if 
effective; whilst significiant, not 
business critical for whole college 
operations; Brexit discussions and 
prelimiary  agreements highlighting 
need to protect access to EU research 
funding for UK 26/06/2019

WHC 22 active financial Loss of EU students

Risk that EU students applying for HE 
courses starting 18/19 defer or withdraw 
due to Brexit uncertainty; EU students will 
become international students required to 
pay international fees - likelihood of 
significant reduction of EU student numbers SA1 Principal 4x4=16 review EU, RUK and international strategy with UHI 4x3=12 mitigation not yet implemented 26/06/2019

reduced risk rating from 
16-12 in line with other 
Brexit related risks

WHC 24 active financial Loss of ERASMUS - staff and student mobility

loss of funding to support staff and student 
mobility; impact on EU students studying at 
the college; impact on WHC students 
wishing to study abroad; impact on funding 
for scholarship, research and conferences

SA2 and 3   
People     Principal 4x3=12

ensure WHC lobbies mitigation of impact via UHI, CS 
and US to Scottish Funding Council and Government 4x3=12 mitigation impact not yet known 26/06/2019

WHC 12 active governance Failure to comply with legal obligations Litigation.High levels of external scrutiny
Financial 
Sustainability Principal 2x4=8

regular review of statutory requirements; policy 
review in collaboration with Secretary to Board 2x4=8 mitigation implemented 26/06/2019

WHC 16 active governance
Number of Board members with insufficient skills to 
provide necessary scrutiny

Lack of detailed scrutiny and lack of focus on 
strategic direction SA1-3

College 
Secretary to 
Board 3x4=12

Effective Board recruitment process and training 
(initial and on-going) of Board members, linked to 
Committee responsibilities; ensure Relevant expertise 
across all strategic areas - legal, HR, finance, audit, 
academic, skills matrix 3x3=9

mitigation reviewed and in 
implementation 26/06/2019
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WHC 17 active governance
Board members fail to exercise due 
diligence/independent scrutiny Potential mission drift SA1-3

College 
Secretary to 
Board        
Principal 3x4=12

Identify Board performance issues through Board self-
evaluation; implement Code of Good Governance 3x3=9

mitigation reviewed and in 
implementation 26/06/2019

WHC 18 active governance Failure to comply with Code of Good Governance

breach of RSB Finanical Memorandum 
leading to increased scrutiny by RSB, SFC 
and SG; may lead to reputational damage 
and loss of funding; SA1-3

Chair      
College 
Secretary to 
Board 3x4=12

review requirements of Code of Good Governance 
and assure compliance 3x3=9

mitigation reviewed and in 
implementation 26/06/2019

WHC 19 active governance Impact of UHI Strategic Review

Uncertain outcome of UHI strategic review 
and change programmes for future 
governance or partnership arrangements; 
potential funding and operational 
implications; prolonged uncertainty impacts 
detrimentally on medium to long term 
planning; Potential loss of influence to 
secure adequate resources to meet the 
needs of the West Highlands; SA1-3

Chair      
Principal 4x4=16

WHC participation in UHI Assembly and Programme 
Board; Working through FERB to secure fair and 
transparent governance throughout the region; work 
with EO on fair implementation of UHI strategic plan 
2015-2020 to secure regional perspective, including 
recognition of the needs of the West Highlands;Work 
towards a strategic alliance with other colleges in the 
West Highlands to enhance ability to secure 
resources to meet the needs of West Highland 
communities for further and higher education. 
Principal can provide local perspectives both through  
dual  role as VP Tertiary into UHI SMT, as well as 
through Partnership Council. Chair influences through 
FERB and UHI Court engagement.

3x4=12 (revised from 
4x4=16)

UHI Programme Board agreed a 
pragmatic approach to change; UHI 
Assembly fully inclusive of all 
academic partners 26/06/2019

RED to AMBER          
(March 2018) reclassified 
risk

Revised Risk Description as per 
Board request December 2018

WHC 4 active organisational

Failure to ensure effective and efficient staffing 
capacity, including succession planning for key senior 
leadership and management posts

Increased cost of delivery; insufficient 
leadership and professional capacity; impact 
on student experience; impact on business 
continuity;

SA1, 2, 3       
People       
Finanical 
Sustainability ELT 4x4=16

Regular monitoring of relevant KPIs for staffing; full 
development of college's People Strategy; develop a 
talent attraction and succession planning strategy 
appropriate to the context of the college 3x4=12 

aspects of mitigation to be developed 
and implemented 26/06/2019

residual risk GREEN to 
AMBER (June 2019)

Revised Risk Description as per 
Board request March 2019 in light 
of FD recruitment issues

WHC 11 active organisational
Failure to fully implement key systems. (Finance, HR, 
ICT, Quality)

Poor quality delivery; inefficiencies in 
delivery and admin; inability to progress 
WHC to standard required

People      Estates 
and 
Infrastructure      
Financial 
Sustainability   ELT 3x4=12

Systems identified and adopted. Relevant resources 
allocated in Plan.Training plans in place. 2x4=8 mitigation implemented 26/06/2019

WHC 23 active organisational Loss of key staff

Loss of current EU staff and specialist skills, 
including Principal, if no automatic right to 
remain for current EU citizens once Brexit 
activated People

Chair    
Principal 4x4=16

support EU staff through relevant HR information, 
and support to apply for residence permits, work visa 
and citizenship applications; collaborate with UHI, CS 
and US on lobby to SG and UK Gov 4x4=16 mitigation not yet implemented 26/06/2019
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UHI  Common Risks for review by WHC Board (last reviewed 3 October 2018)

UHI Risk 
No

Link to 
WHC Risk Date

Risk 
Status Category Description Causes Impact Owner likelihood impact gross risk RAG Mitigation

residual 
likelihood

residual 
impact

residual 
risk RAG Review of Mitigation

Date of 
next review 
by Board

UHI 01 WHC 10 30/03/2017 active financial College does not achieve allocated HE student 
number targets. 

Failure to recruit sufficient students due to 
various factors such as: over ambitious PPF 
target, poor marketing, curriculum gaps, poor 
NNS results etc 

loss of income with budget implications VPAA 3 4 12

Develop and implement appropriate 
quality, marketing and recruitment 
plans.  Ensure good experience to 
aid student retention. Regular 
monitoring through ELT.

3 4 12
significant growth in HE 
numbers year on year since 
2010 (from 35 to 280 FTE); 
targets mostly met, but 
undershot  2017/18 and 18/19; 
review of planning and 
budgeting underway

26/06/2019

UHI 02 WHC 10 30/03/2017 active financial College does not achieve allocated FE Credit 
targets. 

Failure to recruit sufficient students due to 
various factors such as: over ambitious target, 
curriculum gaps, ineffective marketing and 
engagement with local schools/employers.  

loss of income with budget implications VPAA 3 4 12

Develop and implement appropriate 
quality, marketing and recruitment 
plans.  Ensure good experience to 
aid student retention. Regular 
monitoring through ELT.

2 4 8

FE targets met and exceeded 
for last 7 years;

26/06/2019

UHI 03 WHC 15 30/03/2017 active organisational The institution has a poor reputation. Significant or sustained adverse publicity, 
governance/management failure, negative 
comments on social media, poor academic 
results, poor performance in league tables, 
significant withdrawal rates   

Inability to recruit students or attract and retain 
high calibre staff, inability to attract funding 
and/or develop strategic partnerships  

Principal 3 5 15 ensure best possible learning 
experience through quality 
enhancement, student support 
strategy plus people, estates, 
communications and student 
engagement strategy

2 4 8 strategy framework in place for 
quality, people, student 
support and communications; 
HISA partnership established. 
Retention plan in place

26/06/2019

UHI 04 WHC 23 30/03/2017 active organisational Disruption to services/projects and/or 
partnership working resulting from loss of a key 
staff member.    

Retirement, resignation or death in service of 
key staff member(s). Inadequate succession 
planning. Over reliance on indivduals. 
Associated knock on impacts resulting from 
transition arrangements with staff acting up 
and possible failure of backfill solutions.  Brexit 
affecting EU staff's leave to remain, including 
Principal.

Projects delayed due to loss of continuity, 
corporate knowledge gaps and disruption/loss of 
established relationships and contacts.   Loss of 
leadership/operating capacity in key areas.

Principal and 
Chair

4 4 16 People strategy, including talent 
management and succession 
planning to enhance resilience. 
Brexit: support EU staff through HR 
and support for residence/work 
permits; collaborate with UHI, CS 
and US to lobby Scottish/UK Govs.

4 4 16 people strategy in place, but 
impact of Brexit unknown

26/06/2019

UHI 05 WHC 12 30/03/2017 active organisational Non-compliance with relevant statutory 
regulations.

Lack of awareness of relevant laws and 
penalties. Management failures. E.g new 
General Data Protection Regulation from 25th 
May 2018, Bribery Act, Health and Safety 
Regulations etc. 

GDPR will provide new rights for individuals and 
impose additional obligations on data controllers 
and processors. GDPR will also introduce an 
increasesd penalty framework for non-
compliance/data breaches and includes new 
requirements for authorities to ensure that they 
maintain evidence to demonstrate compliance 
with the Law.   

Principal 2 4 8 regular review of statutory 
requirements; policy review in 
collaboration with Secretary to 
Board

2 4 8 mitigation implemented 26/06/2019

UHI 06 WHC 16,17, 
18

30/03/2017 active organisational Governance Failure.  Governing body does not have an appropriate 
balance of skills and experience. Role of a 
governor/director is onerous and it is difficult 
to attract a broad range of high calibre 
individuals to serve for non-remunerated roles 

Recent advertisements for new members have 
attracted few applications

College 
secretary

3 4 12 effective board recruitment and 
training processes; implementation 
of self and external effectiveness 
evaluation; implementation of Code 
of Good Governance

3 3 9 mitigation implemented 26/06/2019

UHI 07 WHC 
1,2,3,8,10

30/03/2017 active financial Financial failure/operating loss. Inability to 
achieve a balanced budget.      

Increased pay costs (national bargaining), 
pensions and NI contributions. Efficiency 
savings are not achieved quickly enough to 
counteract reductions in income.            

Potential cuts in centres/staff resulting in inability 
to maintain a viable curiculum offering with 
adequate student support, eventually leading to 
inability to recruit to targets and inability to 
maintain a sustainable organisation and viable 
business.  

Principal 5 5 25 working with FERB and CS influence 
funding settlement and 
shape/transition to national 
bargaining; ensure cost control 
system in place

5 4 20
#REF!

short term mitigation has been 
effective in ensuring financial 
needs are fully captured by 
Employers Association and SFC; 
intention to fully fund college 
needs underpins 18/19 SFC 
indicative funding; long term 
risk still extant regarding clarity 
over SFC funding policy beyond 
harmonisation; if funding not 
fully consolidated, potentially 
business critical risk in medium 
to longer term (3-5 years)

26/06/2019

UHI 08 WHC 5,6 30/03/2017 active financial College estate not fit for purpose. Lack of investment in capital maintenance/new 
capital project expenditure. Rapid growth of 
student population without investment in new 
expanded facilities. 

Inability to deliver agreed 3 year curriculum 
plan; inability to deliver agreed esatets 
development priorities; inability to deliver 
college's business plan for growth

Principal 
with FD

4 5 20

Fully utilise existing estate; utilise 
reserves to facilitate planned 
curriculum growth; seek relevant 
external/commercial partnerships to 
invest in facilities and equipment ; 
ensure political and key agency 
lobby to support college investment 
plans

4 5 20
#REF!

availability of capital funds 
uncertain in current economic 
climate; access 
routes/processes to capital 
funding via regional strategic 
body or SFC remains unclear, 
although RSB and SFC 
contributors to funding the 
Business Case development for 
CEST; in principal approval 
(subject to funding) for FBC 
from SFC on 20/11/18

26/06/2019
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UHI 09 WHC 15, 10 30/03/2017 active organisational Academic quality is sub standard Difficulty recruiting and retaining high calibre 
staff. Conditions and terms of employment are 
not competitve with limited scope for career 
progression. Infrastrucure/estate is unsuitable 
or not fot for purpose..  

Poor performance in quality 
monitoring/assurance reviews. Loss of staff to 
competitor institutions. Poor attainment levels, 
high level of withdrawal and poor retention.    
Damage to reputation. 

Principal 
with ELT

3 4 12 People strategy, including 
attraction, talent management, 
performance and organisational 
development strategies; also 
estates and communication 
strategies

3 3 9 mitigation in implementation 26/06/2019

UHI 10 WHC 06, 15 30/03/2017 active organisational Poor Student Experience  Poor college estate. Dispersed campus with 
limited facilities for social interaction.  
Technology failures. Limited teaching/library 
resources.  

Poor performance in national student satisfaction 
surveys. Reputational damage. Impact on ability 
to recruit future cohorts. Risk to core income 
streams.

Principal 
with ELT

4 4 16 student engagement and retention 
improvement plans; together with 
estates/IT and communication plans

3 4 12 mitigation active, but 
improvement required in 
Estates and IT infrastructure 
together with UHI

26/06/2019

UHI 11 WHC 21 30/03/2017 active organisational Research outputs are sub standard Failure to publish sufficient quality papers 
and upload to PURE. Loss of key staff. Lack of 
funding. Inadequate resources allocated to 
research staff. Terms and conditions of 
employment are not comparable with 
competitor organisations. Impact of Brexit on 
access to European projects.  

Damage to reputation. Brexit. Poor performance 
in next REF. Inability to retain staff and research 
teams. Reduced income. Current EU funding 
secure for 16/17. Future Funding streams based 
in EU funding schemes at risk. Potential threat to 
continued existence of CRTR; threat to WHC 
research activity/profile and research-informed 
learning and teaching in outdoor and adventure 
tourism

Principal 5 4 20 Ensure CRTR staff contracts are 
linked to funding; seek alternative 
non-EU funding opportunities within 
UK and globally (this requires 
additional investment); continue to 
support PGT and research degrees 
for staff; work with UHI, US and CS 
on retention of funding levels;

5 4 20 mitigation active but not yet 
known if effective

26/06/2019

UHI 12 09/08/2017 Active Financial Institutional, personal and sensitive data is 
corrupted, lost, stolen or misused or servcies are 
disrupted through malicious and illegal activities 
by external individuals or bodies. 

Poor IT security measures.  Equipment with 
security holes. Poor patching regime. Anti-virus 
is not up-to-date and comprehensive. Firewalls 
are configured incorrectly. Coordinated DDOS 
attack on university infrastructure. Increasing 
number of security alerts. DDOS attacks on UK 
academic institutions up to 527 in 2015 - Janet 
CSIRT. Increase in cyber attacks such as 
ransomware reported in national media. 

Information Commissioner fine of up to £20M 
under new GDPR regulations. Adverse press 
coverage. Loss of confidence by regulators, 
stakeholders and HE sector. Ransomware 
encryption has been detected on UHI network. 

Principal 
with FD

4 4 16
1

Firewalls and proxy filters 
automatically updated regularly. 
Proactive internal and external NVT 
and external scanning for at risk 
devices. Anti-virus software 
deployed to all corporate devices. 
Wi-Fi BYOD on segregated VPN. 
WSUS servers in place for regular 
MS Windows updates. Use of Janet 
Security advice service and 
UHIHelpdesk issues alerts for known 
attacks. UHI IT security group 
formed to share intelligence and 
react to published alerts. OpenDNS 
applied to fcache filetring with 
added protection functionality 
against botnet, malware etc.. Real IP 
address ranges reduced. Out of 
hours password reset enabled. 

3 3 9
2

UHI IT Security Policies Adopted 
by WHC Board in June 2017; 
staff mandatory training in 
Information Security and Data 
Protection (85% complete) with 
remaining staff to complete as 
part of induction/performance 
management; GDPR plan being 
rolled out at present; SLA with 
UHI Data Protection Officer

26/06/2019
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Executive Summary 

OVERALL ASSURANCE ASSESSMENT OVERALL CONCLUSION 

The College has an effective framework for curriculum development and 
management with clear and consistent guidance available for FE and HE 
courses. The template documentation used gives due consideration of key 
elements such as market research, required resources and awarding body 
requirements. 
 There have been improvements in the market intelligence supporting

evidence of demand with a greater focus now on sustainable demand.
 New design principles place a greater emphasis on value to the students

and needs of stakeholders.
 There is comprehensive performance data and information utilised to

inform the development and management of curriculum.
 One issue identified relates to incomplete or missing paperwork provided

to the Approval Panel which can restrict effectiveness and efficiency.

SCOPE ACTION POINTS 

Rationale 
In order to continue to attract students and other stakeholders it is imperative that 
the curriculum is managed and developed effectively to ensure the courses provided 
meet the needs of students, employers and other stakeholders. 
Scope 
The review considered the arrangements in place for developing and managing the 
curriculum including course development and approval; meeting the needs of 
students, employers and other stakeholders; meeting the requirements of the 
relevant qualification authority; resources to deliver the curriculum including costing; 
monitoring and reporting on the curriculum delivered; and ensuring that obsolete 
courses or those which do not meet stakeholders’ needs are removed from the 
curriculum. 

Urgent Important Routine Operational 

0 0 1 0 
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      PRIORITY GRADINGS      

1 URGENT Fundamental control issue on which 
action should be taken immediately.  2 IMPORTANT Control issue on which action should 

be taken at the earliest opportunity.  3 ROUTINE Control issue on which action should be 
taken. 

      West Highland College  
Assurance Review of Curriculum Development and 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

1 Compliance Sample testing found that the template 
documentation had been adequately 
utilised in most cases but there were 
examples of conditions of approval which 
related to completion of missing 
paperwork. The auditor attended an 
Approval Event which took place during 
audit fieldwork. A common theme was 
noted where the panel had to request 
additional information relating to missing 
or incomplete paperwork.  

It be ensured that the template 
documentation is completed in full 
prior to being provided to the 
Approval Panel for consideration.  

3 Agreed that all essential elements of 
documentation must be completed 
prior to Approval Panel. 

31/10/19 Director of 
Academic 
Affairs 
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ADVISORY NOTE

Operational Effectiveness Matters need to be considered as part of management review of procedures. 
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Operational Effectiveness Matters 

Ref Risk Area Item Management 
Comments 

No Operational Effectiveness Matters were identified. 
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Detailed Findings 
 

Introduction 

1. This review was carried out in June 2019 as part of the planned internal audit work for 2018/19. Based on the work carried out an overall assessment of the overall 
adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

Materiality 

2. The development and management of an effective and attractive curriculum is fundamental to attracting students and maintaining the College's reputation. 

Key Findings & Action Points 

3. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 
Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

Scope and Limitations of the Review 

Rationale 

4. In order to continue to attract students and other stakeholders it is imperative that the curriculum is managed and developed effectively to ensure the courses provided 
meet the needs of students, employers and other stakeholders. 

Scope 

5. The review considered the arrangements in place for developing and managing the curriculum including: 

• Course development and approval; 

• Meeting the needs of students, employers and other stakeholders; 

• Meeting the requirements of the relevant qualification authority; 

• Resources to deliver the curriculum including costing; 

• Monitoring and reporting on the curriculum delivered; and  

• Ensuring that obsolete courses or those which do not meet stakeholders’ needs are removed from the curriculum. 

6. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 
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Disclaimer 

7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report
and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Risk Area Assurance Assessments 

8. The definitions of the assurance assessments are:

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are managed 
and process objectives achieved.  

Limited Assurance The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 
managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

Acknowledgement 

9. We would like to thank staff for their co-operation and assistance during the course of our work.

Release of Report 

10. The table below sets out the history of this report.

Date draft report issued: 4th July 2019 

Date management responses received: 27th August 2019 

Date final report issued: 30th August 2019 
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11. The following matters were identified in reviewing the Key Risk Control Objective: 

Directed Risk: Failure to direct the process through approved policy & procedures. 

11.1 Risks relating to curriculum development and management have been appropriately considered and documented within the College's risk register. This area 
can have an impact on and contribute to several risk areas including recruitment and retention of students, achievement of credit targets, reputational risk 
and academic quality. 

11.2 There are collective responsibilities within the College's management structure for curriculum development and management. This includes responsibilities 
at executive level in respect of the curriculum strategy and responsibilities of course leaders at an operational level. This work is considered and reviewed 
by the College Management Group and Approval Panel. 

11.3 The College has developed a Curriculum Strategy for the period 2019-2022. The Strategy is aligned to the College Strategic Plan, Corporate Plan and UHI 
strategies as well as taking account of Government strategies, plans and initiatives. The strategy is underpinned by three key objectives which relate to an 
accessible curriculum, a fully demand-led curriculum and a sustainable curriculum. The Curriculum Strategy supports the College's strategic aims to have 
the right learning in the right place, deliver excellent and sustainable learning for all, and contribute to economically and socially sustainable communities by 
developing the skills of the area’s workforce. 

11.4 The Curriculum Strategy reflects local drivers including market intelligence from employers and other stakeholders but also considers a wide range of national 
and regional strategic drivers including the Scottish Funding Council's (SFC's) Regional Outcome Agreement with UHI and feedback from Skills Development 
Scotland (SDS).  

11.5 The Strategy also identifies curriculum development priorities as a result of consideration of these key strategic drivers. This includes continued development 
of the STEM curriculum and strengthening of provision in Tourism and Hospitality and Adventure-related curriculum. More generally, other priorities aim to 
develop a more flexible delivery of curriculum and a review of curriculum design and delivery.  

11.6 The College has a documented framework of guidance and procedure documents to support implementation of the Curriculum Strategy and work in 
curriculum development and management. The Strategy includes the College Course Design and Delivery Principles and separate guidance has been 
documented in respect of Curriculum Planning Guidance, Curriculum Development Approval Cycle and the process and criteria for decision making for 
withdrawal of programme offering. There are consistencies in procedures for FE and HE curriculum to simplify the process as far as possible.  

11.7 A review of documented procedures confirmed that these were in accordance with the College's strategy and governance documents and were up to date.  

11.8 Roles and responsibilities in respect of curriculum development and management are adequately defined within the strategy document and supporting 
procedures.  

11.9 The College operates a 3-year plan for curriculum which is endorsed by the College Management Group (CMG) in October. These discussions are used to 
plan and challenge new provision, changes to the existing programme and withdrawal of programmes. The Approval Cycle has been fully documented with 
key stages of endorsement and approval defined. The plan for the next academic year is considered at the CMG meeting in February and is confirmed in 
August each year.  
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11.10 There are clear authorisation controls in operation over amendments to the College's curriculum. Approval requirements have been clearly defined and an 
Approval Panel convenes to consider and challenge the business case of programmes and courses. These can be approved with conditions. The Approval 
Panel aims to have the right people involved at the right time and will therefore include input from marketing, facilities, student support, etc. where relevant 
in addition to managers within curriculum and academic affairs.  

11.11 The template documentation is fit for purpose and requires consideration of appropriate elements such as resources, market demand, learning outcomes 
and alignment with UHI where applicable. 

11.12 HE follows a similar process but goes through UHI protocol which has separate template documentation which serves a similar purpose. Following the 
College's own internal procedures and approvals, a proposal is presented to the UHI Faculty Board and Planning Forum. As standard, the UHI request an 
18 month lead in time to allow for UHI marketing of any new courses. This can hinder an ability to respond to market demands but there is a fast track option 
for urgent priorities which can be utilised. 

11.13 The College aims to ensure that the curriculum is demand-led meaning that it must be based on market intelligence from a wide range of resources including 
engagement with stakeholders such as schools and employers. There is emphasis on meeting the changing needs of industries and changing market 
conditions. Key considerations in developing the curriculum include the evidence base including demand and supply, enrolment trends and course 
performance. This also includes alignment with sectoral developments and with UHI and College strategic aims and objectives.  

11.14 The College's three year curriculum plan facilitates a structured and strategic approach which takes account of trends in demand but is also supplemented 
with an ability and agility to react to short term needs where appropriate. 

11.15 Sustainable demand is the driving factor of the College but this is not considered in isolation as it must be considered in conjunction with staff resources and 
capacity for delivery. Staff resources and expertise will be used wherever possible but, ultimately, a course cannot run with insufficient student numbers and 
a lack of demand or inability to utilise the staff resource elsewhere can result in redundancies.  

11.16 The College is able to demonstrate good levels of evidence in consulting with stakeholders including local employers and schools. This is often in relation to 
market intelligence and a new Business Development Manager has focussed on relationship management and taking a cohesive approach across the 
organisation. Curriculum plans have included consultations and, for example, the curriculum plan for STEM identifies a long list of stakeholders who have 
been consulted.  

11.17 The College has recently developed Curriculum Design and Delivery Principles which aims to improve the quality of the learning experience balanced with 
awarding body requirements. This is part of a move away from taking "off the shelf" options where it is not fully relevant or beneficial. A proposed Certificate 
in Digital Media which focusses more on portfolio to provide greater value to the student is a good example but this still requires further work before approval. 
A decision must therefore be made on if it should be an Awarding Body group award or College devised programme. The guidance notes that Large Group 
Awards should only be used if there is a 95-100% match to requirements and College devised awards can be notionally or formally credit rated if required. 
However College devised awards must follow UHI FE titling protocol. 
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11.18 Identifying and allocating of the resources required for the delivery of the approved curriculum is a key consideration and one which is appropriately 
considered by the College. Consideration of the required resources is included within the template planning documentation at the earliest stage to ensure 
that the proposal fully considers the resources. Where relevant, analysis of staff resources and proposed budgets and costings are included in submissions 
to ensure the resources are adequate. A course cannot be approved without sufficient information regarding demand and adequate resources for delivery 
which meets the award body's standards. Where current staff resources are not available within the College, a business case must be presented for 
recruitment.  

11.19 The College has access to a wealth of feedback information including student surveys throughout the year. These include early student satisfaction surveys, 
HE module surveys and a national survey run by the SFC. The 'Red Button' is also used as an informal problem-resolution and feedback mechanism. In 
addition to meetings with student representatives, this information is used to monitor the effectiveness of the current curriculum at a high level but also in 
relation to delivery which feeds into self-evaluations.  

11.20 All consultations and feedback have evidently fed into the decision making process for curriculum development and management. 

11.21 The College makes appropriate use of KPI data and performance reporting to monitor the effectiveness of the curriculum and what courses require further 
review. Key data in this respect includes student retention including early withdrawals and achievement. Student destination data is also used as part of the 
performance reporting to assess overall effectiveness. 

11.22 Annual Course Evaluations are undertaken for all courses is part of a self-evaluation model ensuring quality control. The evaluation is undertaken at the end 
of every academic year in June to evaluate the course including what went well, what went poorly, retention, achievement, enrolment, satisfaction levels, 
destinations, etc. Course Committee meetings take place twice per year to consider course content, delivery, student support, work experience, etc. These 
are attended by class representatives and there are also separate monthly class representative meetings. All of this information contributes to the 
comprehensive evidence to support curriculum development and management decision making.  

11.23 The information available is effectively used to inform whether the current course provision is continuing to meet demand and if it should be retained, 
withdrawn, replaced or added to in response to market needs. The information allows the College to appropriately consider demand (number of applicants, 
offers vs enrolments), success (retention, attainment, satisfaction), progression (destination data i.e. progression to employment or HE), sustainability (actual 
credits achieved and income generated). 

11.24 The Board is adequately informed of curriculum development and management in quarterly KPI reports and student satisfaction. 

11.25 Decisions for the removal of a course from the curriculum are based on student recruitment and effectiveness. A course may not be completely removed 
from the curriculum but will not run if there are inadequate student numbers. It has previously been identified that some demand for courses come in trends 
cycles as the market may be saturated for a two or three year period. For this reason, such courses may not be removed completely from the curriculum but 
will be suspended in line with the demand cycle.  

11.26 Course removals are reviewed and considered on an annual basis but a full curriculum review which is due to commence will give detailed consideration of 
this against the new curriculum design principles. 

11.27 There are clear and robust authorisation controls in operation over the removal of courses from the curriculum. All significant amendments must go through 
the same process and be approved by the Approval Panel. 
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Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses. 

11.28 A sample of courses added to the curriculum in recent years was reviewed to confirm that these were approved in accordance with the College's policies 
and procedures. Appropriate approval was found to have been obtained in all cases. 

11.29 Sample testing found that the template documentation had been adequately utilised in most cases but there were examples of conditions of approval which 
related to completion of missing paperwork. The auditor attended an Approval Event which took place during audit fieldwork. A common theme was noted 
where the panel had to request additional information relating to missing or incomplete paperwork. Whilst the risk of inadequate assessment or consideration 
is mitigated by the challenge and conditions raised by the Approval Panel, incomplete documentation can limit the effectiveness and efficiency of the approval 
process. It is accepted that there will be times where there is a need to react to market needs so all paperwork may not be comprehensive but key details 
and evidence base must still be presented. 

Recommendation: 1 It be ensured that the template documentation is completed in full prior to being provided to the Approval Panel for 
consideration. 

Priority: 3 

11.30 It was confirmed within the selected sample that there were adequate details of supporting research to evidence demand for the course. The College has 
been improving consideration of sustainability and longer term demand. A lot of time and resource can be invested in course design and marketing and to 
have only one year payback may not be viable. The robustness in this and in the market intelligence has improved over time with a move away from anecdotal 
evidence in some cases. There are still some cases where this is not fully evident in the paperwork but attendance at the Approval Event and review of 
conditions for approval confirmed that this has been challenged by the Approval Panel. Sustainable demand rather than immediate demand has been 
prioritised. 

11.31 Testing also confirmed that there was sufficient evidence of adequate consideration of resources, costs and viability of the course in the documentation 
presented to the Approval Panel. 

11.32 It was advised that there have been no removals from the curriculum in the past year. Business Skills for Tourism was removed two years ago and review 
of supporting documentation confirmed that this was approved in accordance with College procedures. 

--------------- 
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Executive Summary 

INTRODUCTION 
1. This follow up review by TIAA established the management action that has been taken in respect of the priority 1 and 2 recommendations arising from the internal

audit reviews listed below at West Highland College. The review was carried out in June and July 2019.

Review Year 

EU GDPR 2017/18 

Business Continuity Planning 2017/18 

Key Performance Indicators 2017/18 

Follow Up 2016/17 

Health and Safety 2016/17 

Procurement 2016/17 

KEY FINDINGS 
2. The follow up review considered whether the management action taken addresses the control issues that gave rise to the recommendations. The implementation of

these recommendations can only provide reasonable and not absolute assurance against misstatement or loss. From the work carried out the following evaluations
of the progress of the management actions taken to date have been identified.

Evaluation Number of Recommendations 

Implemented 7 

Outstanding 9 

Considered but not Implemented - 

Not Implemented 2 
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SCOPE AND LIMITATIONS OF THE REVIEW 

3. The review considered the progress made in implementing the recommendations made in the previous internal audit reports and established the extent to which 
management has taken the necessary actions to address the control issues that gave rise to the internal audit recommendations. 

4. The responsibility for a sound system of internal controls rests with management and work performed by internal audit should not be relied upon to identify all 
strengths and weaknesses that may exist. Neither should internal audit work be relied upon to identify all circumstances of fraud or irregularity, should there be any, 
although the audit procedures have been designed so that any material irregularity has a reasonable probability of discovery. Even sound systems of internal control 
may not be proof against collusive fraud. 

5. For the purposes of this review reliance was placed on management to provide internal audit with full access to staff and to accounting records and transactions and 
to ensure the authenticity of these documents. 

RELEASE OF REPORT 

6. The table below sets out the history of this report. 
 

Date draft report issued: 17th July 2019 

Date management responses rec’d: 22nd July 2019 

Date final report issued: 23rd July 2019 
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Detailed Report 
 

FOLLOW UP 
7. Management representations were obtained on the action taken to address the recommendations and limited testing has been carried out to confirm these 

management representations. The following matters were identified in considering the recommendations that have not been fully implemented: 

 

8. EU GDPR 

Audit title EU GDPR Audit year 2017/18 Priority 1 

Recommendation An implementation plan be documented to formally set out the actions and steps being taken to adopt and ensure ongoing compliance 
with the GDPR to include how the changes impact the organisation in terms of updating policies and procedures, DP staff resources, 
staff training and awareness. 

Initial management 
response 

Accept that we have not had a documented plan. Working with UHI Data Protection Officer to train and develop approach. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

31/12/2018 Revised 
implementation 
date(s) 

n/a 

Latest Update This recommendation has now been somewhat superseded following implementation of GDPR. Whilst there was no specific detailed 
planned approach, the College worked closely with the UHI Data Protection Officer (DPO) in preparing for compliance. 

New implementation 
date 

n/a Status Implemented The recommendation has been fully implemented.  
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Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation A GDPR Policy be documented and Data Protection and Records Management and Archiving policies be updated and developed to 
cover the requirements of GDPR. 

Initial management 
response 

Accept. Records Management & Archiving policy went to board in June 18.  

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

31/07/2019 Revised 
implementation 
date/s 

n/a 

Latest Update The Data Protection Policy, last reviewed in June 2017, has not been updated since the implementation of the GDPR and Data 
Protection Act 2018. This review remains outstanding.  
The Records Management and Archiving Policy was updated in June 2018 and now correctly refers to the Data Protection Act 2018. 

New implementation 
date 

TBC Status Outstanding The recommendation is in progress. 

 
 

Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation A formal awareness and training programme be developed to support the implementation of the GDPR. 

Initial management 
response 

Accept. Training sessions with the new UHI DPO have taken place (26/06/18) with more to be included in staff updates. Visibility and 
awareness campaign has been in place. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

31/07/2019 Revised 
implementation 
date/s 

n/a 

Latest Update It was advised that most staff have completed either GDPR or Data Protection training via e-learning modules. The remainder of staff 
are due to receive further reminders in August and a mandatory training induction pack is to be introduced in August/September. 

New implementation 
date 

30/09/2019 Status Outstanding The recommendation is in progress. 
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Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation It be ensured that the College has appropriate resources in place in relation the implementation of GDPR and the work required to 
ensure compliance. 

Initial management 
response 

The DPO is now in place. The internal resource required to implement falls to existing teams and this is crucial to ensure that this is 
embedded in the culture and processes. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

Complete Revised 
implementation 
date/s 

n/a 

Latest Update As per the initial management response, the DPO is part of a UHI shared service.  

New implementation 
date 

n/a Status Implemented The recommendation has been fully implemented.  

 
 

Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation Outstanding departmental Data Processing Registers be completed as part of a full information audit. 

Initial management 
response 

Complete. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

Complete Revised 
implementation 
date/s 

n/a 

Latest Update A review of data registers from relevant departments confirmed that these had been appropriately completed. 

New implementation 
date 

n/a Status Implemented The recommendation has been fully implemented.  
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Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation Privacy notices be reviewed and changes made to meet the specified requirements of the GDPR. 

Initial management 
response 

Accept. DPO has provided guidance on privacy notices and we are working through them all. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

31/12/2018 Revised 
implementation 
date/s 

n/a 

Latest Update Appropriate and fit for purpose privacy notices have been published on the website. A Privacy Notice for Employees, Workers and 
Contractors has been drafted but this document has still to be approved or, alternatively, the UHI DPO is to provide an employee privacy 
notice. It was advised that this has been chased but not yet received. 

New implementation 
date 

TBC Status Outstanding The recommendation is in progress. 

Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation It be ensured that for all data processing undertaken the legal basis for processing this data is known and documented. 

Initial management 
response 

Accept – completed in the data registers. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

Complete Revised 
implementation 
date/s 

n/a 

Latest Update Review of data registers confirmed that the legal basis for processing the data had been clearly defined within these documents. 

New implementation 
date 

n/a Status Implemented The recommendation has been fully implemented. 
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Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation It be established how a consistent approach can be taken to ensure the tighter consent requirements imposed by GDPR will be met, 
including the need to record all consent given. 

Initial management 
response 

Accept. This is now complete with Marketing having set out the approach. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

Complete Revised 
implementation 
date/s 

n/a 

Latest Update A review of the approach taken and supporting documentation including consent forms confirmed compliance and implementation of 
the recommendation. 

New implementation 
date 

n/a Status Implemented The recommendation has been fully implemented. 

Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation Policy and procedures be revised to set out arrangements for the identification and reporting of data breaches. 

Initial management 
response 

Accept. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

Complete Revised 
implementation 
date/s 

n/a 

Latest Update GDPR incidents including breaches are now reported periodically to the Audit Committee. Appropriate arrangements are now in place. 

New implementation 
date 

n/a Status Implemented The recommendation has been fully implemented. 
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9. Business Continuity Planning

Audit title Business 
Continuity 
Planning 

Audit year 2017/18 Priority 2 

Recommendation It be ensured that outcomes from test and real incidents are formally reported to and reviewed by management as required by the 
EMBC Plan. 

Initial management 
response 

Accept – we will add this to standing item for ELT. 

Responsible Officer/s Vice Principal 
Finance & Corporate 
Services 

Original 
implementation date 

1/08/2018 Revised 
implementation 
date(s) 

n/a 

Latest Update It was advised that BCP reporting will take place following completion of exercises. Results will be reported to CMG and ELT. 

New implementation 
date 

TBC Status Not Implemented The recommendation has not yet been implemented. 

10. Key Performance Indicators

Audit title Key Performance 
Indicators 

Audit year 2017/18 Priority 2 

Recommendation Staff satisfaction be measured and reported based on survey data to provide supporting evidence of performance reported. 

Initial management 
response 

IIP Survey completed in June 2018. Use of ongoing “pulse” surveys to be agreed with the board and timings to be confirmed. 

Responsible Officer/s HR Manager Original 
implementation date 

31/07/2019 Revised 
implementation 
date/s 

n/a 

Latest Update The IIP survey and feedback report was completed in September/October 2018 and will be re-assessed annually. This has still to be 
incorporated into KPI reports. 

New implementation 
date 

31/10/2019 Status Outstanding The recommendation is in progress. 
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Audit title Key Performance 
Indicators 

Audit year 2017/18 Priority 2 

Recommendation A suite of HR KPIs be developed for regular reporting to the College Management Group. 

Initial management 
response 

Accept. We will work on this and look for reporting to be in place in 18/19. 

Responsible Officer/s HR Manager Original 
implementation date 

1/08/2018 Revised 
implementation 
date/s 

n/a 

Latest Update An HR Report providing key information on vacancies, starters, leavers and absences is reported regularly to the CMG. The following 
KPIs are planned but still to be incorporated into KPI reporting: % staff turnover, % days sickness, CPD training hours. 

New implementation 
date 

31/10/2019 Status Outstanding The recommendation is in progress. 

11. Follow Up 2016/17

Audit title Follow Up Audit year 2016/17 Priority 2 

Recommendation Access Control Policy – Data Protection (June 2015) 
We recommend that the College implements a formal Access Control Policy and a procedure to provide better control and management 
over data access requests. 

Previous Findings It was advised that a formal Access Control Policy is not yet in place, however a process has been established. 
As part of work undertaken in relation to achieving compliance with EU GDPR, folder access and processes for requesting this has 
been reviewed and brought up to date. 
It was advised that each folder has a folder owner with the College Management Group Manager being the officer with responsibility 
for providing authorisation for accessing folders. This is administered by the Estates and Facilities Manager who oversees IT internally. 
It was confirmed that the Estates and Facilities Manager is the only officer who has ability to provide access to the folder system. 
Requests are generally in email or part of the set-up of a new employee. 

Latest Update The Network Drives Access Guidance Process is now in place which adequately meets the requirements 

New implementation 
date 

n/a Status Implemented The recommendation has been fully implemented. 
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12. Health and Safety

Audit title Health and Safety Audit year 2016/17 Priority 2 

Recommendation We recommend that the College produce a central register of risk assessments to provide central management control over the risk 
assessment process. This register should be reviewed regularly to ensure risk assessments are still fit for purpose. 

Previous Findings It was advised that this recommendation is in the process of being implemented. SHE Health and Safety Software is being implemented, 
it is currently used for incident reporting and the College is in the process of rolling this out for risk assessments. A revised target date 
of 31st July 2018 has been set for implementation. 

Latest Update Further progress has not yet been made. 

New implementation 
date 

31/12/2019 Status Outstanding The recommendation is in progress. 

13. Procurement

Audit title Procurement Audit year 2016/17 Priority 1 

Recommendation We recommend that all purchases are put through the PECOS system which will ensure they have been authorised by the appropriate 
personnel. 

Previous Findings It was advised that this recommendation has still to be implemented. 
The delay in recruitment of the Finance and Compliance Officer has delayed progress with this recommendation. A revised target date 
of 1st August 2018 has been set. 

Latest Update It was advised that an implementation plan will be agreed with the new APUC Manager for purchases to be input via PECOS. 

New implementation 
date 

31/12/2019 Status Not Implemented The recommendation has not yet been implemented. 
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Audit title Procurement Audit year 2016/17 Priority 2 

Recommendation We recommend that the College begin to monitor the performance of contractors to ensure they are receiving the level of quality set 
out in the terms of the contract. 

Previous Findings It was advised that the Estates and Facilities Manager is currently working with APUC (Advanced Procurement for Universities and 
Colleges) who are providing support to determine how this should be done. Further work on this will be undertaken and a revised target 
date for completion is required. 

Latest Update No further progress has been made. 

New implementation 
date 

31/12/2019 Status Outstanding The recommendation is in progress. 

Audit title Procurement Audit year 2016/17 Priority 2 

Recommendation We recommend that the College create a Procurement Strategy to ensure they are following best practice and that the current 
Procurement Policy is updated to reflect this. 

Previous Findings It was confirmed that a Procurement Strategy was reported to the Board of Management in June 2017. It was advised that the 
Procurement Policy was not yet due for updating, however it will be updated to reflect changes in processes once PECOS is 
implemented. 

Latest Update It was advised that the College will aim to have an updated Procurement Policy and Strategy in place by December 2019. 

New implementation 
date 

31/12/2019 Status Outstanding The recommendation is in progress. 

Audit title Procurement Audit year 2016/17 Priority 2 

Recommendation We recommend that the College create a preferred supplier document that states who the preferred supplier for items are and that this 
document is placed on the staff intranet. We also recommend that staff are not permitted to purchase from a non-approved supplier 
unless a suitable reason is given and that this is properly approved. 

Previous Findings It was advised that work on this is currently being undertaken. The aim is to produce a preferred supplier list based on suppliers in use 
by various departments and locations. The majority of the College’s procurement is undertaken by the Estates and Facilities Manager 
and therefore the College wants to ensure the preferred supplier listing includes any suppliers that others are likely to procure from. 

Latest Update No further progress has been made. 

New implementation 
date 

31/12/2019 Status Outstanding The recommendation is in progress. 

--------------- 
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper 

no: Audit 100919/01 
Subject Complaints Report 

Purpose of paper 

This report identifies all the complaints received in the 2018-19 
academic year. 

Key Issues, Common Themes and Lessons Learned 
1. Students unhappy with decisions regarding their courses,

1 linked to application, 1 linked to removal from a course. 
2. Perception of lack of support regarding mitigating

circumstances 
3. Perception of staff attitudes to a learner

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐

2. Excellence for All ☐

3. Other strategies ☐

4. Risk management ☒

5. New opportunity/change ☐

Describe the linkage: 
Under Stage 3 of the CHP, a complainant can forward a 
complaint to the Scottish Public Services Ombudsman (SPSO) if 
they are not satisfied with the outcome of the internal 
investigation. This can subsequently result in an investigation by 
SPSO into the complaint. 

Content sensitivity Normal 
Resource implications 
Give details if yes No 

Risk implications No Further explain risk implications 
Date paper prepared 03/09/2019 
Date of meeting 10/09/2019 
Author Tracy Matheson 
Equality Impact Assessment No  If no, explain why, if yes give details of impact assessment.  

Action requested 
(tick those that apply) 

For information ☒

For discussion   ☐

For endorsing   ☐

For decision  ☐

Consultation has been carried 
out with 
Staff ☐

Students ☐

UHI and Partners ☐

External ☐

Which other committees have been consulted? 
How else have you consulted? 

Describe here 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1.  
2.  

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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1. Introduction 
 

West Highland College UHI consists of 10 discrete Learning Centres spread over a wide geographical area 
covering the North West Highlands of Scotland. The College is committed to valuing complaints and our 
aim is to resolve issues of dissatisfaction as close to the initial point of contact as possible and to conduct 
thorough and fair investigations of complaints so that, where appropriate, we can make evidence-based 
decisions on the facts of each individual case. 

 
The College has adopted a two stage Model Complaints Handling Policy embracing the principles issued 
from the Scottish Public Services Ombudsman (SPSO). These principles are that the complaints policy and 
process should be accessible, fair, flexible, confidential, clear, and timely. Consistent with this policy the 
College has committed to publishing quarterly and annual summaries of complaints outcomes, trends and 
actions taken to improve our services. 

 
2. Overview of Complaints 

 
The following table presents figures on complaints, 8 in total, received for the period 1st Aug 2018 – 
31st July 2019. Two of these issues/complaints were received by UHI as a Redbuttons and were passed 
to WHC to undertake the investigation. 1 was a formal complaint received by UHI from a HE student 
with all other complaints made directly to WHC. Currently 1 investigation is still undergoing investigation 
due to extension of timescales to accommodate academic holidays, however this will be resolved by 
11/09/2019. 

 

Complaints received by category: HE FE 
Number of complaints considered at the frontline resolution stage   
Number of complaints closed at the frontline resolution stage within 5 working days 1 2 
Number of complaints where an extension to the 5 working day timeline was 
authorised 

  

Average number of working days to resolve complaints at the frontline resolution 
stage 

  

Number of complaints considered at the investigation stage   
Number of complaints resolved at the investigation stage within 20 working days  2 
Number of complaints where an extension to the 20 working day timeline has been 
authorised 1 2 

Average number of working days to resolve complaints at the investigation stage   
      Number of complaints upheld  2 
Number of complaints not upheld 1 2 

 Number of complaints partially upheld  2 
Number of complaints withdrawn   
Number of complaints with extended circumstances 1  

Note: 1 HE complaint is still currently being investigated by academic staff, timescale extended due to academic holidays.  
 
 

The table on the following page provides a high level trend data. 
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Complaints   15/16 16/17 17/18 18/19 

 

Quarter 1 HE  1 1  

FE   1 2 
 

Quarter 2 
HE 1    

FE 1 2 1 2 
 

Quarter 3 HE    1 
FE 2 2  2 

 

Quarter 4 HE    1 

FE     
 

Total 
HE 1 1 1 2 

FE 3 4 2 6 
 Total 4 5 3 8 

 
 

3. Key Issues, Common Themes and Lessons Learned: 
 

1. All students will receive an acknowledgement of their communications, even when inappropriate 
language is used, linking them back to the behavioural policy. This will stop students reappearing 
looking for answers from different members of staff. Customer Service training is being put in place 
for front facing staff. 

2. The partially upheld complaint has been reopened, the mental health of students must be monitored 
during communications with college staff. Recommendations are currently being put in place to 
ensure the safeguarding of both staff and students. 

3. Following due process in completion of college documentation to be carried out by both curriculum 
and support staff regarding illness and extra support that may be required throughout the year, 
especially for assessment deadlines. 

4. Students to be informed of feedback methods regularly so issues not deemed to be complaints can be 
dealt with quickly and effectively 

5. UHI Academic Standards must be adhered to at all times, if process are not followed students may feel 
aggrieved by the outcomes of their results. HE staff to ensure that no information is divulged re 
additional marking that may have been undertaken to the student.  
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West Highland College UHI Cover Paper 
Committee/Group Name Audit Committee paper no: 

Audit 100919/4 
Subject GDPR Incident Report 

Purpose of paper 

To inform the board of how the college reports, records and 
monitors data incidents and how it uses these to put 
improvements in place to further reduce the risk around data 
breaches. 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☒ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☒ 
5. New opportunity/change ☐ 

Describe the linkage: 
Minimise risk of breach and reputational loss 

Content sensitivity Normal 
Resource implications 
Give details if yes No            Give details about resource implications 

Risk implications 
Yes The college has appropriate policy, procedures, training and 
monitoring in place to ensure the protection of sensitive data and 
personal data and to minimise the risk of any breaches. 

Date paper prepared 05/06/2019 
Date of meeting 10/09/2019 
Author Paula Lister 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
Not needed     

Action requested 
(tick those that apply) 

For information ☒ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☒ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
 
CMG – standing agenda item 
 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 
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* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1. Click or tap here to enter text. 
2. Click or tap here to enter text. 

 
Further guidance on application of the exclusions from Freedom of Information legislation is available via 
http://www.itspublicknowledge.info/ScottishPublicAuthorities/ScottishPublicAuthorities.asp and 
http://www.itspublicknowledge.info/web/FILES/Public_Interest_Test.pdf 
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WHC Summary Report Data Protection – Incidents 
 
Number of incidents as of 5 September 2019 
 

Incident Log started on 23/03/2018 Number Since last report 4 May 19 
Total number of reportable incidents 18 3 
Total number of near misses 5 0 
Total number of data breaches @WHC 8 1 
Total number of receipt of data breach from 
elsewhere 5 

2 

 

 
 
Summary of incidents and next steps for improvement 
 
All WHC data breaches and near misses are recorded in the college log were reported to the 
Data Protection Officer very quickly, in accordance with college procedure.  The college has 
tightened up on preventative measures and the college shares lessons learnt with relevant 
groups of staff.  The college records appropriate actions and makes recommendations for 
improvement.  These are monitored by and actioned through the College Management 
Group.  For example “Email protocol and training to be set up. Include advice: Avoid email 
attachments with personal data, instead link to appropriate secure location.” 
 
As almost all breaches and near misses are email related, the college is currently designing 
a new bespoke Essential Email Etiquette online training solution.  The college will roll this 
out to all staff (mandatory) from August.  The training includes a section on security 
measures and the WHC expected practice when sending emails.  This will further reduce the 
potential risk of data breaches. 
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Committee/Group Name Audit Committee paper no:  

Audit 100919/3 
Subject West Highland College UHI – FOI Reports  

Purpose of paper  
One new request since the last meeting of the Committee 

Strategic linkage  
Tick all that apply: 
1. WHC strategic plan ☐ 
2. Excellence for All ☐ 
3. Other strategies ☐ 
4. Risk management ☐ 
5. New opportunity/change ☐ 

 

Content sensitivity Normal 
Resource implications 
Give details if yes No            N/A 

Risk implications No . 
Date paper prepared 05/09/2019 
Date of meeting 10/09/2019 
Author Lydia Rohmer, Principal and Chief Executive Officer 
Equality Impact Assessment 
(EIA) 

No  If no, explain why, if yes attach the EIA. 
N/A     

Action requested 
(tick those that apply) 

For information ☒ 
For discussion    ☐ 
For endorsing    ☐ 
For decision  ☐ 

Consultation has been carried 
out with 
Staff ☐ 
Students ☐ 
UHI and Partners ☐ 
External ☐ 

Which other committees have been consulted? 
How else have you consulted? 
Describe here 
 

Status Non-confidential 
Freedom of Information 
Can this paper be included in 
open business?* 

Yes 

 
* If a paper should not be included within “open” business, please highlight below the reason. 
Its disclosure would substantially prejudice a programme of research ☐ 
Its disclosure would substantially prejudice the commercial interests of any person or 
organisation ☐ 

Its disclosure would substantially prejudice the effective conduct of public affairs ☐ 
Its disclosure would constitute a breach of the Data Protection Act ☐ 
Its disclosure would constitute a breach of confidence actionable in court ☐ 
Other (please give further details) ☐ 
For how long should a paper be withheld? 
1. Length of time needed  ☐ 
2. A condition is required ☐ 

Describe 
1.  
2.  
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Freedom of Information - log

Request Response On Requestor Organisation Subject Rejected (Y/N) Reason for rejection
Date Date Time

10/08/2015 12/08/2015 Yes Laura Clayson National Union of Students Financial Investments
17/08/2015 21/09/2015 No Chris Brookes University of Reading HESA Costs
20/08/2015 09/09/2015 Yes Diane Anderson Unison Assaults
20/08/2015 24/08/2015 Yes Jamie Mann Private Fracking
03/09/2015 14/09/2015 Yes Ms Kemp EIS Transfers to Foundations
07/09/2015 09/09/2015 Yes Russell Warefield National Union of Students Envirament
30/09/2015 03/11/2015 Yes Alice Anastasia Jackie Baillie MSP Severance Packages
03/10/2015 03/10/2015 Yes Michael Shanks Parlimentary Office Temporary Staff
08/10/2015 08/10/2015 Yes Daniel Guild Scottish Conservatives Student Recruitment
15/10/2015 02/11/2015 Yes Emily Kemp EIS Sick Pay
21/10/2015 22/10/2015 Yes Catherine Fair Scottish Labour Party Campus Facilities
09/12/2015 14/01/2016 Yes Caitlin Stott Scottish Parliament Labour Support Student Details
16/12/2015 14/01/2016 Yes Emily Kemp EIS Executive salaries
16/12/2015 14/01/2016 Yes Emily Kemp EIS Teaching Staff Numbers
16/12/2015 21/12/2015 Yes Emily Kemp EIS Additional Support Needs
15/01/2016 20/01/2016 Yes Shetland Council Shetland Island Council Staff/Student Details
26/01/2016 16/02/2016 Yes Michaela Gilmore Private Councelling
26/01/2016 04/02/2016 Yes Christopher Brown Private IT
27/01/2016 29/01/2016 Yes Stephen Lowe Unison National Insurance
28/02/2016 21/03/2016 Yes Emily Coates Private Student Numbers/ IT Systems
10/03/2016 21/03/2016 Yes Olivia Carson Jackie Baillie MSP Student Course Levels
10/03/2016 06/04/2016 Yes Rachel Hyatt Jackie Baillie MSP Students Completing Course
15/03/2016 23/03/2016 Yes Emily Green Who Cares Scotland Young People/Care Leavers
16/03/2016 21/03/2016 Yes Fergus Boden National Union of Students Counselling
23/03/2016 30/03/2016 Yes Emily Green Who Cares Scotland Young People/Care Leavers
16/06/2016 05/07/2016 Yes Rhona Carr EIS Staff greivances and disciplinary actions
20/06/2016 08/07/2016 Yes George Rice Unison Principal's Pay 
20/06/2016 05/07/2016 Yes George Rice Unison Outsourcing
20/07/2016 26/07/2016 Yes Shonagh Munro Scottish Parliament (might be a private requ Staff numbers and absence Yes Cost. Staff time to gather this information would have been in excess of £600
30/07/2016 23/08/2016 Yes Jennifer Kelly Private International student recruitment agents
04/08/2016 16/08/2016 Yes Diane Anderson Unison Sickness, absence and mental health
07/08/2016 19/08/2016 Yes Julia Robertson Private International student recruitment costs
30/08/2016 12/09/2016 Yes Malcolm Burns Unison Violence at work - assualts on staff
23/09/2016 14/10/2016 Yes Paulette Manning Private TQFE qualifications for staff
11/10/2016 14/10/2016 Yes Julia Belgutay Times Educational Supplement Voluntary Redundancy costs
29/11/2016 09/12/2016 Yes Philip Whyte National Union of Students Bursary Funds Yes This information is held by North Highland College. 
06/12/2016 23/12/2016 Yes Olivia Carson Jackie Baillie MSP Maintenance budgets
09/12/2016 23/12/2016 Yes Jenny Kemp EIS Flexible Working Arrangements
06/01/2017 11/01/2017 Yes Scott Macnab Scotsman Bonus & performance related pay
14/02/2017 20/02/2017 Yes Emily Kemp EIS Annual accounts for 15/16
21/02/2017 09/03/2017 Yes George Bruce SNP No of EU staff
02/03/2017 09/03/2017 Yes Paul McKay Scottish Labour Party Zero hour contracts
10/03/2017 30/03/2017 Yes Emily Kemp EIS Teaching staff redundancy and qualifications
25/04/2017 05/05/2017 Yes Marc Ellison BBC Dangerous building defects
11/05/2017 25/05/2017 Yes Joy Graham Unison Staff ages profile
18/06/2017 07/07/2017 Yes Alice May Private Principal's Pay 
22/06/2017 03/07/2017 Yes Eleana Kazakeou Scottish Lib Dems Enrolment Data
03/07/2017 06/07/2017 Yes Tim Hustler Scottish Lib Dems Mental Health provision
21/07/2017 31/07/2017 Yes Jenny Kemp EIS Cost and availability of sanitary provision
31/07/2017 08/08/2017 Yes Malcolm Burns Unison Violence at work - assualts on staff
19/10/2017 NA Yes James Harries Scottish Parliament Actions from Audit Scotland Report This request was withdrawn on the 25/10/17
24/10/2017 26/10/2017 Yes Susan Berwick Private Support for bi-lingual applications
14/11/2017 11/12/2017 Yes George Bruce SNP No of EU staff & students
23/11/2017 22/12/2017 Yes Jenny Kemp EIS Student fee policy
27/11/2017 NA Yes Karen Maclean Private Enrolment of people on the sex offenders regist Yes We do not hold the requested information
08/01/2018 30/01/2018 Yes Karen Maclean Private Safeguarding procedures
11/01/2018 08/02/2018 Yes Emily Kemp EIS Zero hour contracts
06/02/2018 08/02/2018 Yes Jackie Baillie Scottish Labour Party Contracts with outsourcing companies
07/02/2018 02/03/2018 Yes Josh Dowell Private Paternity Leave 
12/02/2018 02/03/2018 Yes David Livey NUS Student homelessness
07/02/2018 05/03/2018 Yes Fergus Boden NUS Student conselling
12/02/2018 05/03/2018 Yes Mark Donn Quantum Law Energy brokers and costs
14/03/2018 21/03/2018 Yes Peter Swindon Sunday Herald Sexual Assault and harrassment
16/03/2018 20/03/2018 Yes Paul Thompson Private Procurement 
21/03/2018 28/03/2018 Yes Simon Johnson Telegraph Principal's Pay Yes Refused on the grounds of cost
21/03/2018 28/03/2018 Yes Simon Johnson Telegraph Expenditure on events Yes Refused on the grounds of cost
21/03/2018 28/03/2018 Yes Simon Johnson Telegraph Principal travel Yes Refused on the grounds of cost
21/03/2018 28/03/2018 Yes Simon Johnson Telegraph Principal hotel stays Yes Refused on the grounds of cost
21/03/2018 28/03/2018 Yes Simon Johnson Telegraph Principal CPD Yes Refused on the grounds of cost

New repor 29/03/2018 27/04/2018 Yes Simon Johnson Telegraph All the above but for 2 years not 5
09/04/2018 05/05/2018 Yes Emily Kemp EIS Use of external managers for investigations
09/04/2018 05/05/2018 Yes Emily Kemp EIS Running courses with benefit sanctions 
09/05/2018 17/05/2018 Yes Alyson Laird Scottish Parliament Provision of free sanitary products
22/05/2018 29/06/2018 No Dr Freya Jarman University of Liverpool Diversity of applicants for jobs in Music We did not hold all of the requested information
06/06/2018 02/07/2018 Yes Jackie Baillie Scottish Labour Party Enrolments with declared disability

New repor 20/07/2018 16/08/2018 Yes Stephen Lowe Unison Assualts on staff
30/08/2018 03/09/2018 Yes Franchesca Hashemi BBC Student mental health
07/09/2018 17/09/2018 Yes Alyson Laird Scottish Parliament Dyslexia tests and costs
11/09/2018 09/10/2018 Yes Taylor Niederland Scottish Parliament Zero hour & temp contracts
10/10/2018 07/11/2018 Yes Anne Keenan EIS Senior Salaries and increases
11/10/2018 26/10/2018 Yes Joy Graham Unison Number of students studying childcare
15/10/2018 26/10/2018 Yes Anne Keenan EIS Courses for under 16s
22/10/2018 06/11/2018 Yes Sean McLaughlan NUS Graduation Costs
13/03/2019 10/04/2019 Yes Jackie Baillie Scottish Labour Party Staff profiling - teaching, senior management
07/08/2019 27/08/2019 Yes Samuel James Individual Staffing & Student numbers, ICT resources
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